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Elementi importanti dell’analisi:

e Attack vector con vulnerabilita Fortinet VPN

e Auto-encryption del ransomware stesso per effettuare bypassing

e Cambio dinamico e consecutivo delle estensioni dei files criptati

e UPX packing

e Algoritmi OpenSSL, AES OCB, ChaCha20_Poly1305

e Scheduled tasks

e Esecuzioni di restart management

e Enumerazioni shares di rete

e Utilizzo del file C:\ProgramData\ntuser.dat per la chiave pubblica dell'auto-encryption
e Crittografia dei files in "buffers”
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Introduzione

Cactus Ransomware & una nuova minaccia, identificata per la prima volta nel Marzo 2023, con
alcune caratteristiche particolari. Viene distribuita nelle infrastrutture compromesse
utilizzando principalmente come attack vector alcune vulnerabilita di Fortinet VPN che
permettono un accesso non autorizzato. La caratteristica principale di questo ransomware e
I'auto-encryption, ovvero la cifratura del medesimo avviene contestualmente alla fase di
deployment e questo comporta il fatto che il threat non possa essere rilevato facilmente da
EDR, XDR e antimalware. Durante il processo di encryption dei files target vengono modificate
in modo dinamico le estensioni utilizzate, passando da .ctsO a .cts1. Durante la fase di
esecuzione il malware controlla, similmente a cio che avviene in un accesso concorrenziale, se
un file e accessibile in un determinato momento o meno.

Il sample possiede il portale di data leak
hxxps[://]cactusbloguuodvgjmnzlwetjlpj6aggc6iocwhuupb47laukux7ckid[.Jonion, il quale
contiene i dettagli delle varie vittime e dei dati ad esse relativi.

© cactusbloguuodvgimnzlwetjlpi X |+ = *
<« C 1) & nitpsy/cactusbloguuodvgjmnziwetjipjéaggctiocwhuupba Tlaukux7 ckid.onion w O ¥ =
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© cactusbloguuodvgjmnziwetjlpi X + =

<

<« C W @; https://cactusbloguuodvgjmnziwetjipjbaggcbiocwhuupbd 7laukux? ckid.onion w

| canali di comunicazione dei malcoders risultano essere principalmente |'indirizzo e-mail
cactus[@]mexicomail[.Jcom e la TOX Chat avente URL
hxxps[://1tox[.]Jchat[/):]7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611E01
21AE421AE1D49ACEABB254686

Dando uno sguardo approfondito alle modalita di infezione e deployment di Cactus
Ransomware appare evidente che esso predilige perlopiu aziende di grandi dimensioni e con
un elevato fatturato annuale, con lo scopo, molto probabilmente, di massimizzare il guadagno
illecito derivante dalle azioni di riscatto. Quattro grandi aziende recentemente colpite da
infezioni Cactus Ransomware fanno riferimento ad attivita di private equity, produzione di
attrezzi idraulici e cilindri pneumatici, produttori di porte e cancelli, nonché di riscossione
debiti. Altre aziende vittime meno recenti riguardano i settori di: agenzie immobiliari,
formazioni specialistiche sui trasporti, industry mining e financing, produttori di rimorchi e

trasformazione alimentare.
Facendo riferimento a scenari real-world si ha contezza delle seguenti peculiarita chiave:

e Utilizzo dei tools seguenti: Chisel (per effettuare connessioni C&C ed eseguire
comandi a bordo delle macchine infette in modalita stealth), Rclone, TotalExec

e Utilizzo del tool SoftPerfect Network Scanner per effettuare discovery
dell'infrastruttura target
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e Comandi PowerShell per identificare gli hosts di dominio, eventi di login 4624 per
identificare le varie utenze

e | tools di remote management maggiormente utilizzati da Cactus Ransomware sono i
seguenti: Splashtop, AnyDesk e SuperOps RMM

e Esecuzioni di scripts batch con il fine di disinstallare security solutions ed antimalware
products

e Dumping di credenziali LSASS con il fine di effettuare tasks di privilege escalation
all'interno del dominio

[1]

Matrice MITRE:

Mitre Att&ck Matrix =
Initial . - Privilege Defense Credential . Lateral N " Command Network Rem?‘e
. N Discovery Collection Exfiltration Service Impact
Access Escalation Evasion Access Movement and Control  Effects Effects
Valid ‘Windows Path OS Credential Remote Data from Exfiltration Data Eavesdrop on  Remotely Modify
Accounts Management  Interception Process Software Dumping System Services Local System  Over Other Obfuscation Insecure Track Device  System
Instrumentatio Injection Packing Information Network Network Without Partition
n Discovery Medium Communicatio Authorization
n
Default Scheduled Boot or Logon Boot or Logon LSASS Application Remote Data from Exfiltration Junk Data Exploit 557 to Remotely Device
Accounts Task/Job Initialization Initialization Process Memory Window Desktop Removable Over Redirect Wipe Data Lockout
Scripts Scripts Injection Discovery Protocol Media Bluetooth Phone Without
Calls/SMS Authorization
Domain At (Linux) Logon Script ~ Logon Script Security Query SMB/Window Data from Automated Steganograph  Exploit SS7 to  Obtain Device Delete Device
Accounts (Windows) (Windows) Obfuscated Account Registry s Admin Network Exfiltration y Track Device  Cloud Data
Files or Manager Shares Shared Drive Location Backups
Information
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Analisi statica ed assessment

Il sample sottoposto ad analisi ha come hash

78¢c16de9fc07f1d0375a093903f86583ad4e32037a7da8aa2f90ecb15c4862c17, esso € in

stato di packed con il packer UPX.

D& Detect It Fasy v3.04 [Windows 10 Version 1809] (x26_64)

File name

Time date stamp

2023

-2404:14:46

Scan Endial

Mode

Automatic LE 64-bit

~ PE&4
Packer: UPX(4.02)[MRV, brute]
Linker: GMU linker Id {GMU Binutils)(2.40)[ Consolefd, console]
Overlay: Binary

n [ Recur

D die

Address

04

o8
le
£f
8b

< 002019a0 002019a0

Architecture

AMDE4 Console

can |:| All types

Symbols

Di seguito i dettagli delle sezioni del file, ove si evincono le caratteristiche delle sezioni relative

al packer UPX e .rsrc.
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P& Memory map

Type Memory map
PEG4 Offset Address Size Name

& 00000D000000000D | DO0D000140000000 | 0DODDDOD0OO000200 | PE Header
D File offset 0000000000000000

it 0000000140000200 0D0DOD00D0O0D000D PE Header
iaaiaiiiaiiia; 0000000140001000  ODOODOODO0AB0000  Section(0)['UPX0']
(D) Relative virtual address 0000000000000000 0000000000000200  0O000001A0481000  00DDDO0OD00201c00  Section(1)['UPX1']
it 0000000140682<00  0DDDD0OD0DO00040D  Section(1)['UPX1']
0000000000201e00  0DOD0O001 40683000  0DODOODOOD0OD0B0D  Section(2)['.rerc']
it 0000000140683800 0DDODOOD0OOD0O0B0D  Section(2)[".rsrc']
00DDDDD000202600  FIFFFFFFFFFFFHAF Overlay

(D) virtual address

Mode Endianness Architecture
64-hit LE AMDE4

Hex

Address

0000:0000
0000:0010
0000:0020
0000:0030
0000:0040
0000:0050 is program canno
Q000:0060 t be run in DOS
0000:0070
0000:0080
0000:0080
0000:00a0

D& Memory map

Type Memory map

PEG4 Offset Address Size MName
0000DDDOOCOD000D  0DODDDDT40000000  0ODODDDDOODODZ00  PE Header

- FRRFFFEEFFeeF 0D00D0DT40000200 0ODODDDDOOD0DEDD  PE Header
|l 0000000140481000  gisfferitiy 0000D0D140001000 00ODODDDDO4Z0000  Section()['UPKD']
() Relative virtuzl address | 0pDOO0DD00481000 | 0DODODDDDCOOOZ00  DODDDDDTA0481000 0DODDODDDO201COD  Section(1)[UBK1]
FFFEFFEEFFEFRFeF 0000DDD140682c00  O0ODODDDDOODO40D  Section(1)['UPX1T]
000DDDD0O0201e00  ODODDDD140683000 0ODODDDDOODODEDD  Section(2)["rsrc’]
FFFFFFEFFEFRFeF 0000D0D140683800 0ODDODDDOODODE0D  Section(2)["rsrc’]
0DDDDDDOOO202600  FFFFFFFFEFFFFFFF Ty

® Fie offset 0000000000000200

Mode Endianness Architecture
64-bit LE AMD&4

Hex

Address E Symbols

Qo00: !.U2.UPX!.$...
Qo00:
Qo00:
Qo00:
Qo00:
Qo00:
Q000:
Qo00:
Qo00:
Qo00:
Qo00:

www.swascan.com | info@swascan.com



NEHH:

TINEXTA GROUP

All'interno della sezione Overlay, che contiene dati “appended” allimmagine del Portable
Executable, vi sono riferimenti a funzioni di encryption come, ad esempio, ocb_decrypt e la
sezione .rdata.

D& Memory map - m} *

Address Size Name

0000000000000000  0OOO0D0T40000000 000000D000000200 PE Header
FHFFFFFFFFFFFFT 00000D0140000200  0DODDDDODODD0EDD  PE Header
it 0000000140001000  0000DDDOD04B0000  Section(0)['UPX0']
0000000000000200  0OD00D0140481000 0000D00000201c00  Section(1)['UPX1']
FFFFFFFFFFFFFF 00000D0140682c00  0ODODDDOODODD0O40D  Section(1)['UPX1']
0000000000201e00  DODODDOT40683000 000O0DOD0D000D0BOD  Section(2)

0000000140683800  000000D0D00D0Z00  Section(2)['

Oucooo00G20260 i oouanoo0zrcT

hddress

lucb_decrypt..rd
ata§.refptr.aesn
i_oeb_encrypt..r
data§.refptr.aes
ni_cecmé4_decrypt
_blocks..rdata$.
refptr.aesni_cecm
64 _encrypt_block
=..rdata$.refptr
.aesni_xts decry
pt..rdata$.refpt

p
Offset Address Size Name
000D00O00D0D00D  0DOOODOT40000000  0D0OODOODOD00200 PE Header
fnnid 000D0D0140000200  ODDDOODODOD0DEDD PE Header
i 0000000140001000  0D0D0O00D0480000  Section(0)['UPX0]
000D00000D0000Z00  000DOD0140481000 000DOOO000201c00  Section(1)['UPX1']
. i 0000000140682c00  0D0OODOODOD00ADD  Section(1)['UPX1']
0000000000201e00  0DODODD140683000 000DO0D0D0DN0BN0  Section(2)[".rsrc']
0D0D0D0140683800  0DDDOODODODDDBOD  Section(2)['.rsrc']

Doocooo00eseco sttt 00aooo0teTcT

AMD&4

Symk
.text§ ZNKSs4fi
dEPKcy._ EZNKSs4fi
ndEPKRey. . text§_Z
NESs4findEcy. EZN
KSs4findEcy..tex
t§_ZNKSs5rfindER
KESsy. ENKSs5rfin
dERKSsy. .text§_Z
NESs5rfindEPEcyy
_ZNKSsSrfindEPK
.text§ IZIN
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Sempre all'interno dell’Overlay data vi sono dettagli inerenti a quello che sembrerebbe essere

un attributo booleano di controllo in merito ad un contesto di leaking.

D& Memory map

Virtual ad
lative virtual address

Architecture
AMDG4

Mode Endianness

64-bit LE

Memory map
Offset
0000000000000000
fefffee
it
0000000000000200
fefffee
0000000000201 00

Address
0000000140000000
0000000140000200
0000000140001000
0000000140481000
0000000140682c00
0000000140683000
0000000140683800

Size
0000000000000200
0000000000000e00
0000000000430000
0000000000201 00
0000000000000400
0000000000000200
0000000000000S00

Name
PE Header
PE Header
Section(0)['UPX0']
Section(1)['UPX1']
Section(1)['UPX1']
Section(2)['.rsrc']

Section(2)['.rsrc']

U0000000020260 i ———|00000I0002c3a7

Hex

Address Symbols

Repl2 5 empty_re
PEv..text§_ ZNEKSs
4 Repl2 M i=s lea
kedEv. ZNKS=s4 Re
pl2 M is leakedE
v..text§ ZNESs4
Repl2 M is_ share
dEv. ZNKSs4 Repl
2_M_is_shareEEv.
.text$ ZNSs4 Rep
13 M set leakedE

Relativamente agli imports, possiamo evidenziare la libreria ADVAPI32.dll (per eseguire la
funzione di event log appending ReportEventW), RstrtMgr.dll (per eseguire la funzione
RmGetList per ottenere una lista delle applicazioni e dei servizi che utilizzano le risorse
registrate all'interno della sessione di Restart Manager), WS2_32.dll e WSOCK32.dll (al fine di
gestire connessioni tramite sockets).
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Hash 64 Hash
- 000000057 2c4142e 1fea2626
Disasm

e ginalFirstTht neDateStan rwarderCha  Name | FirstThunk | H
Strings

lash ¥
Signatures [0 oooooooo 00000000 _Joooooooo _Joeesess|oosessap [ rabstess | apvapiszan |}
00000000 00000000 000000C 00N b0

Memory map 82a048fc KERMNEL32.DLL
Entropy

Heurist e8f3db. msvert.dll
euristic scan
IMAGE_DOS_HEADER 00000000 0 0 d909191e  RstrtMgr.DLL
~ IMAGE_NT_HEADERS alcddbad
IMAGE_FILE_HEADER

W o o

(LS

50c13dd8
= IMAGE_OPTIONAL_HEADER . 0 08 50c13dd

NNNNNNNN ANNNNNNN DOOONNNN
—

=y

All

Thunk Ordinal Name

Manifest 0 |ooooooooooge3sse | [0000 |ReportEventw
ons

ep

TLS Callbacks
Overlay

Hash 64

o 000000057 2c4142e 1fea2626
Disasm
Hash
Strings
Signatures
Memory map
Entropy
Heuristic scan 0 00000000 0 0 d909197e
1M HEADER 0 a7cddbad

50c13dd8

r AUVAFL
82a048fc KERNEL32,

msvert.dil

W -

woe

IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER 0 0 caef2s6o
IMAGE_DIRECTORY_ENTRIES 0068368¢ 3 55317295 WSOCK32.dll

=Y

Ordinal Hint Name

ons

ep

TLS Callbacks
Overlay

Il coefficiente d’'entropia piu alto, dovuto alla fase di UPX packing, si attesta a 7.94368.
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D& Entropy — O *

Count

00000000 00 =

packed(85%)

et Size J Status Name

00000000D00000000  DDDDDD00D0000200 2.82276 not packed PE Header
0000000000000200  0ODODOD0O00201c00 7.94368 packed Section(1)['UPX1']
00000000D0020100  DODDODOOD0OD0S0D 4.82453 not packed Section(2)[".rsrc']
0000000D00202600  DODDDDD00027c9a7 5.05724 not packed Overlay

Size:
MD5:
SHRL:

Mode:
Tvpe:

Entry
Entry
Entry
Entry
Entry
Entry

File name: C:/Users/IEUser/Desktop/sample/b4kr-xr7h-gcps—-omas,. exe

4714407 (4.50 MB)

e28dbéa65dazebcf304873c5%a5ed0ed

cb570234345507a204c558fcBc4ecfT1l3e2clacs

Entropy: €.8336l (packed)
Cperation system: Windows (Server 2003)
Architecture: AMDE4

64-bit
Console

Endianess: LE

point (Address): 00000001406827a0
point (0ffset): 00201%a0

point (Relative address): 00632T7al
point (Bvtes): 53565755488d357ae8dfff488dbedbffbTff488d871c4f5600££30cT00eabaazeds0
point (Signature): 53565755488d35. . WEE30cTOD. . .u. 50
point (Signature) (Rel): S53565755483d35

Dalle stringhe estraibili dall’'eseguibile si notano riferimenti a CBC encryption routines e CBC

decryption routines relativi all’algoritmo AES.
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D Strings - O X

Fiter B amst = [Jurre [ unicode [l CStrings 5 2 ch

Size
00D00DD0F
0000000d

String

=
-l
m

EVP_aes_192_ech
aesni_192_ech
aes_192_ech

0 0of EVP_aes_19.
0000000d
00000000
00000012
0000000d
00000000
00000010

aesni_192,
aes_192_ofb
EVP_aes_192 _cfb128
aesni_192_cfb
aes_192_cfb
EVP_aes_192_cfbl
_192_cfbl
aes_192_cfbl
EVP_aes_192_cfb8
aesni_192_cfb8
aes_192_cfb8
EVP_aes_192_ctr

aesni_192_ctr

P PFPFPFPF PP

=

0000000
0000000f
0000000d
0000000k
0000000f

aes_192_ctr
EVP_aes_256_chc

aesni_256_chc

> PFPFPFPF PP

I

aes_256_cbc

Di seguito i dettagli di alcuni oggetti di public key storage, per esempio
EVP_PKEY set1_encoded_public_key:
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D Strings - O *

B Anst = [urre [ unic M cstrings 5 2 ch

b String
00000011 EVP_PKEY_can_sign

00000015 EVP_PKEY_print_public
EVP_PKEY_print_private
EVP_PKEY_print_params
EVP_PKEY_print_public_fp
EVP_PKEY_print_private_fp
EVP_PKEY_print_params_fp
EVP_PKEY_get_default_digest_name
EVP_PKEY_get_default_digest_nid
EVP_PKEY_get_group_name

00000019
00000018

b T i

EVP_PK igestsign_supports_digest
EVP_PKEY_set]_encoded_public_key
EVP_PKEY_getl_encoded_public_key
EVP_PKEY_new

EVP_PKEY_set type_by |
EVP_PKEY_up_ref

evp_pkey_free legacy

EVP_PKEY free
.rdataS.refptr.X509_ATTRIBUTE free
EVP_PKEY_new_raw_public_
_func_17

EVP_PKEV_dup

EVP PKEY new raw public

=

0000001 ¢
000D000F
00000014
0000000d

0000000
0000007

bl S R R i

La funzione EVP_PKEY verify_recover_init puo essere utilizzata al fine di verificare la signature
associata all'algoritmo per la chiave pubbilica.

www.swascan.com | info@swascan.com




NEHH:

TINEXTA GROUP

D Strings - O *

B Anst ~ du

Size
0000001k
00000013
0000001d evp_signature_fetch_from_prov
EVP_SIGNATURE_is_a
evp_signature_get_number

EVP, MATURE_get0_name
EVP_SIGMATURE_get0_descripti
EVP_SIGNATURE_do_all_provided
EVP_SIGNATURE_names_do_all
EVP_SIGMATURE_gettable_ctx_params
EVP_SIGMNATURE settable_ctx_params
EVP_PKEY sign_init

EVP_PKEY sign_ini

EVP_PKEY sign

EVP_PKEY verify_init

EVP_PKEY

EVP_PKEY

EVP_PKEY _verify_recover_init
EVP_PKEY_verify_recover_init_
EVP_PKEY_verify_recover
OPENSSL_LH_strhash
OPENSSL_LH_new

OPENSSL LH free

00000017
0000001e
0000001d

00000021
00000012
00000015
0000000d

> PP PFPFPPFPPFPPFPFPPEPRE PP PR

A seguire un dettaglio relativo all’ algoritmo chacha20_poly 1305, viene evidenziato qui sotto
I'oggetto cipher. L'algoritmo in questione € un mix tra ChaCha20 e Poly1305 e prevede un
processo preliminare di authentication.
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D& Strings

0
00000015 A
00000010 A

0000001 A
0000000 A
00000025 A

00000018
0000001d

» [urre M uni

chacha2l_newctx
ossl_chacha2(_initcte
chacha2l_initkey
chacha2(_initiv
chacha2l_cipher
ossl_prov_cipher_hw_chacha20
chacha2l_hw
chachal
chacha2l |
chacha2l_
chacha2l |
chacha2l |

chachal

gettable_ctx_params

known_gettable_ctx_params

set_che_params
_get_ctx_params

5_get_params

chacha2l_po
chacha2l_po
chacha_po
chacha2l |
chacha20
chacha_poly

chacha2l 5 initkev

1 BoRE0808140108DA40
1 B0B0080146160DA40
:BeeabERl4elBDALE
:BeeabERl4elBDALE
:BaeaBERl4e 1BDATE
1 BoREEERL4AB1BDAES
1 B0220801408108DAS0
: BOBEBE814610DAGE
1 B0B0BEE148108DAES

byte_14@1@DA%8 db

; DATA XREF: ChaCha2e_l6x+142ir d
dup(e), &, 3 dup(@), 7, 3 dup(@), 3
dup(@), @Ah, 3 dup(@), 8Bh, 3 dup(®)
@bh, 3 dup(@), @ch, 3 dup(@), @Fh, 3 dup(e)
18h, 3 dup(@), 1@h, 3 dup(@), 18h, 3 dup(e)

; DATA XREF: ChaCha2@_ 16x+19Blr
18h, 3 dup(@), 18h, 3 dup(8), 18h, 3 dup(@)—!
1eh, 3 dup(@), 1@h, 3 dup(@), 18h, 3 dup(e)
1eh, 3 dup(e), 1eh, 3 dup(e), 1eh, 3 dup(e)

db 3 dup(@), 5, 3
db 3 dup(@), 2, 3
db @ch, 3 dup(@),
1eh, 3 dup(@),

db 18h, 3 dup(@),
db 18h, 3 dup(@),
db 1eh, 3 dup(®),

:BeeabERl4e 1BDACE

xmmword_14818DACe xmmword GB20657479622D323320646E61787865h

.text:oeetbealdaleDble
.text:oeetbealdaleDble
.text:eoe88681481806B468
Ltext:eepeeeeliplensle
Ltext:eopgpeeliplenbie
Ltext:eeegpeel40180640
.text:oeetbealdaleDble
.text:oeetbealdaleDble
.text:eoe88681481806B468
Ltext:eepeeeeliplensle
Ltext:eopgpeeliplenbie
.text:e0000001401600640

ChaChaze_ctr3z

var_83
var_s84
var_Be
var 78

:BeeabERl4e 1BDACE DATA XREF: ChaCha2@_ssse3+524r
text:20080081408108DACH ChaCha28_128+46lr
text:008080140108DA08 db e
.text:@60080014818DAD1 aChacha2@ForX86 db 'ChaCha2é for x86 64, CRYPTOGAMS by <approfopenssl.orgr’,@
text:8008000140100608 align 4gh

OUTINE

public ChaChaz@_ctr3z
proc near ; CODE XREF: chacha2@_cipher+Betp

; chacha2e_cipher+1171p

= dword ptr -88h
= dword ptr -84h
= qword ptr -8gh
= xmmword ptr -78h

d|

0010D0D1 (000000014010DADL - .:ext:a{:hachazoFurXSE|<Synchrcmized with Hex View-1)

e
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ChaCha2@_128 proc near

var_A8= xmmword ptr -@ASh
var_98= xmmword ptr -98h
var_88= xmmword ptr -88h
var_78= xmmword ptr -78h
arg_@= qword ptr 8
arg_8= qword ptr 16h
arg_2@= gqword ptr 28h

mov [rsptarg_@], rdi
mov [rsptarg_8], rsi
mov rax, rsp
mov rdi, rcx
mov rsi, rdx
mov rdx, ré
mov rox, r9
mov r8, [rsp+arg_28]

P

loc_14@1@E1BE:
mow r9, rsp

Nello screenshot sottostante sono invece evidenziate funzioni di loading della chiave privata
associata a OpenSSL:

Offset - Size Type
13120 00353357 0000001d A ossl_eck_key_allocate_privkey
13377 00354b1a 00000014 A openss|_load_privkey
13392 00354c0b 00000020 A ENGINE_set load_privkey function
13395 00354c75 00000020 A ENGINE_get_load_privkey_function

Qui di seguito la fase di unpacking UPX:

esktop\sample\b4 qcps-omu

Dalle stringhe estratte vi sono dettagli inerenti a processi di authentication (lsass.exe e
winlogon.exe), services.exe, la cartella ProgramData.
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P& Strings — O *

Filter
B Anst ~ [ utra M unicode [ C5trings 5 % Save Search

Offset o= Size String
0040509 00000002 sihost.exe
00403008 0000000f fontdrvhost.exe
004050d8 00000007 cmd.exe
0040508 00000007 dwm.exe

004030f8 00000000 LogonUl.exe
00405110 0000000 SearchUl.exe
0040512a 00000009 Isass.exe
0040513 00000009 C5I55.E6XE
00403152 00000008 SIMSS.EXE
00405164 000DD00C winlogon.exe
0040517e sernvi e
00405198 00000000 conhost.exe
004051b0 0000000 Srecycle.bin
004051d0 00000019 systemn volume information
00405204 00000007 windows
00405226 00000005 thumb
00405232 00000005 winnt
0040523 00000000 windows.~bt
00405256 00000000 windows.old
0040526e 00000007 perflog
0040527e 00000008 perflogs
0040529a 00000000 programdata
004052b2 00000008 packaaes

Cactus Ransomware effettua il bypassing della protection di Windows Defender, utilizza TOR
Browser per il contatto con i malcoders, il file ntuser.dat (salvato nella cartella C:\ProgramData)
viene utilizzato con lo scopo di archiviare la chiave per la crittografia del file eseguibile. Esso
non rappresenta il file ntuser.dat originale di Windows ma piuttosto un file denominato in tal
modo con tutta probabilita per effettuare evasion e confondere la natura del file stesso. Inoltre,
lo script batch rn.bat viene con tutta probabilita utilizzato per la fase di rinomina di files. Il file
di log C:\ProgramData\update.log viene utilizzato per tracciamento dell'infezione ransomware,
mentre il threat minaccia anche la pubblicazione dei dati della vittima in caso di mancato
pagamento del riscatto.
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D Strings

= [Jurre M unicode [ CStrings 5 2

Offset ~
0040529 0000000k
004052b2 00000008
004052cc 0000000k
004052e4 00000009
0040528 00000010
00405320 00000010
00405348 00000011
0040536¢ 0000000k
00405334 00000006
00405398 00000011
004053bc 0000000k
004053d4 0000000a
004053ea 00000002
00405414 00000008
00405428 00000007
00405438 00000031
00405480 0000000k
00405498 00000019
004054d0 00000033
00405540 0000005d
00405600 00000012
00405638 00000028
00405690 0000004c

String

=
-l
m

programdata

packages

windowsapps

microsoft

windows defender

microsoft shared

internet explorer

tor browser

ctslck

CaCtUs.ReAdMe. bt

desktop.ini

update.log

ntuser.dat

WALUNCY

\rn.bat

basic_string: construction from null is not valid
Fod.%em. 36Y Sak

C\ProgramData\update.log

Your systems were accessed and encrypted by Cactus.
To recover your files and prevent data disclosure contact us via email: ...
Your unique |D reference:

Backup contact: TOX (https://tox.chat/):
7367B422CD7498D5F2AAF33F58F67A332F8520CF0279ASFBBAGT 1E0121AEAZTAE1DA... B

Close

C C C CCCCPkCCCCCCCCECEC-ECCCSC o

D& Strings

B anst = [ urrs M unicode Bl CStrings 5 %

Offset ~ Size
00405438 00000031
00405480 0000000k
00405498 00000019
004054d0 00000033
00405540 0000005d
00405600 00000012
00403638 00000028
00405690 0000004
00405730 00000100
00405932 00000100
00405b34 00000100
00405d36 00000100
0040538 00000100
0040613a 00000100
0040633¢c 00000100
0040653e 00000046
004065d0 00000100
004067d2 00000100
004069d4 00000100
00406bd6 00000100
00406dd8 00000100
00406fda 00000100
00407 1dc 00000100

String

-
<
=
f

basic_string: construction from null is not valid

Fed.%om. %6Y %X

C\ProgramData\update.log

Your systems were accessed and encrypted by Cactus.

To recover your files and prevent data disclosure contact us via email: ...

Your unique |D reference:

Backup contact: TOX (https://tox.chat/):
7367B422CD7498D5F2AAF33F38F67A332FB520CF0279A5FBBAGT1ENT21AE421AETD4. .

C CC CCCC C CCCCCCCCcCCcCCCcCcC

E7665737469676174696F6E207768656E20746865207375626A656374206F66207463652...

Close
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Cactus Ransomware crea uno scheduled task per la persistenza malevola denominato

“Updates Check Task”

D Strings

Size

00000019
00000015
00000019

00000012
00000002

00000100
00000100
00000100

PP PFIPPCPCCCCCECCDRPECCECECECECECECECECECC

2
b=l
m
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B anst » [Ourrs M unic

String
\ProgramData\ntuser.dat

changed coversize to

changed threads count to

changed path to

changed single file to

cAcTuS

/rl HIGHEST /ru SYSTEN
) un /tn "Updates Check Task"
ProgramData
\ProgramData
ProgramData',
ProgramData\ntuser.dat
tproc cnt
threads cnt
thread
skipped b
skipped by access
processed
time

basic_string: construction from null is not valid

bb7eeblel

"Updates Check Tas
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Si notino le funzioni IsFileFree (che viene utilizzata al fine di controllare se un determinato file
si puo criptare), canWriteDirectory (per controllare se una determinata cartella permette eventi
di scrittura), killFileProcesses (con lo scopo di terminare i processi che occupano le risorse di
un determinato file), weCanKillProcess (utilizzabile al fine di controllare se un determinato
processo puo essere terminato)

& Strings - O *

W Anst ~ [ urrs [ unicode [ € 5trings 5 % Save Search

Offset ~ Size
0036d7al 0000000a
0056d7b8 0000
0056d7cd

String |

=
-l
m

path25tart
:checkExt

3 _ZBcheckBxtN5t7 ool 112basic_stringlw5t11char_traitslwESalwEEE
00000000
00000011
0 09
00000012
0036d996 0 049
0056dab5 0 12
0036da7a 00000018
0056dabd
0056dad9
000 0056dafe
14001 0056db1c 00000008
00D0D0OF

:IsFileFree

_Z10IsFileFreePKw

LastError

:canWriteDirectory

_Z17canWriteDirectoryMN5t7__cocl 112basic_stringlwSt11char_traitslwESalwEEE

:killFileProce:

_Z17killFileProcessesPKw

KillProcess

dwSession

sz5essionKey

dwReason

nProcinfoNeeded

nProcinfo

Processinfo
0056db7a
0056dbaa

14007 0056dbed
0056dbed

1400 0056dcdf d

14010 0056dcef 00000044 A Z12checkProcessN5t7 oo 112basic strinalwSt11char traitslwESalwEEE

Processld
exeMameHandle
buffer

filename

P PFPFPFPFPFPFPEPFDPF PP PF P PF PR

:checkProcess
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Analisi dinamica e disassembling

Contestualmente ad esecuzioni ChaCha20, all'interno della label loc_74010E1BE, vi sono
numerose operazioni movaps, movdqa e movdqu inerenti a registri xmm

il e [=]

loc_14@1@E1BE:
mov r9, rsp
sub rsp, 8Ash
movaps xmmword ptr [r9-68h], xmmé
movaps xmmword ptr [r9-58h], xmm7
movaps xmmword ptr [r9-48h], xmm3
movaps xmmword ptr [r9-38h], xmm9
movaps xmmword ptr [r9-28h], xmml@
movaps xmmword ptr [r9-18h], xmmll
movdga xmm3, cs:xmmword_14818DACE
movdqu xmm3, xmmword ptr [rcx]
movdqu xmm2, xmmword ptr [rex+leh]
movdqu xmm3, xmmword ptr [r8]
movdga xmml, cs:xmmword_14@8180918
movdga xmmG, cs:xmmword_l4@8180988
movdga xmm7, cs:xmmword_l4@8180998
movdga xmml@, xmm3

movdga [rsp+@ASh+var A8], xmmd
movdga xmmll, xmm3

movdga [rsp+@ASh+var 98], xmmd
movdga xmm@, xmm2

movdga [rsp+@ASh+var 88], xmm2
paddd  xmml, xmm3

100.00% |{-21€,338) [(708,41%5) [0010D7EE |000000014010ELEE: ChaCha20_l128+4€ |(Synchronized with Hex View-1)

Cactus Ransomware effettua modifiche in merito al file di configurazione desktop.ini
conseguentemente alla fase di desktop changing e readme notes dropping, per quanto
riguarda il file di tracciamento update.log vengono anche aggiunti attributi di newline:
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var_l8= byte ptr -13h
push rbp
push rbx
sub rsp, 58h
lea rbp, [rsp#68h+var 18]
LY [rbp+2@h], rex
L4 rax, [rbp+2eh]
mow rex, rax
call _INKStT__cxx1112basic_stringIwStllchar_traitsIwESaIwEESc_strEv ; std: xxll: rhasi
mow rex, rax
lea rax, aCactusReadmeTx ; "CaCtUs.ReddMe. txt” |
mawv rdx, rax
mov rax, €s:
call rax ; _ imp
test rax, rax
inz short loc 149@82ACF
T
h |
FIE]
mov rax, [rbp+2@h]
mow rex, rax
call _ZNKSt7_cxxlllZbasic_stringIwStllchar_traitsIWESaIwEESc_strEv ; std::_ cux : _string _t,std: ar_trait a
moy rex, rax
lea rax, aDesktopIni
may rdx, rax
mow rax, ~Th
call rax
test rax, rax
jnz short loc_1400@2ACF
[l 1 [
e rav  [rhnadahl
50.00% |{113,128) |{€01,414) [00002042 |D000000140002R42: checkExt(std::_ cxxll::basic_ st |(Synchronized with Hex View-1)
call rax ; imp_StrstrIu
test rax, rax
inz short loc 148@82ACF
L |
rax, [rbp+28h]
rex, rax
_INKSET__ cxx1112basic_stringIwStllchar_traitsIwESaIwEESc_strEwv td::_ oxx ] _st E | a
rex, rax
rax, aUpdatelog ;
rdx, rax
rax, cs T
rax _—
rax, rax
short loc_l48@@2ACF
k|
FIME
mov rax, [rbp+2eh]
mov rox, rax
call _INKStT__cxx1112basic_stringIwStllchar_traitsIwESaIwEESc_strEv ; std::_ cxx : _string _t,std: r_tra
moy ros, rax
lea rax, ai
moy rdx, rax
moy rax, cs:
call rax
test rax, rax
jz short loc 1408982AD6
T
v
FI™IE | [ |
1 1
80.00% |{81,541) |{551,411) |00002042 |0000000140002842: checkExt{std:: cxxll::basic str|({Synchronized with Hex Wiew-1)
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L'indirizzo e-mail cactus[@]mexicomail[.]Jcom ¢ |'indirizzo di contatto dei malcoders:

text "UTF-16LE", 8Ah,@

align 2eh

F: ; DATA X le(std::_ cxxll char_t
text "UTF-16 'To recover your files and prevent data disclo=ure c
text "UTF-16 ‘ontact us via errail:l cactus@rrexiccrrail.ccrr',e|
align 2@h

ER m le cxxl char_t
text "UTF-16L1 ID reference: ',8
align 2

T: 1 char_t
text "UTF-16LE",
align 1@h

3: ; DATA X e(std::__owo char_t,std: :char_t

'7367B422CD7498D5F 2AAF33F58F67A332F8520CF@279A5FB

text "UTF-16
text "UTF-16 '11E@121AE421AEID49ACEABB2" ,@
align 1@h
5: B A _ oxxl char_t
text "UTF-16LE™, 'S5468652846726565646F6D2086 72606174696
text 'E28416374BA5468652046726565646F6D206F6628496E666F 72"
text '6D6174696F6E204163742028464F4041294F78656E732874686 " —
text '973207765627369746520687474703A2F 2F7777772EBATS7374" I
text '6963652E676F762F6FAO7R2F616D656E6465642D666F69612D7 "
text ' 265646C696E65642D323031302E70646620606E20 5772877
text ' 696EG46F772E2067656E6572616C6C792070726F76696465732"
text '@87468617420616E7920706572736F6E20686173207468652072"
text '6967687420746F28726571756573742061636365737328746F2"

00405730 |0000000140406730: .rdata:ab54686520467265 |(Synchronized with Hex View-1)
3

<

Qui una stringa di introduzione del file di readme del ransomware:

Instruction

.text:00000001400017AF &)

_Z13cryptFullFileNSt7__ox

_Encry, e
Jtext: 0000000 140001889 _Z13cryptFullFileNStT oo call EVP_Encryptipdate
.text:0000000140001FAS _Z13cryptPartFileMStT__ oo,

Ltext:00000001400039AB _Z14makeReadMeFileN5t7_... lea rdx, a¥ourSy 1 were accessed and encrypte”...
Ltext:0000000 140013135 aes_cbe_cipher call EVP_CIPHER_CTX,

Ltext: 0000000 140013170 aes_cbe_cipher call EVP_CIPHER_CT¥_is_encrypting
Ltext:0000000 140013196 aes_cbe_cipher call CRYPTO_cbc128_encrypt
Ltext:0000000140013215 aes_init_key call AES_set_encrypt_key
.text:000000014001321C aes_init_key mov  rcx, csi_refptr_AES_encrypt
Ltext:000000014001328C aes_init_key lea rdx, asm_AES_chc_encrypt
Ltext:0000000 1400 132E9 aes_init_key call vpaes_set_encrypt_key
.text:00000001400132F0 aes_init_key mov  rcx, csi_refptr_vpaes_encrypt
Ltext:0000000140013354 aes_init_key call AES_set_encrypt_key

Ltext:0000000 140013361 aes_init_key lea rdx, asm_AES_chc_encrypt
Ltext:0000000 140013378 aes_init_key call AES_set_encrypt_key
Ltext:000000014001337D aes_init_key lea rdi, asm_AES_encrypt
Ltext:0000000140013334 aes_init_key lea  rdx, ossl_bsaes_ctr32_encrypt_blocks
.text:0000000140013360 aes_init_key call vpaes_set_encrypt_key
Ltext:000000014001336D aes_init_key lea rdx, vpaes_chc_encrypt

Ltext: 00000001400 1340C aes_init_key lea  rdx, ossl_bsaes_cbc_encrypt

Ltext: 00000001400 13446 aesni_cbc_cipher call EVP_CIPHER_CT¥_is_encrypting

Ltext: 0000000 1400 13470 aesni_cbc_cipher call aesni_cbec_encrypt

Ltext: 00000001400 134ED aesni_init_key call aesni_set_encrypt_key
Ltext:00000001400134F2 aesni_init_key mov  rdx, cs:_refptr_aesni_encrypt
Ltext:0000000 140013505 aesni_init_key mov  rdx, cs:_refptr_aesni_cbc_encrypt
Ltext: 0000000 140013530 aesni_init_key call aesni_set_encrypt_key

All'interno della funzione cryptFullFile & stata richiamata la funzione EVP_EncryptUpdate e
funzioni di istream e ostream per la gestione degli attributi dei files presi in considerazione
durante la fase di encryption:
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call EVP_EncryptUpdate
mov rax, [rbp+58258h]
neg eax
mov [rbp+5@264h], eax
mowv eax, [rbp+58264h]
movsxd rdx, eax
lea rax, [rbp+58828h]
mow rad, 1
mov rox, rax
call _ZNSiSseekgExsStl2_Ios_Seekdir ;
mov eax, [rbpt+e]
movsxd rg, eax
lea rax, [rbp+l@h]
lea rdx, [rbp+58628h]
lea rcx, [rdx+18h]
mow rdx, rax ; _ inte4
call _ZNSoSwriteEPKex ; std::ostream::write(char const®,long long)
mov rax, [rbp+58258h]
sub rax, [rbp+se2seh]
mov rdx, rax
lea rax, [rbp+5862&h]
mov rad, 1
mov rex, rax
call _ZNSiSseekgExStl2 Ios_Seekdir ; std:: ream: :seekg(long long,std::_Tos_Seekdir)
maov rdx, rbx
mov rax, [rbp+58288h]
add rax, rdx
mov [rbp+5@288h], rax
100.00% |(355,3151) [{€35,414) |Q0000DAF |00000001400017AF: cryptFullFile(std::_ cxxll::kb|{(Synchronized with Hex View-1)
FE!
; cryptFullFile(std::_ cxx1l::basic_string<wchar_t, std::char_traits<wchar_t>, std::allocator<wchar_t>», unsigned long long, evp_pkey st *)

public _Z13cryptFullFileNSt7_ cxx1112basic stringIwStllchar_traitsIwESaIwEEEyPllevp pkey st
_Z13cryptFullFileNSt7_ cxx1112basic_stringIwStllchar_traitsIwESaIwEEEyPllevp_pkey st proc near

s@328h

var_58328= gword ptr

var_58 qword ptr
var_58 dword ptr
var_58 byte ptr

var_S582(8= byte ptr

push rbp
push ris
push ri4
push ri3
push riz

push rsi
push rbx
oW eax, 5831eh
call chkstk_ms
sub rsp, rax
lea rbp, [rsp+5@348h4var_582C8]
mow [rbpsS@2D8h], rcx
mow [rbpsS@208h], rdx
mov [rbpsS@2ERh], r&
mOv dword ptr [rbp+58289h], 21 7Eh
L] dword ptr [rbp+5@28Ch], 217E7E21h
lea rax, [rbp+see2eh]
mov rew; rax
call _INstl3basic_fstreamIlcStllchar_traitsIcEECIEv ; std::basic_fstrea ar,std: :char_trait ha tbasic_fstrean
F— Ainmd mbm FokmiEat0ak] _ Joanak
20_00% |(-15,-14) (€54, 40%5) [DO0000AS]1 |0000000140001451: cryptFullFile(std::_ cxxll::bas|({Synchronized with Hex View-1)

Inizialmente viene "appesa” |'estensione “.cts0” ai files criptati:
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o dword ptr [rbp+50284h], 28088h
o dword ptr [rbp+a]; @

o qword ptr [rbp+58278h], @
call EVP_CIPHER_CTX_mew

v [rbp+5@278h], rax

v rax, [rbp+S@2E8h]

v rEX, rax

call EVP_PKEY_get_size

cdge

v rEX, rax

call mallec

may [rbpeE], rax

v ecx, 1gh

call malloc

may [rbpesezTeh], rax

o qword ptr [rbpt5@288h], 1gh
call EVP_aes_256_chbec

v rox, rax

lea rad, [rbp+a]

lea rg, [rbp+8]

o rax, [rbps#58278h]

o [rspe5@348h+ 1
lea rdx, [rbps5@

o [rspe5@348h+ rdx
o rdx, [rbp#58278h]

o [rsp+5@348h+var_58328], rdx
o rdx, rex

O rcx, rax

call EVP_Seallnit

lea rax, [rbp-28h]

v rdx, [rbps+S@2D8h]

lea r8, altse :

v rEX, rax

call _Istpliwstlichar_traitsIwESaIwEENSt7_ cxxlll2basic_stringlT_Te T1 _EERKSS_PKSS_ td: roperatort ar_t,std::char_trait a
lea rax. [rbp-48hl

80.00% |(-1€,502) [(€15,6358) |00000B22 |0000000140001528: cryptFullFile(std::_ cxxll::bas|(Synchronized with Hex Wiew-1)

Successivamente viene sostituita con I'estensione “.cts71”:

mow rdx, rcx
W rcx, rax
call EVP Seallnit
lea rax, [rbp-2&h]
mow rdx, [rbps582D6h]
1ea r3, aCtse 3 ".cts@
mow rox, rax
call IStplIwStllichar_traitsIwESaIwEENST? _ cxx11l2basic_stringIT _Te T1_EERKSS PKSS5_ ; std har_t ar_tra har_t td
lea rax, [rbp-4&h]
mow rdx, [rbp+5@2D&h]
lea r3, aCtsl ; ".ctsl
W rcx, rax
call I5tplIwStllichar_traitsIwESaIwEENStY _cxodll1l2basic_stringIT Té _T1_EERKSS PKSS_ ; std har_t ar_tra har_t td
lea rax, [rbp-2&h]
W rcx, rax
call TNKStT__cxxlll2basic_stringIwStllchar_traitsIwESaIwEESc_strEv ; std: ruxll: thasic_string<wchar_t,std::char_traitsdwchar_t»,std::all
mow rbx, rax
mow rax, [rbps582D6h]
mow rex, rax
call _INKSTT__cxxllidbasic_stringlwStllchar_traitsIwESalwEESc_strEv ; std: cxxll::b tring nar_t,std::c trait nar_t>,std::all
mov rdx, rbx |
mow rex,
mon rax,
call rax ;
mow edw, &
o ecx, 1éh
call IStorStl3_Tos_OpenmodeS_ ; std::operator|(std Ios_Openmode,std::_Tos_Openmode
mow edw, 4
mow ecx, eax
call ZStorStll_Ios_OpenmodeS_ ; std::operator|(std Ios_Openmode,std::_los_Openmode
mow ebx, eax
lea rax, [rbp-2&h]
mow rex, rax
call TNKStT __cxxlllZbasic_stringIwStllchar traitsIwESaIwEESc_strEv ; std: o1l c_st t,std::c t t t>,std::all
mow rdx, rax
20_00% |(-1€,89€) |(554,391) 00000BSD (0000000140001590: cryptFullFile(std:: cxxll::bas|{Synchronized with Hex View-1)

Vi e I'utilizzo della wildcard “*" per la gestione di filesystem enumeration:

www.swascan.com | info@swascan.com




NEHH:

TINEXTA GROUP

add rax, 80Bh
mow rex, rax
call _ZNKStIbasic iosIcStllchar_traitsIcEE3eofEw ¥ .
xor eax, 1
test al, al
jnz loc 148001604
FI¥E]
loc_148881604:
mov rax, [rbp#58288h]
mow rdx, [rbp+5@208h]
sub rdx, rax
mov [rbp#5@258h], rdx
mow eax, [rbps#5e284h]
cdge
cmp [rbp#5@258h], rax
jge loc_14p001841
h J
FI*E] FIE]
mov rax, rsp
moy rsi, rax ; std::filesystem::  cxxll::path * loc_l4p0a1841:
moy rax, [rbp+58258h] mov eax, [rbp+58284h]
lea rdx, [rax+@Fh] movsxd rox, esx
test rax, rax lea rdx, [rbp+2Bezeh] ; _
cmovs  rax, rdx lea rax, [rbp+58028h]
sar rax, 4 L rd, rcx
shl rax, 4 mowv rex, rax
moy [rbp+5@zseh], rax call _INSidreadEPcx
moy rbx, [rbp+58258h] lea r8, [rbp+28828h
lea rax, [rbx-1) mow rex, rbp
20.00% |(409,21¢€¢€) |(579,39¢€) |00000BSD (0000000140001550: cryptFullFile(std::_ cxxll::ba|({Synchronized with Hex View-1)

A seguire un riferimento ad un oggetto di encryption key contestualmente al richiamo della
funzione cryptFullFile:

call rax ; imp__wrename
lea rax, [rbp-4&h]
mow row, rax
call _INSt7__cxx1lllbasic_stringIwStllchar_traitsIwESalwEEDlEv ; std: wxll::basic_stri ar_t,std::char_trait ar_t td::all
lea rax, [rbp-2@h]
mow rex, rax
call _INSt7__cxx1112basic_stringIwStllchar_traitsIwESalwEEDlEv ; std: %11 : :basi tri a s2td::char_trait ar_t td::allocat
lea rax; [rbp+5@828h]
(=0 rex, rax
call _ZNstl3basic_fstreamlcStllchar traitsIcEEDIEv ; std::basic_fstrea ar, :char_tra 3 inbasic_fstrea
jmp short loc 148@BLAF7
FHE
loc_1488€1AF7:
lea rsp, [rbp+5@:
pop rbx
pop rsi
pap riz
pop rl3
pop ris
pop r1s
pop rbp
retn
| Z13cryptFullFileNst?_ cxx1112basic_stringIwstllchar traitsIwESaIwEEE endp
80.00% |{1el,5048) |(£5€,418) |00000RS0 |0000000140001450: cryptFullFile(std::_ cxxll::ba|{Synchronized with Hex View-1)

Qui la funzione di enumerazione dei dischi della macchina compromessa:
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3 getDrives(std:: cxxll::basic_string<wchar_t, std::char_traits<wchar_t>, std::allocator<wchar_t»> *)
public _Z9getDrivesPNSt7__ cxx1ll2basic_stringIwStllchar_traitsIwESaIwEEE
_ZQgetDrivesPNStﬁdrcxxl112hasic_strinngStllchar_traitstESaIwEEE proc near
var_1C= dword ptr -1Ch
var_18= gword ptr -18h
var_18= gword ptr -18h
var_4= dword ptr -4
arg_B= gqword ptr 18h
push rbp |
mav rbp, rsp
sub rsp, 4eh
moV [rbp+arg_@], rcx
moV [rbp+var_4], @
mow ecx, 488h
call malloc
mow [rbp+var_18], rax
mow rax, [rbp+var_18]
mov rdx, rax
mov ecx, 4@8h
mav rax, cs:_ imp_GetlogicalDriveStringsh
call rax ; _ imp_GetlLogicalDriveStringsW
moV rax, [rbp+var_18]
mav [rbpt+var_1@], rax
jmp short loc_l488822C4
4=
100.00% |{424,79) [{491,406) (00001830 |0000000140002230: getDrives (std:: cxxll::basic s|({Synchronized with Hex View-1)
FIE]
; checkProcess(std::__cxxll::basic_string<wchar_t, std::char_traits<wchar_t», std::allocator<wchar_t»z)

public _Zl2checkProcessNSt7__cxx111l2basic_stringIwStllchar_traitsIwESaIwEEE
_Zl2checkProcessNSt7_ cxx1llZbasic_stringIwStllchar_traitsIwESaIwEEE proc near

var_1B= byte ptr -18h

push rbp
push rbx
sub rsp, 38h
lea rbp, [rsp+d8h+var_18]
mow [rbp#2@h], rex
mov dword ptr [rbp-8], ®Eh
mov dword ptr [rbp-4], @
jmp short loc_14808234C
FIME]
loc_l4saazac:
mov cax, [rbp-4]
cmp eax, [rbp-8]
1 short loc 140002364
Wl [
ne 1 ARGATARL -
80_00% | (&, —-36) |(233,418) [000018ES [00000001400022E5: checkProcess(std::_ cxxll:-basic_|{Synchronized with Hex View-1)

A sequire i dettagli della funzione killFileProcesses che include la gestione del RestartManager
per “liberare” le risorse dei files da criptare dai processi che li stanno (eventualmente)
utilizzando.
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;3 _intea _ eProcesses(const wchar_t *)
public _Z17killFileProcessesPKw
_Z17killFileProcessesPKw proc near

var_348= qword ptr -348h
var_34@= dword ptr -34eh
var_338= qword ptr -338h

var_2E8= byte ptr -2E8h

push rbp

push rsi

push rbx

sub rsp, 358h

lea rbp, [rsp+368h+var 2EE]
mov [rbp+2Feh], rox

mov byte ptr [rbp+2CFh], @
mov dword ptr [rbp+278h], @
mow dword ptr [rbp+2Csh], @
pxor xmm@, xmm@

movups xmmword ptr [rbp-48h], xmmé@
movdqu xmml, xmmword ptr [rbp-48h]
movups xmmword ptr [rbp+238h], xmml
movdqu xmm2, xmmword ptr [rbp-48h]
movups xmmword ptr [rbp+248h], xmm2
movdqu xmm3, xmmword ptr [rbp-48h]

100.00% |(2878,21) |(543,420) (000013€0 |00000001400023€0: killFileProcesses(wchar_t cons|(Synchronized with Hex View-1)

mov [rsp+368h+var_348], @
mov rod, @ 3 nServices
lea r8, [rbp+2Feh] ; rgApplications
mov edwx, 1 3 rgsFileNames
mov ecx, eax ; nApplications
call RmREgistErRESDJ‘CES
test eax, eax
setz al
test al, al
jz loc 14002835
_ A |
T
mov dword ptr [rbp+22Ch], @
mow dword ptr [rbp+228h], @
mov dword ptr [rbp+224h], @
maov qword ptr [rbp+2B8h], @
mow eax, [rbp+278h]
lea r8, [rbp+224h] ; lpdwRebcotReasons
lea rdx, [rbp+228h] ; pnProcInfo
lea rcx, [rbp+22ch]
mow [rsp+368h+var_348], rcx
mov rod, @
mov ecx, eax ; rgAffectedApps
call RmEetlist
mov [rbp+2Cah], eax
cmp dword ptr [rbp+2C4h], @EAh

100.00% |{2887,771) |{€€2,354) |00001A2E |00000001400024236: killFileProcesses (wchar t con|({Synchronized with Hex View-1)

mov rax, [rbp+2Bsh]

add rax, rdx

mov eax, [rax]

mov

mov ; dwProcessId
mov

mov imp_OpenP z
call rax ; imp_OpenProcess
mov [rbp+288h], rax

cmp gqword ptr [rbp+2A8h], @
jz loc_148882706

il e =

lea rdx, [rbp+l8h] ; nSize
mov rax, [rbp+2Ash]

mov réd, 184h

mov rox, rax

call K32GetProcessImageFileNamel
mov rax, [rbp+2Ash]

mov rox, rax

mov rax, cs:_ imp_CleseHandle
call rax ; _ imp_CloseHandle
lea rax, [rbp+27Fh]

mov rox, rax

call _ZNSaIwWECLEV ; std::al
lea rcx, [rbp+27Fh]

100.00% |{24282,2€¢€4) |(799,405) |00001A3€ (0000000140002426: killFileProcesses (wchar_t co|(Synchronized with Hex View-1)
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Di seguito un riferimento che sembrerebbe essere associato all’accesso a network shares,
nonché un accesso concorrenziale ai files da criptare, prendendo in considerazione gli attributi
degli stessi ed attraverso una conferma booleana:

lea rdx, [rbp+leh]

lea rax, [rbp-3eh]

mov ré, rcx

mov rox, rax

call _ZN5t7_ cxx1ll2basic stringIwStllchar traitsIwESaIwEECLIS3 EEPKwRKS3_ ; std:: string<wchar
lea rax, [rbp+27Fh]

mov rox, rax

call _ZNSaIwED1Ev ; std::allocator<wchar_t>::~allocator()

lea rax, [rbp-3eh]

mov r8, @FF FFFF

lea rdx, asc_l484@86392 ; "\\"

mov rex, rax

call _ZNKSE7_ cxxlll2basic_stringIwStllchar traitsIwESaIwEEl2find_last_ofEPKwy ; =

mov [rbp+2Adh], eax

mov eax, [rbp+244h]

add eax, 1

movsxd rcx, eax

lea rax, [rbp-18h]

lea rdx, [rbp-3eh]

mov r9, @FF

mov ré, rcx

mov rox, rax

call _ZNKSt7__cxxlll2basic_stringIwStllchar_traitsIwESaIwEE6GsubstrEyy ; std:: ring<wchar_t,st
lea rdx, [rbp-18h]

lea rax, [rbp+23eh]

mov rox, rax

call _ZNSt7__cxx1l112basic_stringIwStllchar traitsIwESaIwEECLERKS4_ ; std::  cxxll::basic_string<wchar_t,std:
lea rax, [rbp+2seh]

100.00% |{24282,3024) |(71€,232) (00001A2€ |0000000140002436: killFileProcesses (wchar_t co|(Synchronized with Hex View-1)

puﬁic _IlESFilEFr‘EEPK_\\'
_Z1@IsFileFreePKw proc near

var_48= dword ptr -4gh

var_38= dword ptr -38h

var_3@= qword ptr -3@h

var_l4= dword ptr -14h

var_18= qword ptr -18h

var_1= byte ptr -1
lpSecurityAttributes= qword ptr 18h

push rbp

mov rbp, rsp

sub rsp, 6@h

mov [rbp+lpsecurityAttributes], rcx

mov [rbp+var_1], 1

mov rax, [rbp+lpSecurityAttributes]

mov [rsp+6@h+var_38], @

mov [rsp+68h+var_38], @

mov [rsp+6@h+var_4@], 3

mov rod, @ ; dwFlagsAndAttributes
mov rgd, @ ; dwCreaticnDisposition
mov edx, @Cesepeeeh ; dwShareMode

mov rex, rax ; lpSecurityAttributes
mov rax, cs:_ imp_CreateFilewW

call rax ; _ imp CreateFileW

mov [rbp+var_18], rax

mov rax, cs:_ imp_GetlastError

100.00% |{-152,59¢&) |(405,420) [00001F35 |0000000140002935: IsFileFree (wchar_t const®) |{Synchronized with Hex WView-1)
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[RES MoT T LOC_ 14000 Z9A. I
P
cmp [rbpt+var_14], 21h ; '!
jnz short loc_l48882483
Yy

il et =

loc_148@829A2:

mov rax, [rbp+lpsecurityAttributes]
mov rox, rax
call _Z17killFileProcessesPKw ; )
test al, al
jz short loc_l1488829FD
_ Y
[l = 5
mov rax, [rbp+lpSecurityAttributes]
mov [rsp+e@h+var_38], @
mov [rsp+&@h+var_38], @
mov [rspt+&@h+var_4@], 3
mov rod, @ ; dwFlagsAndAttributes
mov réd, @ ; dwCreationDispesition
mov edx, BCEBEEEEBLH ; dwShareMode

100.00% |{-10%9,€56) |(74€, 400) |00001F35 [0000000140002935: IsFileFree (wchar_t const®) |(Synchronized with Hex View-1)

Lo script rn.bat viene molto probabilmente utilizzato in fase di rinomina dei files presi in
considerazione durante l'infection kill chain:

zbasic_stringTnstlichar_traitsIwESATWEECITSI_EEPKWRKS],

[ o, s semersz ]

Fov v, T
call  _mMKSt7_coeilizbasic_stringlustlichar_traltsTwESalngElzfind_last_oferkmy
pov  Fex, rax

rbp+390h]

[rbp+2aah]

o

rax

7__exsilizbasic_stringluStilenas_traitsTwESalnEEGsubsteEyy

1ea rdx, [rbp+338h]

pov  rax, [rhptisen]

ingIustllchar_t

tsTuESalwEERSEOSS

sic_stringInstlichar_traitsTuiSalwEED1Ey

INStT_cxwlllthasic_stringTwStllchar_trait P

ima_ short Toc 1aswaiess

1oc_146003089:

€4.00% |(-€3,433) |(458%,417) |00002533 [0000000140002F33: extractBatPath(wvoid) |{Synchronized with Hex View-1)
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La funzione extractDirPath ottiene i filenames dato un path specifico:

; extractDirPath[abi:cxwll](void)
public _ZFldextractDirPathBScxodlv
ZldextractDirPath85cxxllv proc near
var_3D8= byte ptr -3D8h
push rbp
push rhx
sub rsp, 4i4gh
lea rbp, [rsps#dS8hsvar_3D8]
O [rbp+3EGh], rox
lea rax, [rbp-&2h]
mow ra3d, 1Fah
mo rdx, rax i nSize
mow ecx, @
mow rax, cs:__imp_Ge
call rax ; imp_GetModul
mow [rbp+3BCh], eax
lea rax, [rbp+38Fh]
mow rex, rax
call TNSaTwEC1EY ; std::allocator<wchar_t allocator(void
lea rex, [rbp+38Fh] =
lea rdx, [rbp-
mow rax, [rbps
mow ré, rcx
mow rex, rax
call INSt7__ewxwlll2basic_stringIwStlichar_traitsIwESaIwEEC1IS3_EEPKWRKS3 11 t g<wchar_t har
lea rax, [rbp+38Fh]
Lo+ rcx, rax
call INSaIwED1Ev ar_t
mo rax, [rbps
mow rd, @FFFF
lea rdwx, asc_148486392 ;
Lo rcx. rax
80.00% |(-7€,50) |(297,3558) |0000273E |000000014000313E: extractDirPath(woid) |(Synchronized with Hex View-1)

mov rax, [rbp+3Eéh]

mow r8, @FFFF

lea rdx, asc_148486382 ; °

mov rex, rax

call _INKSET__cxxllldbasic_stringIwStilchar_traitsIwESaIwEEl2find_last_ofEPKwy ; std rxx11:thasic_string<wchar_t,std::char_trait
mov rox, rax

1ea rax, [rbp+338h]

mow rdx, [rbp+3E8h]

mov rd, rcx

mov ri3d, @

mov rox, rax

call _INKSt7__cxxlllzbasic_stringIwStllchar_traitsIwESaIwEEGsubstrEyy td:: %x11: :basi t

lea rdx, [rbp+338h]

mow rax, [rbp+3E8h]

mov rex, rax

call _INSt7__exx1l12basic_stringIwStllchar_traltsIwESalwEEaSEQS4_ ; std: xx11: :ba trir a td: a aitsewcha

lea rax;, [rbp+328h]

oy rEX, rax

call _INSt7_ exx1llZbasic_stringIwStllchar traltsIwESaIwEED1EV ; {: x11::bas 3 a R 1: :cha ait a ctd::all
imp short loc 148883252

FI*™E

loc_1488@3252:

mow rax, [rbp+
add rsp, 44Bh
pop rbx

pep rbp

retn

_Zl4extractDirPathBScxxd:

20.00% [{-54,512) |((580,2%2) |(0000273E |000000014000213E: extractDirPath(void) |({Synchronized with Hex View-1)
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Cactus Ransomware possiede un attributo globale, il quale sembrerebbe far riferimento ad
una blacklist di estensioni, difatti denominata extBlackList:

I

; Attributes: bp-based frame

_GLOBAL_ sub_I_extBlacklList proc near

push rbp

mov rbp, rsp

sub rsp, 28h

mov edx, BFFFFh

mowv ecx, 1

call _741_ static_initialization_and_destruction_@ii ; _ static_initialization_and_destruction_@(int,int)
nop

add rsp, 28h

pop rbp

retn

_GLOBAL_ sub_I_extBlackList endp

100.00% |{-25,-70) |(58¢,418) |000028C3 [00000001400032C3: _GLOBAL sub I extBlackList |{Synchronized with Hex WView-1)

La funzione hexEncode prende come parametro in input la variabile var_178, utilizzata in
un‘istruzione lea con il registro rbp, per caricare I'indirizzo di memoria in questione:

FPE

; hexEncodefstd::_ cxxll::basic_string<char, std:ichar_ its<char>, std::allocator<char>> *, std::__cxmll::basic_string<wchar_t, std::c
public _Z9%hexEncodePN5t7__cxx1112basic_stringleStlichar itsIcESaIcEEENS®_IwS1l_IWESaIwEEE
_Z9hexEncodePNSt7_cxxlll2basic_stringlcStllchar_traitsIcESaIcEEENSE_Iwsl_IwESaIwEEE proc near
var_178= byte ptr -178h
push rbp
push rbx
sub rsp, 1EBh
lea rbp, [rsp+lFBh+var_178]
mow [rbp+188h], rex
mow [rbp+188h], rdx
mow rax, [rbp+188h]
O rex, rax
call _INKSt7__cxxl11llZbasic_stringIwStllchar_traitsIwESaIwEEGlengthEv ; o 2 - -
mow [rbp+158h], rax
lea rax, [rbp-6@h]
mow rex, ras
call _IN5t7__cxx1ll8basic_stringstreamIcStllchar_traitsIcESaIcEECLEv ; o | h
mow gword ptr [rbp#158h], @
jmp loc_1488833C6
|
20.00% [{353,-31) |{475,40¢) [000028F0 |00000001400032F0: hexEncode {std::__cxxll::basic s|{Synchronized with Hex View-1)
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ngemc stdi i + stdssallocatoramchar_to»)
st

lea  rax, [rbp-th]

sic_ofstreanluStllchar_traitsl.

_tos_Openmodes_

call  _7StorStld_Ios_Openmodes_
nc wix, vax

d
call ™ ic_sfstreanTustlichar_traitsTWEE4openEPknstll_Tos_Openmode

La funzione makeNtUserFile risulta essere fondamentale al fine di salvare la stringa di
crittografia del ransomware stesso in fase di post-infection-deployment:

makentiserfile(std: oo stringewchar_t, stdirchar_traits<wchar_ts, stdisallocator<wchar_tss, std:i_cuxll:tbasic_stringowchar_t, std:rchar_traitscwchar_ts, stdi
i asic_stringInStiichar_traitsIWESAIWEEESS
stringIwstllchar_traitsIWESaIWEEESS_ proc near

ic _Tl4makeNtUser
1amakeNtUserFilenst

__cux1112ha

var_108= byte ptr - 108

r_108]

I[z-- rdx, sSAEBESIMETIES ; "ot 1 . : |
T T

call _INStT__cuxlllZhasic_stringIwStllchar_traitsIwESalwfEC1TSI_EERKWRKSY
Lea rax, [rbp+i8an]

mov  rox, rax

lea rdx, aSE572EefdESEeT

%5 TWESAIWEEC1ISI_EEPKWRKSI_

streanlnStllchar_traitsTwEEC1Ew

€4_00% [{-46,34) |{214,411) |000020B1 |00000001400032B1: makeNtUserFile (std::_ cxxll::bas|(Synchronized with Hex View-1)
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Qui la wildcard "*", utilizzata in fase di files enumeration loop per ottenere i files da sottoporre
al processo di crittografia:

| [l =
rax
; SearchFiles(std::__cxxlli:basic_stringcwchar_t, std::char_traits<wchar_t>, std::allocatorcwchar_t>»)
public _Z11SearchFilesNSt7_cxx1112basic_stringIwStllchar_traitsIwESaIwEEE
| 7115earchFileshSt7_cxx1112basic_stringIwStlichar_traitsIwESaIwEEE proc near
- 588= byte ptr -588h
push rbp
push rbx
sub rsp, SFBh
lea rbp, [rsp+6@8h+var_588
moy [rbp+590h], rex
lea rax, [rbp+28h]
mg: cdx, [rhoitoan)
|[2ea r8, asc_148408(58 ; "\ |
[mov T, rax
call  _7ZstplIwStllchar_traitsIWESaIwEENSt7_ cxx1112basic_stringIT_T@_T1_EERKSE_PKSS_ ; std::operatort -t
lea rax, [rbp+2@h]
oy rex, rax
call  _ZMKSt7_ cxxlli2basic_stringIwStilchar_traitsIwESalwEESc_strEv ; =td x . tring ar_t,std
oy rex, rax
lea rax, [rbp+4éh]
mov rdx, rax
mov rax, cs:__imp FindFirstFil
call rax ; indF
mav [rbp+560h], rax
lea rax, [rbp+230h)
oy rax
call ISaIwEC1Ew t 11 to t 11 to
lea rdx, [rbp+230h)
oy rax, rbp
80.00% |{127€7,-1) |(582,415) |000035€2 [00000001400023F€2: SearchFiles(std::__cxxll::basi|{Synchronized with Hex View-1)
call _ZNSt7__cxxlllZbasic_stringIwStllchar_traitsIwESsIwEECIERKSE i 1::basic_s g ar_t, ichar_ .
lea rax, [rbp+3Fen]
Imov rdx, rbp
lea 8, 8s¢_140488C6A ;
[mov rex, rax
call  _ZStplIwstllchar_traitsIwESaIwEENSt7_ cxxllldbasic_stringIT_T@ T1_EERKSS_PKSS_ ; K _
lea h
lea h
lea 3txtReadMeNameBScxxll
Imov rex, rax
call  _7StpliwStlichar_traitsIwESaIwEENSt7__cxx1112basic_stringIT_T@_T1_EEOSB_RKSB_ ; std::operator+<wchar_t,std: t
lea rdx, [rbp+388h]
lea rax, [rbp+3Den]
Imov rox, rax
call z ‘eFilenSt7__cxx1l12basic_stringIwStllchar_traitsIWESaIwWEEES4_ ; makeRea, i td X : i tring r_t
lea rax, [rbp+3Déh]
jmow rex, rax
call  _ZNSt7_ cxxllllbasic_stringIwStlichar_traitsIwESaIwEEDLEv ; std cxxll:basic_string<wchar_t, ar_t ar_t»,std
lea rax, [rbp#3Feh]
jmo rex, rax
call  _ZNSt7_ cwxllldbasic_stringlwStlichar traitsIwESalwEEDIEv ; std::  cuxil:tbasic st t>,std
lea rax, [rbp+386h]
jmo rex, rax
call  _ZNSt7__oxxllldbasic_stringlwStlichar_traitsIwESaIwEEDiEv ; = 11::b t t
lmowv rdx, rbp
lea rax, [rbpd18h]
jmow rex, rax
call _INSt7__oxl112basic_stringIwStllchar_traitsIwESalwEEC1ERKSA_ td x11::basic_string ar_t, st ar_trait ar_t
lea rax, bp+dleh]
Imov row, rax
call _Zl1searchFilesNst7__cxx1112basic_stringIwstllchar_traitsIwWESaIwgEE ; archFil td:: 11 asi tri ar_t,
lea rax, [rbps41eh]
jmov rex, rax
call INSt7__cxxlll2basic_stringlwStllchar_traitsIwESalwfED1Ev ; std: xocll: tbasi ing<wchar_t,std: :cha aits<wcha
e [
80.00% [{1587,5702) |{254,403) |0000356&2 [0000000140003F62: SearchFiles(std::__cxxll::bas|{Synchronized with Hex View-1)
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| files presi in considerazione vengono salvati in una va

riabile di filesArray, nel caso in cui vi

siano errori di accesso agli stessi, viene prodotta una stringa di errore:

rrayB5ondl

csinewArrayFile,
loc_130864776

tringlwStllchar_traitsIuESaluEEsSERKSA

=]

rax, [rbprasn]

or_traitsIuESalnEENSE? _cuxdildbasic_stringlT_Te_T1_EESKSS Ress_

tringIwstllchar_traitsIneSaluEEE

7 _exxll12masi

z 112basic_stringluStllchar_traitsInESaInEEDIEw
loc_140664798

€4.00% |(€4232,5254)

(515,415) |0000353F |0000000140003F23F: SearchFiles(std::__cxxll::bas|(Synchronized with Hex View-1)

FrgIsti1cha tritsINESaIVEEDLEY

s32_SUrirgIuStLIchar_Lralns INESaInEECLIS EEPERKS]

frabtalnESalutes

exntiithasie_stringluitil

51.20% |{10201,4350)

(€50,407)
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SringInstlichar_traits InE5aintECAERNSA_

wckHStT_caxl13Z5asic_atr witaZwtsalneze

ibasic_strieglwStilchar tral

enn, Csincedlogger

al, sl

abert loc 14008s73E
™

51.20% |(1l0824,3753) |(757,412) |0000353F [0000000140003F3F: SearchFiles(std::_ cxxll::ba|(Synchronized with Hex View-1)

Qui un dettaglio di logging di infezione di un disco:

s IWESATWEENSTT__cxx1112basic_stringIT_T8_T1_EEPKSS_RKSE

1112basic_stringTmstlichar_traltsIwESaIweEs

'

3basic_stringInStiichar_traitsInESalnEEfsubstrEyy

7_exxdii2basic_stringluStllchar_traitsTuESaTveEs

tc_stringTustlichar_traitsTWESaTwEEDIEY
add  dnord per [rbp+1sach], 1

€4.00% |({3579,1889) |(254,407) |0000401E [0000000140004R1E: searchFilesThreadControl (std: |{Synchronized with Hex WView-1)

Qui un riferimento all'oggetto contenente la chiave pubblica:
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tFULeN5t7_cni112basic_stringTuGtl Loher_traitsTeEsaTeEEE;

i | £5Twif SaTwEEDLEY

BLOERE”

1
short loc l4oodsies
T

¥

T_T8_T1_EEPRSE_ReSE

rimgluttlchie_traieslusta e

[EefE |
§1.20% [({831,589) |(€98,410) |D00042EF [0000000140004CEF: processFile(std::_ cxxll::basic|{Synchronized with Hex View-1)

L'operazione di lettura del file C)\ProgramData\ntuser.dat risulta fondamentale per la
decriptazione del ransomware stesso:

o rex, rax
call INStY__caxlllIbasic _stringlwStllchar traltsIwESalwEEC1IS3_EEPKwRESI
lza rax, [rbp+S8Fh]

e rex, rax

call _ZNSaIWEDLEV

lea rax; [rbp+dh]

s rd, B

lea rdx; aCProgramdatakit ;

i rex, rax

call _ZNstlsbasic_ifstreamIcStllchar_traitsIcEE4openEPKWStl3_Tos_Openmode |
lea rax, [

s rad,

— o,

frowe rex,

call  _ZMSiSseckgExStl2_Tos_Seekdir

lza rax, [rbp-:

e roX, raN

call _INSt7__cax1llZbasic_stringlcStllchar_traitsIcESalcEEddatay |

e dx, rax i _int6a

lea rax, [

o rid, 8

e

call

lea

frce

call fstreanlcStllchar_traitslcEEScloscly

lea ]

1ca ]

o rex, rax

call  _ZMSt7__cwwlllZbasic_stringlestllchar_traitsIcESalcESCIERKSS.
prow rax, rbp

lea rdu, [rbptacen]

o rox, rax

call _I9hexDecodeNSt? __exxllldbasic_stringleStllchar_traitsIcESalcEEE
lea rax, [rbp+SCiEh]

e rex, rax

call INStT__cuxlilIbasic_stringleStllohar _traltsTcESAICEERIEY
jmcre rax, rbp

frore rid, @

lea rdx, asc_l4848EDCS |

= rox, rax

call INKSET _cxxllilbasic_stringIwStllchar traitsIwESalwEElifind_first_ofEPKwy
e rox, rax

1mm rav. [rhad?

€4.00% |(36€4,172¢) ((€55,405) (00004502 |0000000140004F0A: processirgv(int,char **)+32E |(Synchronized with Hex View-1)
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Qui, difatti, il riferimento all'ID di encryption del sample:

bl
= short loc_1400254a4

12basic_stringluStlichar_traitslutSalut

EEGSUBSTREYY | 5T

= ol |

AC_StringIwst1ichar_traitsInESAIWEEASEDSS |

stringIwStllchar_traitsInEsalaEED1Ey
readedI0BScxxdl

cxxi112basic_stringlwstlichar_traitsIneSatwe

. al
shart loc_1apa@s4aa

L |
(W = ™=

cs1fixedIDCorrect, 1 oo rbx, rax

€4 _00% (3700,4762) |(412,417) |0000450A |0000000140004F04: processArgviint, char *¥)+8E | (Synchronized with Hex View-1)

Qui i dettagli del codice esadecimale del sample analizzato, ove si evincono riferimenti a chars
e strings management:

Offsest 01 2 3 4 5 & 7 8 9 &4 B CDEF Ascii

00598DA0 [ 23 00 00 00 4C SF 4D 5F 63 6F RE 73 74 72 75 &3 ¥, I_H_construc
O05980E0 | 74 3C 63 68 61 72 20 63 6F 6E 73 74 24 3E 00 0D t<char const*: .
00598DCO (D9 07 5F 5S4 4E 53 74 37 5F BF 63 78 78 31 31 31 U0 _ZHSt7__cxxlll
00598000 | 32 62 61 73 69 63 BF 73 74 72 69 6E 67 49 63 B3 2basic_stringlch
OO598DED [ 74 31 31 63 68 61 72 5F 74 72 61 69 74 73 49 &3 tllchar_traitslc
00598DF0 | 45 53 61 49 63 45 45 31 32 5F 4D 5F 63 6F 6E 73 ESaIcEE12_M cons
O0O598E0D (74 72 75 63 74 49 G0 4B 63 45 45 76 54 5F 53 28 truct IFKcEET_S8
00598E10 | 5F 53 74 32 30 66 6F 72 77 61 72 64 5F 69 74 65 _Stilforwvard_ite
00598E20 | 72 61 74 6F 72 SF 74 61 67 00 C3 9D 00 00 D3 9D rator_tag.& . .@

00598E30 (00 00 05 E1 1C 00 00 2F FO 01 00 02 C% 36 02 00 ..0a .- ke
00598E40 | 01 2F FO 01 00 01 2F FO 01 00 01 47 23 00 00 00 0-Z0 .0-20 .0GE. ..
00598ES0 | 13 A48 20 00 00 05 74 02 07 5F S5A 4E 53 74 37 &F |07.. .0z O_ZNS5t7_

OO598E6D | 5F 63 78 78 31 31 31 32 62 61 73 69 63 &5F 73 74 _cxxlllZbasic_st
OO598E70 [ 72 69 6E 67 49 63 B3 74 31 31 63 68 61 72 5F 74 ringIcStlichar t
O0O598ERD [ 72 61 &9 74 73 49 £3 45 53 61 49 63 45 45 43 34 raitsIcESaIcEECY
00598E90 ( 49 53 33 SF 45 45 G0 4B 63 52 4B 53 33 5F 00 01 IS32_EEPEcRESZ_ D
O0598EAD [ 30 9E 00 00 40 9E 00 00 02 C5 36 02 00 01 2F FO o1..@r.. A6 DsB
O0598EED (01 00 01 5SC 2D 02 00 00 13 A8 20 00 00 0S5 91 02 D.oN~ .07 .nc

O0598ECOD | 07 S5F 5A 4E 53 74 37 S5F 5F 63 78 78 31 31 31 32 0_ZHSt7_ czxlll?2
ODOS98EDD (62 61 73 69 63 GF 73 74 72 69 6E 67 49 63 52 74 basic_stringlcSt
OOE98EED [ 31 31 &3 68 61 72 BF 74 72 61 69 74 73 49 63 45 lichar_traitsIcE
OOE98EFD | 53 61 49 63 45 45 43 34 49 53 33 §F 45 45 79 &3 SalcEEC4IS3_EEyc
00598F00 ( 52 4B 53 33 GF 00 01 97 9E 00 00 AC 9E 00 00 02 RES3_.onr..-n..

00598F10 | C5 36 02 00 01 37 56 00 00 01 93 00 00 00 01 5C | A6 D7V, N
0o0598F20 (2D 02 00 00 05 8D 21 00 00 93 00 00 OO0 58 11 24 - .0 1.1 Hn#
00598F30 (00 00 B4 10 00 00 58 49 23 00 00 EO 1E 00 OO 00 ‘0. UEIR. A

00598F40 (07 55 54 00 00 41 62 61 73 69 &3 5F 73 74 72 g9 00T,  Abasic stri
00598F50 | 6E 67 3C 77 63 68 61 72 SF 74 2C 20 73 74 64 34 | ng<wchar_t, 6 =std:
00598F60 | 34 63 68 61 72 S5F 74 72 61 69 74 73 3C 77 63 6§ cchar_traits<wch
00598F70 (el 72 SF 74 3E 2C 20 73 74 64 34 34 61 6C 6C 6F |[ar_t:, .std::allo
00598F80 | 63 61 74 6F 72 3C 77 63 68 61 72 GF 74 3E 20 3E | cator<wchar_t:.>
00598F90 ( 00 20 05 55 OB 34 EE 00 00 4E F9 20 00 00 08 05 ..000 i, Ha.. .00
OO598FAD (CO OE 74 A0 00 00 43 67 22 00 00 25 F9 20 00 00 iz . Cg". b
O0598FBO (05 C7 02 5F GBA& 4E B3 74 37 BF GF 63 78 78 31 21 0g _ZNSt7_ c==xll
00598FCO [ 31 32 &2 61 73 69 63 5F 73 74 72 69 £E 67 49 77 12basic_stringlw
O0598FD0 (53 74 31 31 63 68 61 72 5F 74 72 61 69 74 72 49 Stllchar traitsI
OO598FED [ 77 45 53 61 49 77 45 45 31 32 5F 41 6C 6C EF &3 wESaIwEE12_Alloc
O0598FF0 | 5F 68 69 64 65 72 43 34 45 50 77 52 4B 53 33 5F | _hiderC4EPwRKS3_

00599000 (00 91 9F 00 00 AL 9F 00 OO0 02 1A 37 02 00 01 74 PR PRV R R -
00599010 | A0 00 00 01 B8E 2D 02 00 00 25 F9 20 00 00 OS5 CB .0l- . .H%a. . 0E
00599020 | 02 5F 54 4E 53 74 37 5F 5F 63 78 78 31 31 31 32 _ZNSt7__cmxlll2

00599030 | 62 61 73 69 63 5F 73 74 72 69 6E 67 49 77 53 74 basic_stringlwSt
00599040 | 31 31 63 68 61 72 5F 74 72 61 69 74 73 49 77 45 llchar_traitsIwE
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Sessione di debugging

A seguire alcuni dettagli della sessione di debugging effettuata, ove si notano riferimenti al
file TXT di readme di Cactus Ransomware, I'ID univoco dell'infezione ransomware, un
riferimento a TOX chat per il contatto con i malcoders:

ﬁ CcrPU |t Log 1) Notes # Breakpoints 8 Memory Map [} call stack = 1#3] Script & Symbaols < source +~ References S Threads

e|f rsp,60 & i
& rbpl Hide FPU
: h rbp RAX  0000000000000000 ~
elth rbx RBX  0000000000000010
rsp,s8 RCX 00007FFEGD33FEY4 ntd
oo rbp,qword ptr ss:Irsp+sof [rsp+50]:"LdrpInitializeProcess” RDX  0000000000000000
oy gword ptr ss:lirbprzofl,rcx rex: NtQueryInformationThread+14 RBP 0000000000000000
o| rax,qword ptr ss:[[rbp+zof RSP 000D0DDEOC4TFFLO00
o rox,rax rox: NtgueryInformationThread+14 RSI 00007FFEED3CDL10 "Ld
® [l bakr-xr7h-qcps-omu3.7FF7CC713700 RDI 000000EOC 446F000
X, rax rox: NtQueryInformationThread+14
Fax, qword ptr ds:[7FF7CCT7C6398] 00007FF7CC7C6398: L "CaCcTUS.ReadMe. TXT" RE 00D0D0DEOC47FFOFS
ey rdx,rax
. R2 0000000000000000
: _Irra;).(qword ptr ds:[<5trStriw:] R10 0000000000000000
fit rax,rax RI1  0000D00000000246 L'E
b4kr-xr7h-qcps-omu3. FEF7CC3C2ACE T A
Fax,qword ptr ss:Crbprzod R1Z  00DOODDEOC4TFFEAD |
o rox,rax rex: NtQueryInformationThread+14 R14 00007 FFEGO3BFE40 mi
@ (1T bakr-xr7h-qcps-omus.7FF7CC713700 R1E 000002B470B20000
®|f rox,rax rox: NtQueryInformationThread+14
ep rax,qword ptr ds:[FFF7CC7C63BC] 00007FFFCCTCE3BC: L desktop. ini” RIP 00007FFEGD37 260D ntd
&y rdx,rax
o g 2% aword ptr ds: [<SEFSTrIM:] RFLAGS  00000000D0000246
T .
r----#|2 b4kr-xr7h-qcps-omu3. 7FF7CC3C2ACF

g el rax,qword ptr ss:[rbp+zof < >

B ey rox,rax rex: NtQueryInformationThread+14

1 1 bakr-xr7h-gqcps-omus.7FE7CCT13700 v || Default (x64 fastcal) ~ IE“:‘U”‘““EC‘

i > 1: rcx ODODO7FFEGOD33FES4 ntdll.

- 2: rdx 0000000000000000 000000
rax=0 3: r8& 0DDDDOEOC47FFOFS 000D0DOE
gword ptr ds: [00007FFFCCTCE6398 L'CaCtUs.ReAdMe. txt"]=74004300610043 4! r9 0000000000000000 0000000

5: [rsp+28] 00000000C4470000 O
LText:00007FF7CC3C2A42 b4kr-xr7h-gcps-omu3. exe: §2A42 #2042
5 f 0000000000000000
Woump1  @pump2  @hoump3  @Woump4  @oumps @3 wattht  x=liocals TSR ~
Address Hex 0000000000000000

000000EOC47FF190
0000000000000000
00000000C 4470000
000000EOC 446F000
00007FFEGO375A96( return to ntdll.LdrI

00007FF7CC7C6398 (43 00 61 00|43 00 74 00(55 00 73
00007FF7CC7CE3AS 00 41 00(64 OO0 4D 00|65 00 ZE
00007FF7CC7CG3BE 00 00 00(64 OO 65 00|73 00 6B
0D0007FF7CCFCE3CE (70 00 €9 00 00
00007FF7CC7CE3DE | 64 00 2E 00 6C

2 0000000000000000
DOCOIEEACGAGRTES) (g0 7 (1) & 00007FFEG03CD110| ntd11.REtINtd] IName+1
DODO7FF7CCTCE3FE| 64 0D 2E 00 00

00DD7FFEG03CD110| ntd11.RTINTAT IName+1
00007FF7CCTCE408| 3F 00 5C 00 00

00007FFEG03CD110| ntd11.REINEAT IName+1
00007FF7CCTCE418| 3F 00 43 00 5C

: 00DDOOEOC4TFF23C

00D07FE7CCTCE428|5C 00 62 00 61 D e e v
DODO7FF7CCTCE438| 62 61 72 €9 BE €7 |3A 20 63 6F basic_string: co| | | C0000DEOC4TEELES] 000000E00000000Y
00007FF7CCTCE448| 6E 73 &F 6E 20 S
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ﬁ CPU | 4 Log | H Motes ® Brezkpoints ¥ Memory Map [} call stack =7 SEH le3| Seript 'E Symbols <> Source +~ References S Threads ﬂ:lz

o rdx,rax N

o b4kr‘fxr‘§hchpsfumug.?FF}]’CC?EASFD " HRIEE L

o | rax,qword ptr ss:[Irbp-&0

o | "%, aword ptr ds: [7FF7CC7CE600] 00007FF7CC7CE600:L"Your unigque ID reference: " RAXT FINHEE MR ~

o rex,rax rex:NtQueryInformationThread+l4 RBX  0000000000000010

# |l bakr-xr7h-qcps-omu3. 7FFTCCTBASFO RCX  000O7FFEGO33FES4 ntd

®f rex,rax rex:NtQueryInformationThread+14 ERX 0000000000000000

®| rax,qword ptr ss:[frbp+133] REP  0000000000000000

& rdx,rax RSP 000000EQC47FFLOO

® | bakr-xr7h-gcps-omus. 7FF7CCTBASAD RSI  0DO07FFEGD3CD110 "Ld

®| rcx,rax rcx:NtQueryInformationThread+14 RDI 000000EQOC446F000

®| rax,qword ptr ds:[7FF7CC7CE538]

|l rdx,rax RS 000000EQC47FFOFS

# |1 bakr-xr7h-qcps-omus.7FF7CC7BASFO R 0000000000000000

|| rax,gword ptr ss:[rbp-&o R10  0000000000000000

#| rdx,qword ptr ds:[FFFFCC7CE638] L"Backup contact: ToX (https://tox.chat/) - .

®| rex,rax rex: NtqQueryInformationThread+14 R11 0000000000000246 L'E

# |l b4kr-xr7h-qcps-omu3.7FF7CCTBASFO R1z  0000000000000000

®| rox,rax rex: NtQueryInformationThread+14 R13 000000EDC 47 FF6AD i

#| rax,qword ptr ds:[7FF7CC7CE538] R14 00007FFEGD3BFE40 mi

o| rdx,rax R15  00000ZB470E20000

# |l b4kr-xr7h-qcps-omu3.7FF7CC7BASFO

®| rax,qgword ptr =s:[Irbp-60 RIP  00007FFEG0372600 ntd

#| rdx,gword ptr ds:[7FFFCC7CE690]

=||Hrfealres RFLAGS  0000000000000246

# | bakr-xr7h-qcps-omus.7FF7CCTBASFO A OGS e

®| rex,rax rex:iNtQueryInformationThread+14 OF 0 SF O DE O w

#| rax,qword ptr ds:[7FF7CC7CE538]

o_lrgx‘.(rax - <

. 4kr-xr 7h-qcps—-omu3. FFF7CCTBASFO

®| rax,qword p@rpss:[rbpff:[]] v | Default (x64 fastcall) ~

of ¢ > 1: rcx 0DDO7FFEG033FE94 ntdll.

2: rdx 0000000000000000 000000
rdx=0 3: rgé ODDODDEOC47FFOFS 00DDDODE
qword ptr ds:[00007FF7CC7CE600 L"Your unigue ID reference: : r3 0000000000000000 0000000
: [rsp+28] 00000000C4470000 O

Ltext:00007FF7CC3C39F5 b4kr-xr7h-qops-omu3. exe: §39F5 #2FF5

0000000000000000

e
@elumpl  BDump2? %W Dump3  BaDump4  BWDump5 B9 Watch1  [*=lLocals 000000EOC47FF190 ~
Address e 0000000000000000
00007 FF7CC7CE600 |59 00 6F 00|75 00 72 DO|20 OO 75 OO|6E 0D 65 00 e DearEPLa0
00007FF7CC7CE610(71 00 75 00|65 00 20 00(49 00 44 00|20 00 72 00 O CUODC oG 0000
00007 FF7CCTCE620| 65 00 66 00|65 00 72 DO[65 DO 6E 00|63 00 65 00 CHonEach eEo0g
00007FF7CC7CE630| 3A 00 20 00|00 00 00 00(42 00 61 00|63 00 6B 00 pr el e e s
00007 FF7CC7CE640| 75 00 70 00|20 00 63 0O|6F 00 GE 00|74 00 61 00 S .
00007FF7CC7CE650| 63 00 74 00|3A 00 20 00[54 00 4F 00|58 00 20 00
00007FF7CC7C6660|28 00 68 00(74 00 74 00|70 0O 73 00[3A 00 2F 0O ooDDTEFEGDSCDLIO ggg”sﬂ:gg”:ﬂ:ﬁ
00007FF7CCTCE670| 2F 00 74 O0|6F 00 78 00|2E 00 63 00|68 00 61 00 OO TFFEEOSER 110 | ntd11 BTN TNamer]
00007FF7CC7CE680| 74 00 2F 00|29 00 3A 00|00 0O 00 00|00 00 00 0O DO LEGOISEE a0 .
00007FF7CC7CE690| 37 00 33 00|36 00 37 00|42 00 34 00|32 00 32 00  COHCOEOD oo v
0D0D7FF7CC7CEEAC| 43 00 44 00|37 0D 34 00|29 DO 38 00|44 0O 35 0O | [20000020C4/7F153][DO00DOEODO00D0DE
00007FF7CC7CEEE0| 46 00 32 00|41 00 41 00|46 00 33 00|33 00 46 00 >
T e |ford ptr ds:[rax] ~ 5
o ptr ds:[ri3+r9+8+78],rax e D
o= i5a].s ;
. gt" ds: [r13+38],8 RAX  0000000000000178 L ~
= REX  0000000000000003
o[ byte ptr ds:[rdi RCX  0000000000000002
ot FDX  0ODOTFFTCCEESTEA bakr-xr7h-gcps-on
® ix REP  0000003DFEDFDI90
» [FFEEO2A4B70 RSP 0000003DFEDFD450
o |[byte ptr ss:Erbpd RSI  00000000000000BA e
¢ vord ptr ss:[irbp+10] RDI  OODDOTFF7FCCEESTE4 bakr-xr7h-gqcps-on
e ptr ds:[rdi],z20
. EEFEE‘DMW"C RE 00007FF7CC3C3A00 bakr-xr7h-qcps-on
RS  0000000000000003
. ;FSESEEA?\S?EFLB—“S] R10  00D0TFF7CCEI018C "9
#llord ptr ds:froxl R11  O00OO7FF7CC3CO000 bakr-xr7h-qcps-on
ptr ds:[ri3fF8],rax R1Z  0000000000003A04
e |vord ptr ds:[rcx+s] R13 00000030FBDFD 4390
o|[ptr ds:[riz+ss],rax R14 FFFFFFFFFFFFFFB0
slford ptr ds:[ri3+20] RIS OO0O7FF7CCEI0168C "9
s foo4o
| 0040 RIP  0O0O7FFEGDZA4BIC ntd11. 00007FFEBD:
EFEGOZA4F 95
ord ptr dsi[ri5+s] RFLAGS  0000000000010246
Drg [FE SSE[rEp'f"] ZF 1 PF 1 AF O
slford ptr ss:frbp+so] 250 ko bED v
e|lad < >
olis
o |ford ptr ds:[ris] ri5:"39 + | Default (&4 fastcal) v EDUnlocked
*ll< > Trex
2: rdx 00007FF7CCBEBS76A b4kr-xr7h-qcps-omu3.
rax=178 L'Y"' N 3: r8 00DOFFF7CC3C3A00 b4kr-xr7h-qcps-omu3.C
aword ptr ds:[rax]=[178 L'¥']= 4: r9 0000000000000003 0000000000000003
5: [Fsp+28] 0000000000000000 0ODOOOOCOD0000C
. texti00007FFEG02A4BIC ntd11.d11: $4B3C #3F9C
28 3 0000003DFEOFD390
Woumpt  @pump2z  @Dump3  @Woump4  @Woumps @ watch1  [x=llocals DE £000000000000000 -
Address Hex ASCIT 00007FF7CCBB6FSE | b4kr-xr7h-qcps-omu3.
DODOTFFEGD2AL000 | €C| CC CC CC|CC CC CC CC|48 89 5C 24]10 48 89 74 | ETTIIIIIH, 45, H.-T AR ?225;;'{2_3;5353’2&?&
00007FFEGOZALONO| 24 20 57 48|83 EC 20 48(8B DA 48 88|FL 49 8D 50| 5 WH.1 H,UH.AI.P DD OTeT000
00007FFEGOZAL020| 08 43 83 CL|10 49 8B F8|ES 93 DC 01[00 4C 8D 4C|.H.A.I.e&.U..L.L e
00007FFEGOZAL030| 24 40 43 8B|D3 4C 80 44|24 30 43 8B|CF ES 32 00| $@H.OL.D30H.IE2. e e e e
00007FFEGO2AL040| 00 00 8B 17|33 15 36 24[16 00 48 8B(5C 24 38 33|...,3.65.,H,\583 DOAONNShEEn FRS AG -epp .
0D007FFEGOZALOS0|D7 OF B7 CA|SB 54 24 30(2B D1 03 C2 (48 29 46 38| x.-E.T50+R,AH)Fs oD ZECEBoTage
00007FFEGOZALOGD | 45 8B 74 24|48 48 83 C4[20 5F C3 CC|CC CC CC CC|H. L§HH.A _AIIIIX oo Oo 000
00007FFEGO2AL070|CC CC CC C€C|48 89 5C 24(08 48 89 74[24 10 48 89| IIITH.\§.H,tS.H. DODDTEFESC2EFOND | kernel. appcor e, PsmRe
0D007FFEGDZALOS0| 7C 24 18 44|O0F B7 51 02|44 SB DI OF B7 05 FO 23 DR LTt 000 . .
00007FFEGOZAL090| 16 00 45 SB|D9 C1 EJ 10(45 3B CB 41[33 CA 44 2B MIOZEEERGZFO0E 8 | Kernel . appear.e. = pe= [
00007FFEGOZAL0AD|CA 33 CB 45|8B D3 C1 E1[04 41 81 E2|FF OF 00 00 A &y...| | [290U202DEEDEDRABE|Q0007FFESCIFODRE : :
00007FFEGO2AL0B0| 49 81 C2 FF|OF 00 00 41[81 €1 1F 10[00 00 4C 03|I.Ay..,A.A,...L. >

Nel caso in cui vengano presi in considerazione files e folders da non cifrare essi vengono

“saltati” dal processo di encryption.
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o [ = "
® -Xr7h-qcps-omu3. TEF7CCTAZE30 GilES FHD
 kr7h-gqcps—omu3 . FEF7CC3C4790 e ~
e ||byte ptr ds:[7FF7CC8E31A0] RAX  DOOODDODDOOOOLZS L
= REX  0000000000000003

------ ® [7h-qcps-omu3. 7EF7CC3C4790 L O DN 2
® vord ptr ss:[Irbp+4s0f RDX 00D07FF7CCBEBE7 6A b4kr-xr7h-qcps-on
o bp REP  0000003DFEDFDI90
. RSP 0000003DFEDFD450
« ord ptr ds:s[7FF7CC7Cacc2] 0DD0O7FF7CCFC8CC2: L "skipped dir ™ RSI 00000000000000BA Jor
*ax RDI 00007FF7CCBEB8764 b4kr-xr7h-qcps-on
e [xr7h-qcps-omu3. 7FF7CC7BAFFO
:13"‘1 ptr =s:[rbp+450] RS 00007 FFTCC3C3A00 bakr-xr7h-gcps-on
 [xr7h-qcps-omu3. 7FF7CC3C37B4 k32 000000000000000% nygn
o |vord ptr =s:[rbp:450d R10  00007FF7CCBI018C 19
® hx B R11 00007 FF7CC3C0000 b4kr-xr7h-qcps-on
® [xr7h-qcps-omus3. FFF7CCTAZE30 Rlz  0000000000003A04
® kr7h-gcps—-omu3. 7FF7CC3C4790 R13  0000003DFBDFD430
s vord ptr ss:[irbp+490] R14  FFFFFFFFFFFFFF80
e lord ptr ss:|frbp+s30] RIS 00007FF7CCBI018C 19"
e prd ptr ds:[7FF7CC7C8CEA]
® ax RIF  00007FFEGOZA4BIC ntdl1.00007FFEED:
e [xr7h-qcps-omu3. 7FF7CC7BBOFD
lvord ptr ss:[irbp+470f RFLAGS  00D00DO0DOD10246
@ yord ptr ss:[frbp+30] ZE 1 PF 1 AF O
e vord ptr ds:[rdx+2C] OF D SFO DF O v
# vord ptr ss:|[irbp+430]
. < >
® Ax
o || xr7h-gcps-omu3. TEF7CCTBAELD w | Default (x64 fastcall) h E“:‘U”bd@d
. Fe > 1: rcx
rdx 00007FF7CCBBB7GA b4kr-xr7h-gcps-omu3.
rdx=b4kr-xr7h-gqcps-omu3. 00007 FF7CC8BS76A r8 DDDOTFF7CC3C3A00 bdkr-xr7h-gcps-omu3. o
gword ptr ds:[00DO07FF7CCTCBCCZ L"skipped dir "1=700069006B0073 re 0000000000000003 0000000000000003
5: [rsp+28] 0000000000000000 00000000000000C
. text:D0007FF7CC3C43D02 b4kr-xrrh-qcps-omu3. exe: §43D2 #39D2

8% Dump 1 2% Dump 2 2% Dump 3 2% Dump 4 &% Dump 5 @ Watch 1 [*=] Locals c‘)’ Dmuoogggggggggg =
Address Hex 00007FF7CCBB6FES | b4kr-xr7h-qcps-omu3.
DDDDTFF7CCEBB7GA (08 OL 3F 00|02 30 OL 50|00 00 CO E7|3F 00 PR cL ey E;’éﬁr:rzg B e
00007FF7CC8B877A|01 OF 26 05|00 00 58 DC |01 C2 02 00|D7 02 0000000000000000

DDDOTFF7CCEBESTBA(00 00 19 11(05 85 11 03|09 01 49 00|02 30 o000 o0000000

DDDOTFF7CCEBS79A (00 00 CO E7 [3F 00 FF FF|OL 1D 49 05(C2 04 00007FFESC2F000D | kernel. appcore. 00007
DDDDTFF7CCEBSTAA| 01 05 DF 04(00 AZ 01 O |84 05 00 C6|01 DO s

O0DOTFFFCCBRA7RA|04 00 DA 04(57 00 00 00|00 00 01 08[D3 05 b ErEAOTR00E

00DO7FFCCERE DA| 00 03 OL 03|03 03 08 D2 |04 03 01 20|00 05 £000000000000000

DDDDTFF7CCEBS7EA (05 85 11 03(09 01 BF 00|02 30 01 50(00 00 e on0 EegielLEppEsre Remte
00DOTEFFCCBRATFA|3F 00 FF FF(01 E6 01 2D |05 00 00 4F (02 BA 000D FPESCRFOBRS | kernel. appcore. "PE™ v
00DOTFFTCCEESB0A|7E 05 BC 11(00 B3 01 05 (D3 11 00 F4(01 05 EA 11|~ %..'..6..8..&.[ [ [D000UDDSDEEDTDAES|00007FFESCZFOORSE . .
D0DOTFF7CCEESB1A |00 86 03 05|32 15 00 A7 |03 05 81 1Z |00 81 H

Il file C:\ProgramData\ntuser.dat contiene una stringa randomica che fa riferimento alla stringa
di encryption del ransomware sample:

hx

<

ord ptr
ord ptr

ord ptr
3

:[irbp+e2F]
:[irbp+EOOY

Brbp+E30]

ord ptr ds:[7FF7CC7C8D90]

i
xr7h-qcps-omu3. 7FF7CC713700
hx

Ar7h-qCps-omus. 7FF7CCTALCI0
Erbp+ESF]

i

xr7h-qcps-omu3 . 7FF7CCT555A0
ord ptr ss:|[frbp+BsF]
ord ptr s

00007FF7CCFCBDI0: L"C:

ProgramData’\ntuser.dat”

R& 00007 FF7CC3C3A00
R9 00000000000000032

lgrt:l ptr ss:irbp+AFF] s Hide FPU
xr7h-qcps-omu3. 7FF7CC7555D0 P A
= L " BRAX 000000000000017 8 L'y
;lgrd ptr ds:[FFF7CC7Co0F2] 00007FF7CCFCI0F2: "C: MW\ ProgramDatai\ntuser, dat! R TITETTETITIIT R
RS RCX  000000D000000002
ord ptr ss:[rbp+B2F[l RDX 00007 FF7CC8BET6A b4kr-xr7h-gqcps-on
fx REBP 00000030 FBDFD 220
xr7h-qcps-omu3 . 7FF7CC7555A0 RSP 0000003DFEDFD450
ord ptr ss:|[rbp+Cof RSI 00000000000000BA N
RDI 00007 FF7CCBBATE4 b4kr-xr7h-gcps-on

b4kr-xr7h-gcps-on

rax=178 L'Y"'

gword ptr ds:[00007FF7FCC7CO0F2 “C:\\ProgramData\\ntuser.dat"]=72676F72505C3A43

L text: 00007FFFCC3CEESE b4kr-xr7h-qops-omu3. exe: $6ESE #645E

Woump1  @oumpz  @Woump3  @houmpa  @houmps @ wattht  bellocals g
Address Hex ASCII
OD00FFF7CCTCILEZ | 74 truction from nu
00007FF7CCTCIIF2 | 6C 11 is not valid.
00007FF7CC7CI202 [ 00 b.4.k.r.
D0D0FFF7CC7C9212( 78 h.-.g.c.p.
00007FF7CC7C9222 (73 S,-,0.mU d
00007FF7CCTCI232 | 64 d3d5dazzazesazds
00007FF7CCTCI242 | 63 C€8h9267360a7752¢C
D0D07FF7CCTCI252 | 34 41F1e00827Fcc31f
00007FF7CC7C9262 | 66 fe4aaf1662109082
00007FF7CCTCI272 | 30 04afegn4c3garobf
00007FF7CCTCI282 | 35 5193dcz7d0cs 4472
D0D07FF7CCTC9292 | 63 cc8903367asTcddb
D000FFF7CC7C92A2 | 37 72f6a17ffcoashst
00007FF7CC7C92B2 [ 33 338914aab62d151b
00007FF7CCTCI2C2 | 39 9019333820847 C67
00007FF7CCTC92D2 | 63 c2307fdcoeassebs
D000FFF7CCTCI2E2 | 62 beas1ieazec3gchzz
00007FF7CC7C92F2 | 32 23c4909dba273946

Www.swascan.com |
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R10 00007 FF7CC89018C "ig"
R11 00007 FF7CC3C0000 b4kr-xr7h-gcps-on
R12 0000000000003A04
R13 0000003DFBDFD 430
R14 FFFFFFFFFFFFFFE0
R15 00007 FF7CC89018C "iam v
£
Default (x54 fastcall) hd
Dorex

: rdx DD0OFFF7CC8BSTEA b4kr-xr7h-gcps-omu3.
: rs DDOOFFF7CC3C3A00 bakr-xr7h-qops-omu3.C
i r3 0000000000000003 0000000000000003

: [rsptzs] 0000000000000000 00000000000000C

0000003DFEDFDI20
0000000000000000
00007 FF7CCBBGFEEB
00007 FF7CC3C0000
0000002DFEDFDESO
0000000000000000
0000000100000000
00007 FFESC2FO000
0000002DFEDFDEAD
00007 FFEQDOO0008
0000000000000000
00007 FFESC2FFO10
0000000000000000
00007 FFESC2FOOFB
00001F800010000F
0000003DFBDFO033
00010246002B0005
0000002DFEDFDEFD
0000000000000000

0000001000000000

bakr-xr7h-gcps-omu3.
bakr-xr7h-qcps-omus.
return to 0000003DFE

kernel. appcore. 00007

kernel. appcore.PsmRe

kernel.appcore."PE™



NEHH:

TINEXTA GROUP

v

@ Dump 1 24 Dump 2 L% Dump 3 B4 Dump 4 %% Dump 5 "‘E"‘ Watch 1 Ix=] Locals ;}J EEl
Address Hex ASCII ~
0000FFFFCCFCH872 |39 31 66 64|36 31 66 36|35 61 65 35|64 66 61 39| 31Tdelfe5Saesdfa
00007FF7CC7C9882 |61 33 35 35|30 66 66 66(35 31 00 4F|4C 62 33 62| a3s550fffs1.0Li3b
00007FF7CCFC9892 |54 4E 36 65 |6B 5A 43 59|37 6A 64 00|00 00 63 00| TNeekZCY7jd...c.
00007FF7CC7CO8AZ | 41 00 &2 00|54 00 75 00|53 00 2E 00|72 00 65 OO(A.C.T.U.5...F.&.
00007FF7CCFCO8B2 (61 00 64 00|6D 00 65 0OO0|2E 00 74 00|78 00 74 00| a.d.m.e...t.x.t.
00007 FFFCCTCO8C2Z | 00 0D OO0 Q0|00 OO OO0 00|00 00 00 00|00 0D 2ZE 2E|cvcsacssannnnnns
O0007FF7FCCFC98D2 | 2F 6F 70 65(6E 73 73 6C|2D 33 2E 31|2E 30 2F 63| fopenssl1-3.1.0/c
0D00FFFFCCFC98E2 |72 79 70 74|6F 2F 62 69|6F 2F 62 69|6F 5F 6C 69| ryptosbio/bio_11
00007FF7CC7C98F2 (62 2E 63 00|20 00 00 0O(00 OO0 OO0 00|00 00 42 49|bB.C. ...vvvuns BI
00007FFFCCFCY902 | 4F 5F 64 6F|SF 63 6F GE|6E 65 63 T4|5F 72 65 74|0_do_connect_ret
00007FF7CC7C9912 (72 79 00 00|00 OO0 42 49(4F 5F 77 61|69 74 00 00| ry....BIO_wait..
0OD007FFFCC7C9922 |00 0D OO0 OO(OOD OO0 42 49| 4F 5F 66 69|6E 64 5F 74| ...... BIO_find_t
00007FF7CC7C9932 |79 7O &5 00|00 00 OO0 Q0|00 00 OO 00|00 00D 42 49| VP8, ..o ewanns BEI
00007FF7CCFC9942 | 4F 5F 63 61|6C 6C 62 61|63 6B 5F 63|74 72 6C 00| 0O_callback_ctrl.
00007 FFFCC7C9952 | 00 0D OO0 OO(O00 OO 42 49|4F S5F 63 74|72 6C 00 00| ...... BIO_ctrl..
00007FF7CC7C9962 | 00 OO OO0 OO|00 00O 42 49(4F 5F 67 65 (74 5F 6C 69| ...... BIO_get_1i
OD0OO7FFFCCFCO972 |6E 65 00 OO|(00 OO 42 49|4F 5F 67 65|74 73 00 00| ne....BID0_gets..
00007FFFCCFCO982 |00 0D OO0 QO|00 OO0 42 49 |4F 5F 70 75|74 73 00 00| ...... BIO_puts.. W
Qui i dettagli ASCIl ed esadecimali dei processi presi in considerazione dall'infection kill chain
e il richiamo della funzione di AES_init_key:
Address Hex ASCIT
00007FFFCC7YCEOFO|( 65 00 78 00|65 00 00 0OO0|4C 00 &F 00|67 OO0 6F OO|e.x.e...L.0.0.0.
00007FFFCC7CE100( 6E 0O 55 00|49 00 2ZE 00|65 00 78 00|65 00 00 OO|n.U.I...EB.X.E...
00007FF7CC7CE110(53 00 65 00|61 00 72 00|63 00 &8 OO|55 00 49 00|S.e.a.r.c.h.U.I.
00007FFFCC7CE120| 2E 00 65 00|78 00 65 00|00 00 6C 00|73 OO0 61 00|..8.X.B...1.5.4.
00007FFFCC7C6130( 73 00 73 00|2E 00D &5 00|78 00 &5 00|00 OO 63 O0|S.5...8.X.8...C.
00007FFFCC7CH140 (73 00 72 00|73 00 73 OO0|2E 00 65 00|78 00 65 O00|S.r.5.5...E8. K. €.
00007FFFCC7CRISO (00 OO 73 00|6D OO0 73 00|73 00 2E OO|65 OO0 78 00|..5.M.5.5...8.X.
00007FFFCC7CE160| 65 00 00 00|77 00 69 00|6E 00 &6C OO0|6F 00 &7 OO|e...w.i.n.T1.0.Q.
00007FF7CC7CE170|( 6F 00 6E 00|2E 00 &5 00|78 00 &5 00|00 OO 73 OO|O.M...8.X.E...5.
00007FF7FCC7FCE1B80( 65 00 72 00|76 00 69 00|63 00 65 00|73 00 2E 00|e.r.w.i.c.e.s...
00007FF7CC7CE190 (| 65 00 78 00|65 00 00 00|63 00 &6F OO|6E OO0 68 00|e.x.&...c.0.n.h.
00007FFFCC7CEIAD|( 6F 00 73 00|74 00 2E 00|65 00 78 00|65 OO0 OO0 OO|O0.5.T...EB.X.E...
00007FFFCC7CELBO | 24 00 72 00|65 00 63 00|79 00 63 O0|6C OO0 65 00| f.r.e.c.y.c.l.e.
00007FF7FCC7FCELCO| 2E 00 62 00|69 00 GE 00|00 00 OO OO|OD OO0 OO0 OO0)..B. 7. u.eueen.s
00007FFFCC7CEIDO (73 00 72 00|73 00 74 00|65 00 6D 00|20 OO 76 OO|S.¥.S5.T.E8.M. V.
00007FFFCC7CELED | 6F 00 &C 00|75 00 6D 00|65 00 20 00|69 00 6E OO|0.l.u.m.e. .i.n.
00007 FF7FCC7FCELFO| 66 00 GF 00|72 00 6D 00|61 00 74 00|62 00 &6F 0O|F.0.r.m.a.t.i.o.
00007FF7CC7CE200| 6E 00 00 00|77 00 69 0OD|(GE 00 64 OD|6F 00 77 00|N...w.T.n.d.o.w.
3 "
------ M s;h;qcps—umulTFFTCCBDBBDD ~ (TER D
xr7h-qcps-omu3. 7FF7CC487CD0
sford ptr =i [7FFrecsT5180] i‘;‘i ggggggggggggg;;g L7
. RCX  0000000000000002
o|ptr ds:[rsi+F8],rdx RDX D0007FF7CCBBETEA b4kr-xr7h-qcps-on
e ford ptr ds:[7FF7CC487F10] REP  0O00ODO3DFEDFDI90
ok, rex RSP  0000003DFBDFD450
o | ptr ds:[rsi+100],rdx RSI  00000000000000EA et
® kr7h-qcps—omu3. FFF7CC3D3231 RDL DODO7FF7CCBE87 64 bakr-xr7h-qcps-on
® [ xr7h-qcps-omus. 7FF7CC3D2930 . . .
: ;d ptr ds: [FFF7CC7CABES] 00007FF7CCTCABBS: "aes_init_key RZ 00007EF7CC3C3A00 bakr-xr7h-qcps-on
. s: R e ss1-3.1. revo/ - R9 0000000000000003 -
. g;gngaEpg_g&z:f;gg;gggggﬂﬁg 00007 FF7CCTCAS 40 openssl 1.0/crypto/evp/e_aes. R10 ODDOTEFTCCE3018C 19
. R11 00007FF7CC3C0O000 b4kr-xr7h-qcps-on
o bd R12  0000000000003A04
. R13  000OD0D3DFEDFDA90
[ xr7h-qcps-omus. 7FF7CC3D2B50 R14 FFFFFFFFFFFFFFB0
o flix R15  O000TFF7CCBI018C "I
o < >
= v | Defavit (x64 Fastcal) ~|[5 [2]00 unlocked
s 2 ;; :;: 00007 FF7CCBBE76A b4kr-xr7h-qcps-omu3
r&=b4kr-xr7h-gcps-omu3. 00007 FFTCC3C3A00 3! r8 0DDO7FF7CC3C3A00 bakr-xr7h-gcps-omus.c
gword ptr ds:[00007FF7CC7CABBS “aes_init_key"]=74696E6I5F736561 4: r9 0000000000000003 0000000000000003
5: [rsp+28] 0000000000000000 00000000000000C
. Text: 00007FF7CC3D32A5 b4kr-xr7h-qcps-omu3. exe: $132A5 #128A5

4% Dump 1 4% Dump 2

@4 Dump 3

3% Dump 4

8% Dump 5

@ watch 1

le=] Locals

Address Hex

ASCIT

00007FF7CCTCABBE | 74
O000FFF7CCTCABI8 | 61
00007FF7CC7CABAS | 61
O0007FF7CC7CABES | B
00007FF7CCTCABCSE | 00
0000FFF7CCTCABDE | 00
00007FF7CC7CABES | 20
O0007FF7CC7CASFS
00007FF7CCTCA08
O0007FF7CCTCADLE
O0007FF7CC7CADZE
O0007FF7CCTCAS3E
0000FFF7CCTCA948
O0007FF7CCTCASEE
O0007FF7CC7CAI6SE
00007FF7CCTCASTS
00007FF7CCTCA98BS
OO007FF7CCTCA99E

00
o0
o0
00
00
o0
o0

00 00 00 00

63
&7
69
&9
00
oo
oc

oo

oo
oo
oo
oo
00
oo
oo

0o
(an]
{aln]
00
00
(an]
{aln]

00

00
oo

tls_cipher
aes_gem_ctrl....
aesni_init_key..
des_init_key....

(2] OO0000ZDFEDFD 320

0000000000000000
00007FF7CCBBGFB8
00007FF7CCICO000
0000003DFEDFDESO
0000000000000000
0000000100000000
00007FFESC2FO000
0000003DFEDFDS AD
00007 FFEOOOODDO0S
0000000000000000
00007FFESC2FFOL0
0000000000000000
00007FFESCZFO0FS
00001F800010000F
0000003DFBEDFOO33
00010Z24600280005
0000003DFBDFD6FO
0000000000000000
0000001000000000

b4kr-xr7h-qcps-omu3.
b4kr-xr7h-qcps-omu3.
return to 0000003DFE

kernel. appcore. 00007

kernel. appcore.PsmRe

kernel. appcore. "PE™

~
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NEHH:

TINEXTA GROUP

Qui possiamo notare encryption attributes di OpenSSL e ChaCha20Poly1305:

Address

00007 FF7CCB5 6698 ELf FF QO 00

00007 FF7CCEB566A8 Ef FF OO0 OO

00007FFTCCB566BE o0 0o

00007 FF7CCB566CE 2E 321 2E 30|2F 63 72 79|70 74 6F 2F|s51-3.1.0/crypto/

O0007FF7CCB566D8 2F 78 35 30|39 S5F &C 75 |2E &3 00 00| x509/%x509_1Tu.c..

00007FFTCCB566ES o0 00 00 00|58 35 30 39(5F 53 54 4F|........X509_5T0

00007 FFFCCB5 66FE 65 74 31 SF|6l 6C &C S5F|63 &5 72 74 |RE_getl_all_cert

O0007FF7CCB56708 o0 00 OO 00|58 35 30 39 |5F 4F 42 4A|s5... X509_0B1J

00007FFTCCB56718 6E 65 77 00|58 35 30 39(|5F 53 54 4F | ECT_new.X509_5T0

00007FFFCCB56728 64 64 5F 63|72 &C 00 00|00 00 OO OO|RE_add_crl.

00007FF7CCB5673E 00 00 OO 00|58 35 30 39(5F 53 54 4F|........ X509 STCI

O0007FF7CCB5 6748 64 64 5F 63|65 72 74 00|00 00 0D 00 |RE_add_cert.....

00007FFTCCB56758 o0 00 00 00|58 35 30 39(5F 53 54 4F|........X509_5T0

00007 FF7FCCB5 6768 64 64 S5F &C|6F 6F &B 75|70 00 00 00 |RE_add_lookup...

O0007FF7CCB5677E S5F 53 54 4F |52 45 5F GE |65 77 00 00| X5039_STORE_new..

00007FFTCCB567 88 00 00 00 00|58 35 30 39(5F 4C 4F 4F|........X509_L0OO

00D07FE7CCB5 6798 6E 65 77 DO|2E 2E 2F GF |70 65 GE 73| KUP_new. .. /opens

00007FF7CCB567A8 2E 31 2E 30|2F 63 72 79|70 74 &F 2F|s1-3.1.0/crypto/

4% Dump 1 @Dump2 B4 Dump 3 @Dump 4 B4 Dump 5 & watch 1 l= Locals 2}:’ 4 Dgoomgggggggggg "

address Hex ASCIT ~ 00007FF7CCBBEFS8 | b4kr-xr7h-qcps-omu3.
00007FF7CC3CO000 | b4kr-xr7h-qcps-omu3.

DODD7FF7CCE44008 | D0 00 00 00|00 00 00 00|00 0D 00 00|00 0D 00

DODD7EF7CCB440EE| D0 00 00 00|00 00 00 0O 00 00 oD Ol [peturn tol 00600030 R

coRTETICCELIDES o0 58 9 Solot 2 8 0 8 & R

00007FF7CCB44118 |00 00 00 00|00 00 00 0O 65 6E .. Jopens PRttt kegnelappecae ono0|

00007FF7CCB44128(73 6C 20 33|2E 31 2E 30 74 6F ERERRer i

e R R Y B oSoossaans

00007FF7CC844158 | FC DB CE FF|FC DB CE FF|FC DB CE FF|FC DB CE 00007FFESC2PFOL0 | kernel. appcore. PsmRe

DOOO7FF7CCB44168 | FC DB CE FF|FC DB CE FF|FC DB CE FF|6C DC CE DOO0SEEESGZEDOES) [Rer eI NEn D o eRE EEr

DOOO7FF7CCB44178 D4 DC CE FF|FC DB CE FF|FC DB CE FF|FC DB CE DO EEnnos hODnE

DOOO7FFTCCB44188 | FC DB CE FF|FC DB CE FF|FC DB CE FF|EC DC CE O O E B OO0

DOOO7FF7CCB44198 | 4C DD CE FF|3C DE CE FF|FC DB CE FF|FC DB CE i

DOOO7FF7CCB441A8 | FC DB CE FF (A4 DD CE FF|1C DC CE FF|FC DB CE DoOBoeInrenEDerD

DOOO7FF7CCB44188 | FC DB CE FF|FC DB CE FF|FC DB CE FF|FC DB CE i

DDOOTFFTCCB441C8 | FC DB CE FF|FC DB CE FF|FC DB CE FF|FC DB CE

DDOOTFF7CCB441D8 | FC DB CE FF|FC DB CE FF|FC DB CE FF|FC DB CE Q0000 1000000000 v

DDODTFFFCCB441E8|0C DC CE FF|00 00 00 00|63 68 61 63|68 61 32 chachazn v >

®pax ~ 5
777777 o [ir7h-geps-omus. PFF7EC3D3300 TR [
xr7h-gcps-omu3. 7FF7CC487CD0 Y ~
ord ptr ds:[7FF7CC879180] Rax DO TR Ly
REX  0000000000000003
RCX  000D000D000000000Z
ptr ds:[rsi+Fs],rdx RDX 00007FF7CCBES76A b4kr-xr7h-qcps-on
ord ptr ds: [?FFTCC-IS?FID] RBP  0000003DFBOFD990
,FEX RSP O0DDOOZDFEDFDA50
ptr ds: [rsi+100], rdx RST 00000000000000BA Jam
l"7"71':'51(95-m“é?;;‘;gggggggo RDI 00007 FF7CCBBST 64 b4kr-xr7h-gcps-on
xr7h-qcps-omu3. . .
|_'d ptr ds:[7FF7CCTCASBE] 00007FF7CC7CASBE: "aes_init_key' ] 00007 FF7CC3C3A00 D4kr-xr7h-gcps-on
B
ord ptr ds: [FFF7CC7CAS40] D0007FF7CCTCAS40: ™ openss1-3.1.0/crypto/evp/e_aes.t ;io gggg?gg?ggggg?gé nygr
xrTh-gcps-omu3. TFFTCC3D2A60
R11 00007 FF7CC3C0000 b4kr-xr7h-qcps-on
4 R1Z  00D00DOOOOD03A04
R13  O0DOOOD3DFEDFD430
xr7h-gqcps-omu3. TFF7CC3DZB50 R14 FFFFFFFFFFFFFF80
% R15  000D07FF7CCB9018C "9 v
- lIx
. <
. v | Default (x54 fasteal) -
< > 1: rcx
2: rdx O0007FF7CCBBS876A b4kr-xr7h-qcps-omus.
r8=b4kr-xr7h-qcps-omu3. 00007FF7CC3C3A00 3: r8 0000FFF7CC3C3A00 b4kr-xr7h-gcps-omu3.c
gword ptr ds:[0DOOTFFTCCTCASBE "aes_init_key"]=74696E695FT36561 4: r9 0000000000000003 0000000000000003
5: [rsp+28] 0000000000000000 00000000000000C
.Text:0D007FF7CC3D32A5 bakr-Xr7h-qcps-omus. exe: §132A5 #128A5
o 7 DO00003DFEDFD290
Weoumpt  @Woump2  @pump3  lpump4  @loumps @ watch1  bellocals 4P DOOODOODOODODNOD ~
address Hex ASCIL ~ O0007FF7CCBB6F 88 | b4Kr-xr7h-qcps-omu3.
00007FF7CC840588| 73 6C 2D 33|2E 31 2E 30 70 74 6F 2F|51-3.1.0/Crypto/ o ceooaos E;tz;:rgg'ggggag%gé
00007FF7CCB40598| 65 76 70 2F |64 73 61 5F 2E 63 00 74|evp/dsa_ctri.c.t 0000000000000000
00007FF7CCB405AB |79 7 67 69 6E 64 65 65 64 00|ype.gindex.seed. 0000000100000000
00007FF7CCB405E8 73 00 71 62 64 63 67 65|phits.qgbits.dige
00007 FE7CC 8405CE 72 GF 70 65 73 00 00 00|st.properties... ggg%z;g;%;gggg kegnellanpeane 00107
00007FF7CCB405DE 00 00 00 00 70 61 72 &1 dsa_para DT CEenTnos
00007FF7CCB405EE SF 63 68 &5 00 00 00 00 T 0000000000000000
T et e o e NEE DO007FFESC2FFOLD | kernel. appcore. PSTRe
0000000000000000
A o B 0 00DD7FFESC2FO0FS | kernel. appcore. "PE™
00007FF7CCB40638 65 S5F &1 &5 |7 ggggéggggg&gggg;
00007FF7CCB40648 68 61 31 2E 000102 4600280005
00007FF7CCB4065 8 00 00 00 00|61 65 73 GE|69 5F 63 62|........ ot D ERIED 6ET,
00007FF7CCB40668 61 63 5F 73 0000000000000000
00007FF7CCB40678 00 00 00 00 e TR et v
00007FF7CCB40688 00 00 00 00 . 66666666
00007FF7CCEB40638 36 36 36 36|64 6A 6A 6A|GA GA 6A 6A|66666666]]]13]]] v >
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TINEXTA GROUP

Si notino i dettagli in merito all’encryption routine Blake2 e I'inserimento della chiave privata
con i tipi di dati %s (string) e %C (caratteri).

Address Hex
00007FFFCCBLFFEB|FF FF FF FF|FF FF FF FF
0000FFFFCCBAFFFE| 00 00 00 00|00 OO0 00 0O
00007FF7CCB18008| 00 OO OO QO|O0 OO OO OO
00007FF7CC818018 |00 00 OO0 00|00 OO0 OD OO|7
DODO7FF7CCB18028| 63 6B 2D 73|69 FA &5 00|2E 2E 2F 6F |70 65 6E 73| ck-size... /opens
0O0007FF7CCB1B038| 73 6C 2D 33 |2E 31 2E 20(2F 70 72 6F|76 69 64 65 |s1-3.1.0/provide
DODO7FFFCCBL8048| 72 73 2F 69(6D 70O &C 65|60 &5 6E 74|61 74 &9 6F |rs/implementatio
DOD07FFFCCB18058|6E 73 2F 6D |61 63 73 2F|62 6C 61 6B|65 32 5F 6D |ns/macs/blakez_m
00007FF7CCB18068| 61 63 5F 69|60 70 &C 2E|63 00 6B 65|79 00 &3 75| ac_impl.c.key.cu
00D07FF7FCCB18078|73 74 6F 6D |00 73 61 6C|74 00 00 OO(00 OO OO O0|stom.salt.......
00007FF7CC818088 |00 00 OO0 00|00 OO OD OO|62 6C 61 6B|65 32 5F 60| ........ blakeZ_m
DODO7FF7FCCB18098| 61 63 5F 69(6E 69 74 00|62 &C 61 6B|65 32 S5F 73|ac_init.blakez_s
O0007FFFCCBL1B0OAB| 65 74 6B 65|79 00 00 00|62 &C 61 6B|65 32 EF 6D | etkey...blakez_m
0O0007FFFCCB1B0OBEB | 61 63 5F 73|65 74 S5F 63|74 78 5F 70|61 72 61 6D | ac_set_ctx_param
00007FFFCCB8180C8| 73 00 00 0OO|00 OO OO OO(00 OO OO0 00|00
oQ007FF7CCE180D8 | 00 00 OO QOO0 OO 00 OO0(01 OO0 OO0 00|00
O0007FFFCCBLB0EB|EQO D3 46 CCIFF 7F Q0 Q0(02 00D OO0 00|00
00007FF7CCBIB0F8 | L0 D2 46 CCIFF 7F 00 Q0|03 00 00 OO|00
Address Hex ASCII
0000FFFFCCB09520( 64 68 SF 74(6F 5F 53 75 (62 6A 65 63|74 50 75 62| dh_to_SubjectPub
DODO7FFFCC809530( 6C 69 63 4B |65 79 49 6E|66 6F 5F 70|65 6D 5F 65| 1icKeyInfo_pem_e
DODO7FF7CC809540( 6E 63 6F 64|65 00 00 00|00 00 00 OO(00 OO0 00 00| ncode...........
0000FFFFCCB09550( 64 68 5F 73|70 6B 6% S5F(70 75 62 5F|74 6F 5F 64|dh_spki_pub_to_d
00007FF7CCB809560 | 65 72 00 00|00 OO0 OO0 00|00 00 OO0 00|00 00 OO0 OO0 | BF ..o nnesnnns
00007FF7CC809570 | 00 00 OO0 OO|00 OO0 OO0 QOO0 00 00 Q0|00 0D 00D 00| ... eeerinnennnns
DO00O7FFFCCB809580( 64 68 S5F 74 |6F S5F 53 75|62 6A 65 63|74 50 75 62 |dh_to_SubjectPub
O000FFFFCCB09590( 6C 69 63 4B(65 79 49 GE|(66 6F SF 64|65 72 5F 65| lTicKeyInfo_der_e
DOD07FFFCC8095A0( 6E 63 6F 64 (65 00 00 00|00 00 00 00|00 OO0 00 00| ncode...........
00007FF7CC8095B0 | 00 00 OO0 QOO0 OO0 OO0 QOO|00 00 00 Q0|00 00 00 00| ... veeernnasnnns
OO000FFFFCCB095CO| 64 68 5F 74 |6F S5F 50 72|69 76 61 74|65 4B 65 73| dh_to_PrivatekKey
00007FFFCC8095D0 | 49 6E 66 6F (5F 7O 65 6D |5F 65 6E 63 |6F 64 65 00| Info_pem_encode.
DOD07FFFCCS095ED| 64 68 S5F 74 (6F 5F 50 72|69 76 61 74|65 4B 65 73| dh_to_Privatekey
O000FFFFCCB095F0( 49 GE 66 GF [5F 64 65 72|5F 65 G6E 63 |6F 64 65 00| Info_der_encode.
OO00FFFFCCB09600( 64 68 S5F 74 |(6F S5F 45 GE|(632 72 79 70|74 65 64 50| dh_to_EncryptedP
DODO7FFFCC809610 (72 69 76 61|74 65 4B 65|79 43 6E 66|6F 5F 70 65| rivatekeyInfo_pe
00007FFFCC809620 (60 S5F 65 G6E (63 6F 64 65|00 00 00 00|00 00 00 00| m_encode........
00007 FFFCCB09630( 70 72 65 70|61 72 65 SF|(64 68 S5F 70|61 72 61 &0 | prepare_dh_param
[ Hide FPU
< PG o, rerccaserno
. Eg BEF ot [7EFrCCEDEISE] [| 00007FF7CCa0ELSE: "X448 Private-Key™ || e s e ~
—————————————— ® |kr7h-qcps-omus. FFF7CC456F1C RCX  D000000000000002
®prd ptr ds:[7FF7CC80ELB2] 00007FF7CCS0ELBZ: "X25519 Private-key™” RDX  00007FF7CCSESTEA b4kr-xr7h-qcps-on
e lord ptr ds:[7FF7CCBOEZIE] 00007 FF7CCSOE21E: A" RBP  0O000003DFEDFDI90
o RSP 0ODDOODO3DFEDFD450
® [xr7h-gcps—omu3.7FF7CC4BZ3A0 RSI  00000000000000BA oh
® |pax RDI D0007FF7CCBBBTE4 b4kr-xr7h-qcps-on
—————————————— ® [7h-qcps-omu3.7FF7CC456F33
X - - —
£ neacps—oma, serccssnnn B oooorericcaaer  bkorhacsseor
e e gl R10  DDDO7FFTCCS3018C 39"
7h-qcps-omu3. 7FE7CC 45 6EDC R11 00007 FF7CC3C0000 b4kr-xr7h-gcps-on
ptr ds: [rdx+10],1 R1Z  0000000000003A04
7h-gqcps-omu3. 7FF7CC456FCO R13 0000003DFEDFD 4290
ord ptr ds:[rdx+60] R14  FFFFFFFFFFFFFFS0
RIS 0DO007FF7CCE3018C 39" v
7h-qcps-omus. TEETCC45 7040
; 7h-qcps-omu3. 7FF7CC456EDO o o ) . < v
.- ;S ptr ds:[FFF7CC80EL90] 00007FF7CCS0EL90: "X448 Public-Key o |[Defauit (x54 fasteal) - ElDUnlocked
I < > rcx 0000000000000002 00000000D00000002
E : rdx O00O7FF7CCSBS76A b4kr-xr7h-qcps-omu3.

r8=b4kr-xr7h-qcps-omu3. 00007 FF7CC3C3A00

R : r& 0D0007FF7CC3C3A00 b4kr-xr7h-qcps-omul.C
gqword ptr ds:[0DD007FF7CCBOELSE X448 Private-Key"]=6972502038343458

: r3 0000000000000003 0000000000000003
: [rsp+28] 0000000000000000 000000000000000

U1 g R

- Text:00007FFFCC456E25

b4kr-xr7h-qcps-omu3. exe: $96E25 #95425

5 i 0000003DFEDFD990

@hoump1  @UDump2  UWDump3  WDump4  WDumps G Watthi  kellecas 2 [ 0000000000000000 "
R e " 00007FF7CCEBEFES | bakr-xr7h-geps-omus3.

= 37 = > = 00007FF7CC3C0000 | b4kr-xr7h-qcps-omu3.
ODOTEFTCCoDELSE 9176 &1 71 €520 4B €5 73|48 Privare-Key 0D00D03DFEDFDBS0 | return to 000D003DFE
00007FF7CCEOELTE| 7 y.ED25519 Public D0oDDDonDDo0oD
DO0D7FETCCE0ELSE :ﬁg'ii‘,g?lg“gl‘b% 00007 FFESC2F0000 | kernel. appcore. 00007
00007 FF7CCS0ELAB ic-Key.X25519 Pr A
00007FF7CCEOELRR Tvate-Key...... / DoaeEnRa00n000
00007FF7CCEOEICE 1-2.1.0/
00007 FF7CCE0EIDE oviders,impl enen 00007 EEESC2RR0T0] (keqne llappeoelEamE
00007FF7CCEOELER | 7 tations/encode_d I
DOOD7FETCCEOELFR ecode/e;code_kgy 00007 FFESC2FO0OFS | kernel. appcore. "PE
00007 FF7CC80E208 2text.c.priv:.pu o oot
00007FF7CCE0EZ1R by ss: — (ne R e A
00007FF7CCEOE22R | 67 gative) . %ews0. .% 1| go01024600280005
00007FF7CCEOE23E| 7 swssss1lu (%50K% o it
00007FF7CCEOEZ4B T1x) . 56S%S . . %5 . % o oanaaa5n
00007FF7CCEOEZSR 02X, ! %S . HSSCHC . v
00007FF7CCEOE26R GROUP: %s..P: v >
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Threat research

Il sample e riconosciuto come malevolo dalle fonti OSINT ed identificato come

trojan.cactus/genericfca:

45 (D 45 security vendors and no sandboxes flagged this file as malicious
171 78c16de9fc07f1d0375a093903186583a4e32037ardadaa2f90ech15c4862¢17

Cactus exe

peexe  overay runtime-modules corrupt idle  64bits

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 4

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP key to automate checks.

Popular threat label |(1) trojan cactus/genericfca Threat categories trojan  ransomware

Security vendors' analysis (O

( Reanalyze = Similar ~ More ~
Size Last Analysis Date %
450 MB 9 days ago EXE

Family labels cactus  genericfca  kaktos

Do you want to automate checks?

@ Trojan[Ransom}/Win64.Cactus

AlYac @ Trojan.GenericFCA Agent.89776 Antiy-AVL
Arcabit @ Trojan.GenericFCA . Agent. D15EBO Avast

AVG @ Win64:Trojan-gen Avira (no cloud)
BitDefender @ Trojan.GenericFCA Agent.89776 Bkav Pro
CrowdStrike Falcon @ Win/malicious_confidence_100% (W) Cybereason

@ Win64:Trojan-gen
@ TR/Agent.aoev
(D) w32 Common 140FF50E

(D) Malicious 434950

Qui un dettaglio di un key finding attempt mediante la stringa randomica inserita nel file

C:\ProgramData\ntuser.dat:

Size Type String

00405730 00000100 U 5468652046726565646F6D206F6620496E666F 726061 74696F6E204163740A5468652046726...
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= .
&

File Tools Operations Advanced Convert Cracking About

Encrypt/Decrypt  Compare  Compress/Decompress

Key Options @ bytes = Encryption Options Selection Options Input File Info

Key: | | Agoritm XOR - Range  Chunks Flesize: 4714407 bytes

Foma: @ Tex O Hex (XML ASN1 Block Mode: | CAC ome: [ g MME Winf

() Basebd  Blob PEM () CNG Blob Padding None # PKCS#H1 v15 Langth: 2o Entropy: 68336
gth: | [4714207
W Mod 16: false

5 Hash: None i Bytes [] Lock Parameters

Derive: | None 1 % Encrypt & Decrypt [ Splice Remaining Bytes
Tnput 50 01 02 03 04 08 o { G Expected Bytes (Hex) - u] X

07 08 0% OR OB OC 0D OE OF | &

Sa 90 03

E726€565€4EFEDZ0EFEE2049EE6EEFT2EDELTEEIEFEE2Z041
04672656564 6FED. EEEEEFT2EDELTLEIEFE
974652

EERTS7374E9

(x80 bytes

0z
an wn

Hash None hd

Mone hd
b4kr-zrTh-gops-omus.exe

[l key.pem E1

194FT0656ET32074686973207765627365746520687474703A2F2F 7777 772ECATST73746963652E€T7€FT62F6F69T02F€16D656E6465642D666F69612D7

E.. Key Finder

Select File: Browse...

[+] Znaly=zing "C:‘\Users\IEUser‘Desktop'key.pem". ..

Searching for possible keys. ..
In extra search through strings...

[+] Complete, found 0 keys

Effettuando una decodifica dall’'esadecimale della stringa in questione e possibile identificare
il dominio di Freedom of Information Act ed il dominio justice[.Jgov. Tuttavia, con i pattern

successivi essa dovrebbe contenere la sottostringa utilizzata come chiave pubblica per la
cifratura del ransomware.
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Recipe a [ ] i Input + DO E i =

5468652046726565646F6D206F6620496E666F726D6174696F6E204163748A5468652046726565646F60206F6620496E666F726D61746
96F6E204163742028464FA941294F70656E732074686973207765627369746520687474703A2F2F7777772E6A7573746963652E676F76
2F6F69702F616D656E6465 642D666F69612D721

From Hex

Delimiter
None

me 256 = 1 Tr Raw Bytes € LF

Output B0®::

[The Freedom of Information Act
The Freedom of Information Act (FOIA)Opens this website http://www.justice.gov/oip/amended-foia-r

Cactus Ransomware utilizza tecniche di Anti-VM basate sul CPUID:
Environment Awareness

The input sample contains a known anti-VM trick

details Found VM detection artifact "CPUID trick" in "sample.bin" (Offset: 105697)
source Binary File

relevance 5/10
ATT&CKID T1497 (Show technique in the MITRE ATT&CK™ matrix)

A seguire un dettaglio di caricamento dinamico del modulo di encryption bcryptprimitives.dl|
in un contesto di esecuzione:

Loads the cryptographic module DLL

details "<Input Sample>.exe" loaded module "%WINDIR%\Systern32\bcryptprimitives.dil” at 41380000
source Loaded Module

ATT&CKID T1027 (Show technique in the MITRE ATT&CK™ matrix)

Qui un dettaglio di enumerazione di librerie DLL utilizzate, nello specifico RSTRTMGR.DLL (per
gestire eventuali files gia in uso ad altri processi), NCRYPT.DLL e BCRYPT.DLL, WSOCK32.DLL
(che gestisce connessioni sockets, con tutta probabilita adoperata anche in fase di connessioni
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Command and Control), FLTLIB.DLL (utilizzabile per filtri e ricerche, anche in sede di files
enumeration).

Tries to access non-existent files (executable)

details "<Input Sample>.exe” trying to access non-existent file "C\RSTRTMGR.DLL"
"<Input Sample>.exe” trying to access non-existent file "CANCRYPT.DLL"
"<Input Sample>.exe” trying to access non-existent file "C\BCRYPT.DLL"
"<Input Sample>.exe" trying to access non-existent file "CANTASN1.DLL"
"<Input Sample>.exe" trying to access non-existent file "CAWSOCK32.DLL"
"<Input Sample>.exe" trying to access non-existent file "C:\FLTLIB.DLL"
"<Input Sample>.exe" trying to access non-existent file "C\CRYPTBASE.DLL"

source API Call

relevance 3/10

ATTRCKID T1083 (Show technique in the MITRE ATT&CK™ matrix)

Qui le funzionalita di sockets connections:

Network Related

Contains ability to communicate with network (APIs)

details Found api string "accept” (Indicator: "accept”; Source: "00000000-00004400-00000C1F-78593735")
Found api string "connect” (Indicator: "connect”; Source: "00000000-00004400-00000CIF-78594094")
Found api string "listen” (Indicator: "listen"; Source: "00000000-00004400-00000CIF-78594795")
Found api string "socket” (Indicator: "socket”; Source: "00000000-00004400-00000CIF-78595669")

source File/Memory
relevance 1/10
ATT&CKID T1071 (Show technique in the MITRE ATT&CK™ matrix)

Qui un’evidenza della lettura delle informazioni relative al language pack installato sulla
macchina con il fine di identificare la potenziale nazionalita delle vittime:
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Unusual Characteristics

Reads the windows installation language

details "<Input Sample>.exe" (Path: "HKLM\SYSTEM\CONTROLSETOONCONTROL\NLS\LANGUAGE GROUPS"; Key: "1")
source Registry Access
relevance 2/10
ATTRCKID T1614.001 (Show technique in the MITRE ATT&CK™ matrix)

A seguire i dettagli di un Pulse (il quale rappresenta un I0C container) riferibile a diversi
indicatori associati a Cactus Ransomware:

Cactus Ransomware |IOCs | PasteNet - Powerful Notetaking

2 MONTHS AGO by Bheeshmar | Public| TLP: @ Green
Cactus Ransomware is a Ransomware which is active since March 2023. They have launched their DLS on DarkWeb in July 2023.

REFERENCES: http://pastenetcom/oDU2sokV/
https://twitter.com/RakeshKrish12/status/1682236940073185282

TAGS: pastenet, pastebin, paste, manufacturing, iocs, cactus, ransemware, sonar, malware, databreach, dataleak
INDUSTRIES: Transportation, Fooed, Manufacturing, Construction, Marketing, Hardware, Nature
TARGETED COUNTRIES: United States of America, Italy, United Kingdom of Great Britain and Northern Ireland, Portugal, France, India, Switzerland

MALWARE FAMILIES: CACTUS, Cactus

ENDPOINT SECURITY Scan your endpoints for IOCs from this Pulse!

Indicators of Compromise (15) Related Pulses (1) Comments (0) History (0)

_~ FileHash-MD5 (7) - FileHash-5HA1(2) - FileHash-SHA256 (2)

“~email (1) ™ Domain (2) ~~URL(1)

TYPES OF INDICATORS

E' possibile avere contezza di un ulteriore dominio TOR, nello specifico
sonarmsng5vzwqezlvtu2iiwwdn3dxkhotftikhowpfjuzg7p3ca5eid[.Jonion e l'indirizzo e-mail di
contatto cactus787835[@]proton[.]me:
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TYPE INDICATOR ROLE TITLE ADDED ACTIVE RELATED

PULSES
‘ email cactus787835@proton.me Jul 21, 2023, 4:00:45 AM L]
|domam sonarmsngsvzwaezivtuzimwdn3dxkhotftikhowpfiuzg7p3caseid.onion Jul 21,2023, 4:00:45 AM 1
domain cactusbloguuodvgimnziwetjlpjeaggcsiocwhuupb47laukux7ckid.onion Jul 21,2023, 4:00:45 AM o
URL http://sonarmsngsvzwgezlvtuziwwdn3dxkhotftikhowpfjuzg7p3caseid.onion/cont Jul 21,2023, 4:00:45 AM 0
FileHash-SHA256  c52ad663ff29e146de6b7b20d834304202de7120e93a93de1de1ch1d56130bfd RC6_Constants Jul 21,2023, 4:00:45 AM 0
FileHash-SHA256 78c16de5fc07f1d0375a093303f86583ade32037a7daBaa2f30ecb15c4862c17 RC6_Constants Jul 21,2023, 4:00:45 AM L]
FileHash-SHA1 cb570234349507a204¢558fc8c4ecf713e2c0ac3 RCe_Constants Jul 21,2023, 4:00:45 AM o
FileHash-SHA1 173fob0dbg7097676a028b4b877630adc7281d2f RCe_Constants Jul 21, 2023, 4:00:45 AM o
FileHash-MD5 ebal506272f695a1219b1380468293a Jul 21,2023, 4:00:45 AM 0
FileHash-MDs e2adb6a6sdazebcf304873c0a5ed0ssd RC6_Constants Jul 21,2023, 4:00:45 AM 0
RELATED
TYPE INDICATOR ROLE TITLE ADDED ACTIVE PULSES
FileHash-MDs de6ce47e28337d28b6d29ff61980b2€9 RCé_Constants Jul 21,2023, 4:00:45 AM o
FileHash-MD5 949d9523269604db26065f002feefae Jul 21,2023, 4:00:45 AM [+]
FileHash-MD5 5737cb3a%a6d22e957cf747986eeb1b3 Jul 21,2023, 4:00:45 AM o
FileHash-MD5 2611833c12aa57d3b14d2ed541df06b2 Jul 21,2023, 4:00:45 AM o
FileHash-MDs 1addS766eb645496bc2fas16902a5965 Jul 21,2023, 4:00:45 AM [¢]

10Cs

e 78c16de9fc07f1d0375a093903f86583a4e32037a7da8aa2f90ecb15c4862c17

e b570234349507a204c558fc8c4ecf713e2c0ac3

e e28db6ab5da2ebcf304873c9a5ed086d

e Updates Check Task scheduled task

e (CaCtUs.ReAdMe.txt

e cactus[@]mexicomail[.Jcom

e TOX Chat ID:
7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611E0121AE421AE1D4
9ACEABB254686

e cactus787835[@]proton[.Jme

e cactusbloguuodvgjmnzlwetjlpj6aggc6iocwhuupb47laukux7ckid[.Jonion

e sonarmsng5vzwgezlvtu2iiwwdn3dxkhotftikhowpfjuzg7p3ca5eid[.Jonion
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Regola YARA

rule CactusRule

strings:
$cactusStr = "CaCtUs.ReAdMe.txt"

$cactusHex = {43 6143 74 5573 2e 52 65 41 64 4d 65 2e 74 78 74 }

condition:

$cactusStr or $cactusHex
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Conclusioni

Cactus Ransomware possiede numerose caratteristiche che, almeno potenzialmente,
potrebbero cambiare lo scenario delle nuove infezioni ransomware. | nuovi threats
assumerebbero nuove caratteristiche fondamentali di auto-encryption ed il cambio
consecutivo di piu estensioni dei files criptati questo per rendere piu difficoltosa
l'identificazione dei files stessi, sottoposti al processo di cifratura. E inoltre presente una
peculiarita relativa all’utilizzo del file C:\ProgramData\ntuser.dat al fine di archiviare la stringa
utilizzata come chiave pubblica per la crittografia del malware sample stesso. Il file ntuser.dat
rappresenta un elemento utilizzato ad-hoc per la self-encryption del ransomware
appositamente con tale filename con lo scopo probabilmente di confondere ed effettuare
evasion. Per comprendere la natura ed il funzionamento di Cactus Ransomware possiamo
citare due particolarita importanti: esso utilizza il packer UPX, il quale & largamente conosciuto
e semplice da “unpackare”. Inoltre, i files sottoposti al processo di encryption, vengono divisi
in porzioni salvate in microbuffers, probabilmente per velocizzare la gestione dei data streams
criptati. Dalle evidenze dei real-world scenarios si evince una volonta da parte di Cactus
Ransomware di effettuare due principali tasks di discovery incrociati con lo scopo di riuscire
piu facilmente ad ottenere informazioni e dettagli in merito alle utenze ed al dominio anche
nel caso in cui ci sia la detection (ed eventualmente il blocco preventivo) di una delle
metodologie utilizzate, come ad esempio il tool di scansione SoftPerfect Network Scanner.

Riferimenti

[0]: Cactus Ransomware Group Adds Four New Victims (privacyaffairs.com)

[1]: What is CACTUS Ransomware? (lepide.com)
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