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Elementi importanti dell’analisi

e Coefficiente d’entropia dell’APK

e Warnings inerenti a possibili Phishing detections

e Profiling dell’utente collegato

e Gathering ed utilizzo del numero di telefono, associato all’account

o Accesso al microfono e telecamera al fine di effettuare registrazioni audio, screenshots e
registrare video

e Accesso ai contatti del telefono per condividere I'applicazione

e Cronologia di browsing nell’applicazione e ricerche effettuate

e Richieste HTTP sospette verso due indirizzi IP identificati contenenti diversi attributi e
parametri ottenuti

e Configurazione per i parametri delle richieste HTTP

e Ottenimento del device ID ed informazioni del telefono
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Introduzione

Temu € una nuova applicazione di e-commerce, disponibile per Windows, Android e iOS, che permette
I"acquisto di svariati prodotti a prezzi molto bassi. Diverse preoccupazioni e timori per la sicurezza dei
dati e la privacy degli utenti sono emerse dopo la pubblicazione dell’analisi redatta da GlizzlyReports
al seguente link: We believe PDD is a Dying Fraudulent Company and its Shopping App TEMU is Cleverly
Hidden Spyware that Poses an Urgent Security Threat to U.S. National Interests — Grizzly Research LLC
(grizzlyreports.com)

APK assessment

Nella presente analisi & stato preso in considerazione I'archivio APK (versione 2.9.1) con hash
8601e8ec7dc523f02df8bd52adac22e3.

D&l Detect It Easy v3.04 [Windows 10 Version 1809](x36_64) — O x

rsIEUser/Desktop,Temu_ Shop Like a Billionaire_2.9.1_Apkpure.apk
Entry point t ddress
00000000

Scan Endianness Mode Architecture Type
Automatic LE Unknown NOEXEC Unknown

APK

D Deep scan D Recursive scan D All types

File name: C:/Users/IEUser/Desktop/Temu  Shop Like a Billionaire_2.9.1 Apkpure.apk
Size: 124238340(118.458 MB)

MD5: S860lefSecTdcS523f02dfibdS2adacizel

SHAl: 67b753415f78360aed23deef4dedez0ab01417E3

Entropy: 7.93856 (packed)
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L'archivio possiede un alto coefficiente d'entropia che indica una situazione di packing ed
obfuscation.

& Entropy - O *

Offset Size Count
00000000 0767bad4 100 =

packed(99%)

Size Entropy Status
00000000 O7E7bald 7.93856 packed

'_|_|_|_'_I_|_|_'_I_|_|_'_|_|_l_'_l_|_l_'_l_|_l_'_l_|_l_|
0 2e+07 Ge+07 Be+07 1.2e+08 0
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Effettuando una disamina del codice esadecimale dell'applicazione e possibile notare
riferimenti al pacchetto baogong, contenente diversi metodi di gestione dei pagamenti,
shopping carts enumerations ma anche metodi di hardware information gathering e permessi
piuttosto invasivi ma necessari per alcune features di Temu.

Symbols

75 6 65 ! 63 6 E t_mser_guide_ecli
(a]y] & L E ck_black.00app_b
68 6 € 67 ! aogong_shopping_
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A seguire la distribuzione di bytes dell’APK, nella quale si evince una fase di byte shuffling nella
regione alta:

Showing 131072 bytes starting at offset 00000000,
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A seguire i dettagli della mappatura di memoria dell’archivio APK, ove si evidenzia I'header del

file PK, identificante dei files di tipo archivio.

D& Memory map

ual address

Mode Endianness

Unknown LE

Hex

Address

= Offset Address Size Name
e
00000000
00000000
00000000

Architecture
NOEXEC

Symbols

All'interno del dumping esadecimale della sezione possiamo notare il riferimento a stringhe in
lingua tedesca e al package app_baogong che permette di gestire nel caso specifico le settings

del Ul model XML.
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Memory map

APK Offset Address

® Fic offeet = 00000000 00000000

() virtual address 072b39d4

(D) Relative virtual address 072b39d4

Mode Endianness Architecture
Unknown LE NOEXEC

Hex

Address Symbols

072b: 35¢ agen! Pfad ist 1
072b: eer...=speichern.
072b: ..speichern nich
072b: t m..glich.))um
072b: sich bei deinem
072b: Temu onto anzum
072b: elden....und...v
072b: erf..gbar.<>vers
072b: uche deine Ident

072b: it..t auf eine a

072b: ndere Weise zu b

Type Memory map
APK = Address Size Name

Offset
® Fic oftset . 00000000 | 00DDDD0D

".: ) Virtual address
(D) Relative virtual address 070cfod1

Mode Endianness Architecture
Unknown LE NOEXEC

Hex

Address
070c: £940
070c: £950
070c: £960
070c:£870
070c: £980
070c:£9590 ...9...resflayo
070c:£9a0 utfapp_baogong_s
070c:£9b0 hop main_ goods_T
070c:£9c0 eviews_holder.xm
070c:£8d0 B... 0o E... .u....
070c: £9e0 .56....TT..*nP..
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Abbiamo evidenza di costrutti riferiti a collegamenti HTML href e pulsanti per la struttura
WebView:

& Strings

= [ utrs M unicode [ C Strings = Save Search

Offset ol Size String
0003Fd47 00000005 o=
0004397 00000006 0-*&a+
0004bc52 00000005 gz<mE
0004cf15 00000021
0004d7ae 00000100
0004d8af 00000100
0004d9b0 00000100
0004dab1 00000100
0004dbb2 00000100
0004dcb3 00000100
0004ddbd 00000100
0004deb5 00000100
0004dfbb 00000100
0004e0b7 00000100
0004e1b8 00000100
0004e2b9 00000100
000de3ba 00000100
0004edbb 00000100
000de5bc 00000100
0004eTbb 00000100
0004elb7 00000100
000debab 00000100
000deel2 00000100

assets/meco-stored-locales/af. pak

American ExpressAmexDiners ClubDiscoverEloJCBMastercardMirChina UnionPayVisaKaart, Verandering...
esonderhedeTerug na veiligheidDie werf voor bevat gevaarlike programmeAanvallers wat tans op ...
nligting kan steel. <a href="2" id="learn-mare-link">Kom meer te wete</a>Google Veiligblaai het ...

<a href="#" id="diagnostic-link">wanware bespeur</a> op §1. Webwerwe wat gewoonlik veilig is, ...
href="#" id="proceed-link"> hierdie onveilige werf besoek</a> voordat die gevaarlike programme ...
nligting en sommige bladsyinhoud</a> na Google toe te stuur, <a id="privacy-link" ...

t skadelike programmeAanvallers op <strong>$1</strong> kan dalk misleidene programme installeer ...
et onlangs <a href="#" id="diagnostic-link"> skadelike programme</a> op §1 gevind.As jy die gevare ...
allers op <strong>81</strong> kan jou dalk mislei om iets gevaarlik te doen, soos om sagteware te ...
rte wete</a> Google Veiligblaai het onlangs <a href="#" id="diagnostic-link"> uitvissing</a> op §1 ...

Jy die risikos vir jou sekuriteit verstaan, kan jy <a href="#" id="proceed-link"> hierdie onveilige werf ...

nstalleer. <a href="#" id="proceed-link">Wys in elk geval</a>Misleidende inhoud is geblokkeer.Hierdi...
ike inhoud is geblokkeer.Hierdie inhoud kan probeer om misleidende programme te installeer wat ...
oor.Hierdie heffings kan eenmalig of herhalend wees en is dalk nie ooglopend nie. <a href="2" .

e ooglopend nie.Gaan terugGaan voortWebbladsy is nie beskikbaar nieDie webbladsy by <strong>81</...

A/ AVard

ddmmijjj$1 geki deesmaandVar leWeekWys datumbkieserWys plaaslike datum- en ...

as een kies; niks is gekies nie.AanAfGedeeltelik gemerk$1 itemsin lys, item $1 van S2huidige ...

: §1Dit lyk soos: $1AM/PMDagUreoudiovideodempontdempspeellaat wagverstreke tyd: §1totale tyd: ...

»P» P> > >pPp>rpPPPFPPPPPDPD>D>DBPDBP DD

n
e-posadres in.Voer asseblief 'n deel in wat vola op "$1". "§2" is onvolledia. Voer asseblief 'n deel aevela ... *

Close

D& strings

W anst ~ [ urrs M unicode [ CStrings 5 = Save Search

Offset — Size Type String

0004065 00000700 A rwees.Waarde moet tussen §1 en $2 wees.Minimum datum ($1) moet voor maksimum datum (52) weesVoer ...
0004f19b 00000100 A er.Kies asseblief een van hierdie opsies.Kies asseblief 'n item uit die lys.Voer asseblief 'n e-posadres in.Voer 'n URL ...
D004f2%¢ 00000100 A Idige waarde in. Die naaste geldige waarde is §1.Verkort hierdie teks na 52 karakters of minder (jy gebruik tans 51 ...
0004f4b2 00000100 A ling gewisselSwak terugspeelgehalteVideoterugspeelfoutDubbeltik links of regs om 10 s, oor te slaanSnit $1Kon n..
0004f5b3 00000100 A aktiveermerkklikklik voorsaatspringmaak ...

0004fEb4 00000100 A rdbylaagterugskakelbibliografie-...

D004£840 00000100 A Igrafiese dokumentgrafiese voorwerpgrafiese ..

0004f9aa 00000100 A ermarkieskieslyskieslysbalkkieslysitemnotaopspringerknoppiekieslysopspringerknoppiedialoogepspringerknoppi..

00054231 00000021 A assets/meco-stored-locales/ar.pak

000583a1 00000021

0005862 00000021

00061869 00000021

00066760 00000021

0006b91e 00000021

00075a0b 00000100

00075dat 00000100
00075fff 00000100

00076d8b 00000100
00077188 00000021

00076097

0007b0at 00000021 A assets/meco-stored-locales/da.pak

0007d999 00000100 A IgerdefinitiontermdetaljerTrekant til at vise eller skjule ...

0007fd6 00000700 A abar.Es sieht aus wie: $1Anscheinend ist es: $1AM/PMTaaStundenAudioVideoStummTen ...

assets/meco-stored-locales/as.pak

assets/meco-stored-locales/az.pak

assets/meco-stored-locales/be.pak

assets/meco-stored-locales/bg.pak

assets/meco-stored-locales/bn.pak

s.5i enteneu el risc que suposa per a la vostra seguretat, podeu <a href=" “proceed-link" > visitar aquest lloc ...
segura de Google <a href="#" id="diagnostic-link"> ha trobat aplicacions perjudicials</a> a §1.5i entens el risc ...
segura de Google ha <a href="#" id="diagnostic-link" > detectat recentment activitat de pesca de credencials</a...
deosilenciadeixa de silenciarreprodueixposa en pausaternps transcorregut: $1temps total: $1passa a pantalla ...

assets/meco-stored-locales/cs.pak

F P PP PFPFPPFPEPPR

:

obua-

Close
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A seguire le stringhe estratte relative ad un recente warning per I'applicazione stessa da parte
di Google Safe Browsing ed associate a deceptive behaviour, pertanto riferibile a potenziali
pagine false che richiedono pagamenti con carta elettronica:

B Strings - O X

Filter

B an

Size

100000100 ngern Sie diesen Text auf mindestens 52 Zeichen. Derz:

00000024 assets/mes ed-locales/en-GB.pak

00000100 American ExpressAmexDiners ClubDiscoverElo)CBMastercardMirChina UnionPayVisaCard, Changes that you ma...
00000100 ntains dangerous appsAttackers currently on <strong>81</stro could install dangerous apps that damage ...

>

ing recently <a href="#" id="diagnostic-link"> detected malwa on§1.W s that are normall
ly safe are sometimes infected with malware. The malicious content comes from §2, a known malware
een removed, Help improve security on the web for everyone by sending <a href="#" id="whitepaper-lin
s highest level a href="# enhanced-protection-link">turn on enhanced protectio
00000100
100000100
00000100
100000100
00000100
00000100
00000100
00000700
00000100
00000100
100000100
00000100
00000100
00000100
00000100

mething else
age may charge mo
/st

description available.

> P PP P> P>Pr PP P>P PP D> P D>

D& Strings — O X

Filter

[ F + Murs Ml un

Size
00000100
00000100
00000100
00000100
00000100
01C

-
<
=

f

String
American ExpressAmexDiners ClubDiscoverEloJCBMastercardMirChina UnionPayVisaCard, Change:
s dangerous appsAttackers curren o §1</strong Id install dangerous apps that damag
"diagnostic-link">
afe are sometimes infected with malware. The malicious content cc

enhanced protecti

» > PP PrP

le Safe Browsing recenth,

i

ite sheadAttackers on <strong>$1
00000100
00000100
00000100
00000100
00000100
00000100
00000100

0100

sing recently <a href
ort a detection problem 3 3 y link'
information. <a hre Show anyway ive tent blocked. This content might tr...
tent might try to install deceptive apps that pretend to be something else or collect data that may be used to trac...
s. <a href="#" d-link' ywa Page may charge moneyThe page ahead may try to charge ...
t be loaded because:The webpage at <str $ rong> might be temporarily down or it may have moved ...
ddmmyyyy$1 selectedThis monthThis weekWeekShow date pickerShow local date and time pickerShow month ...
electable, none selected OnOffPartially Checked$1 itemsin list, item 81 of $2current pagecurrent stepcurrent ...
Appears to contain adult content. Mo description available.No description available Appears to say: $1Appears to
00000100
00000100
00000100
00000100
00000100
0008b05d 00000100

nter picture-in-pictureexit picture-in-picturebu closed captions menuhide closed captions menusho

e bef Maximum date ($2).Please enter a valid value. The field is incomplete invi date.Please enter ...

» > Pr P PrPrPrPPrPPrPPPDPPPP

eselect an item in the list.Please enter an email address.Please enter a URL.Please match the requeste:

0008b15e 00000100 A his te 52 characters or less (vou are currentlv usina §1 characters).Please lenathen this tex 52 characters
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D& Strings

Filter

Offset
000ccE19

Ocddff
000cdfO7?
000ceOb
D00ce1bd
000ce2b5
000ce3b6
000ce50c

Pl T o o

> P P PP PFPE D> PR P

g
k-l
L]

=

=~ [durs [l w
String
: §2Errc

e che danneggiano il tuo disposi
ostic-link

ynvalida o schema in " e di sicurezzaDettagliMascondi .,

o installare app peri 0, gENErano

ione Navig gle ha <a href= diag levato malwar di recente sul sitc

rilevato malware: di recente sul sito §1. | siti web che in genere sono sicuri a volte ven: nfettati ...

visitare questo sito non sicurc aspettare che vengano rimossi i ...
/i pri
nati presenti sul si

ioni limitate sul sistema e alcuni contenuti delle pagine:
| sita che stai per visitare contiene app dannoseGli utenti malinte;
<a href=" re-link"> Ut fi

sitare questo si

"learn-n e Naviga:
a aspettare che vengano rimosse le app dannose
carte di ...

href="2",

me installare s
di phishin:

ra comunqui otrebbe essere applicato un addebito.'addebi

rola pagina che segue ebbe tentare di addebitarti dei costil'addebito potrebbe essere sing pur:

:La pagina web allindir strebbe non essere momentaneamente disponibile o potreb...

ggmmaaaaElementi sel 1Questo meseQuesta settimanaSettimanaMostra selettore dateMostra selettore ...

stra mese precedenteS], a partire dal g e multipla, selezionati: $1 su S2. e multipla, nessun...

ra attualeelemento attualeespans: pletamento automatico disponibili.espan: ioni di..

immagine ha un'etichetta. Apri il menu Altr i in alto a destra per vedere le descri
Sembra essere

di rior

Temu utilizza diversi moduli di tipo Calendar ed attributi per i patterns di DateTime e

dayNames, pertanto a seconda della nazionalita del dispositivo sul quale e stata installata

I'applicazione, vengono utilizzati diversi approcci di gestione delle date e dei giorni della

settimana.

& Strings
Filter

Size
00000025

00000036
0000002f

00DOC
00000025
00000025
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String
/LOCALE/calend
/LOCALE/calend
/LOCALE/calendar,
/LOCALE/calendar/
/LOCALE/calendar;
/LOCALE/calend
/LOCALE/calend
/LOCALE/calend
/LOCALE/calend
/LOCALE/calend
/LOCALE/calend
/LOCALE/calend
JLOCALE/calend
/LOCALE/calendar,
JLOCALE/calendar/
J/LOCALE/calendar
/LOCALE/calendar/
JLOCALE/calend
/LOCALE/calend
/LOCALE/calend
JLOCALE/calend
/LOCALE/calend
/LOCALE/calendar/

as/abbreviated
as/abbreviated
tervalFormats
nat/wide
and-alone/narrow

nat/abbreviated

mPmMarkers
mPmMarkersMarro

ateTimePatterns

ppendltems

vailableFormats

/eras/abbreviated
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Di seguito alcuni riferimenti a stringhe in cirillico per la selezione multilanguage:

D& Strings

Offset -

00615542
00615550
00615566
0061557
00615592
00615528
006155be
006155d4
006155ea
00615602
0061567a
00615636
00615642
00615662
0061567a
00615692
00615622
006156c2
006156da
006156f2
00615702
00615722
00615732

L'ID utilizzato da Temu in

D& Strings

Offset ~
0727be57
0727bebl
0727beT0
0727becc
0727beee
0727bf1c
0727bf2d
0727bf5d
0727bf34
0727bfaa
0727bfb7
0727002
O0727c04f
0727c05a
0727081
0727c1e5
0727c1£2
0727213
0727239
0727260
0727c28c
0727c2bd
0727c2c5

Size
00000006
0000000F
0000002d
00000021
0000002k
00000010
0000002f
00000026
00000023
0000000c
00000043
00000043
0000000
00000026
0000007
0000000c
00000020
00000025
00000026
0000002k
00000029
00000005
0000000e

=
-l
m

P PF PP PFPFPPFPFPPEFPFPPEPFPPEPFPPREPFPPREPFPPRE PR P
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~ [ utrs M unicode [ CStrings 5

String
Thic''
000 Teicaun
000 TeicAvqa
B 3T0T 4ac
B Np. Mec.
B CNEA. T
B 3T. MEC.
AH. HEAENN
nocnesasTpa
{0} u Hazag
uepes {0} u
y'rr. G
cee, hemm B
BOCKpECEHBE
Ha Hen. {0}
NOHEAENBHIMK
B 3TOM MEC.
cce, hmm a
B 3T0M rogy
AEHb HEAENN
Ha np. Hea.
Ha 3T. Hea,

HEd, MECALE

= [ urre M unicode [l CStrings 5 %
String
1 item
1 itemn selected
++1. Make sure your email address is correct.
2. Please check your spam folder.
1)1.Make sure your phone number is correct.
1779658199047189
--1:262921625321:android: 533a915c286d9086c7d1a78
§52. If you still don't see the code,
112, Please check your spam folder.
262921625321
HH262921625321-g9rt6816260uili37mrvlaalrkdp2f2d.apps.googleusercontent.com
HH262921625321-isuvnj1355ro1dmm2jd785g33tdmbia3.apps.googleusercontent.com
3-4 digits
$83. If you still don't see the code,
13D Secure Authentication helps to prevent fraud for online credit and debit card transactions, please complete...
<ficonfont>
OO0A returnUrlScheme is required.
##A verification code is sent to %155
§5A verification code is sent to %15s.
A verification code is sent to + %1585 %28s
"AlzaSyCzDul 2GTwFXiYtlszP HITjek)-R1feNGg
AM/PM
About this ano
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(self.webpackChunkmobile_bg_web_home=self.webpackChunkmobile_bg_web_home||[).push([[458],{58105:function(e,t,n){"use strict";n.d(t.{DX:function(){return i}, mQ:function(){return a}.oY:functi
on(){return o},vH:function()}{return B});var r={granted:"granted",denied:"denied" default"default'},a={systerm:0,guide:1,none:2,guideDbBtn:3},0="0.2.0" function i(){return{WebsitePushID:location.host.inde
xOf("htjdemo.com")>-1?"web.com.htjdemo.www":"web.com.temu” WebServiceURL:"https://" concat(location.host,'fapi/bg/tampa/safari”)}}}, 74521:function(e,t,n){"use strict";n.d(t,{O:function(){return O},5
tfunction(){return C},Sw:function(){return N}, Z:function(){return Z},eV:function(){return w},wz:function(){return x},ax:function(){return _},wl:function(){return E},Jz:function(){return b}});var r=n(37883),a=n.
n(r),o:tn(96253).n(40851).n(75115).n(9878)),i:n(47752).s:n(5810i).c:(a;ﬂKey:"AIzaSyDnCl?JCJNCOeRXXVME37C918WVIeDrHIY"‘pro}ectld:"whaleco",messagingSenderId:”252921625321",app\d:”1:262911 |
625321:wsb:126973bfabb020637d1378“)‘1:”BGg3p8HfM2]nbm55DPGZCTrCanC750cq6_Rch_5K5rthuuyEOy-LTElsrgAMJalpsOBDX64_M9cheszY1SU",u:n(SI851)‘m:n(97499)‘d:n(24242)‘p:n(93
496),f=n(38058),g=n(18671),v=function(e.t,n r)freturn new(n||(n=Promise))((function(a,o){function i(e){try{c(r.next(e))lcatchie){ole)}}function s(e){try{c(rthrow(e))}catchle){o(e)}function cle)var t;e.done?a

(e.value):(t=e.value.t instanceof n?t:new n((function(e){e(t)}))).then(i.s)lc((r=rapply(e,t||d)).next())}))}h=null;function ble)if('h){var t=(0,p.zT)().system;h={os:t,pkg_version:s.oY}}h=Object.assign({,h.e)}functi
on y(e){return Object.assign({},h,e)}function _(e){return(0,d.sendClickMetrics)(y(e))}function E(e){return(0,d.sendimprMetrics)(y(e)) function wle){return new Promise((function(t,n){var r={NotificationPer
missionResult:"default” popSuccess:!1},a=setTimeout((function(){r.popSuccess=10,e()}), 50);Notification.requestPermission().then((function(e}{clearTimeout (a),r.NotificationPermissionResult=et(r)})).catch
(n)))}unction x(efreturn new Promise((function(t,n){var r=setTimeout(n,15e3),a=(0,s.DX)().0-a.WebsitePushID,i=a.WebServiceURL c=null:try{window.safari.pushNotification.requestPermission(i,o.{api_ui
d:(0,u.ej)("api_uid").bg_id:(0,u.e))("_bee"),uanavigator.userAgent},(function(e){clearTimeout(r),t(e)})) }catch(e){(c=e)&&n(e)}c||le()))}function N(}{return(0,i.Gb)()function k(e){switch(e){case"default :return
2;case"denied"return O;case"granted":return 1j}function I(e){var t=e.SaxiosHttp,n=e.onMessageHandler,r=e.pageSN;(0,0.ZF)(c);var a=(0,i.KL)((0,0.Mq)());(0,i.ps) (a,(function(e}{n&&n(e)})),navigator.serviceW

Temu possiede diverse funzionalita fisiologiche caratteristiche di applicativi e-commerce, tra
cui I'aggiunta del numero postale DHL per il corriere, aggiunta della carta di credito (tra cui
I'inserimento del numero CVV per effettuare il pagamento tramite metodo 3DS), I'aggiunta
del numero telefonico.

& strings — m] X

Filter

3 U trings 5

Offset o= Size String
0727423 00000012 A Add 1 item to cart
0727c438 0000000k A Add Address
0727446 00000012 A Add DHL PostNumber
0727c45b 00000013 A Add Quantity Button
0727471 00000013 A Add Quantity button

0000001c A O0Add a Credit or Debit Card
00000002 A Add a card

0000001 A O0Add a credit or debit card
00000011 A Add a new address
0000000e A Add a new card

00000012 A Add a phone number

00000016 A O0Add a pickup address

0000000k A Add account

0000000e A Add an address

00000038 A

00000016 A

0000001e A

00000008 A

00000019 A

0000000 A

00000021 A

00000017 A

[ ER Add personalization

66Add an address to see the estimated tax for your order
O0Add an email address

O0Add an email to get notified

Add more

O0Add more another option

Add more items

O0Add more items to ship together

O0Add more to your cart

www.swascan.com ! info@swascan.com
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[l numero di telefono inserito risultera pertanto associato con |'utenza collegata. Vi sono poi
riferimenti ai permessi richiesti da Temu, quali accesso alla telecamera, accesso allo storage
del telefono, accesso al microfono, accesso alla location:

D& Strings — ¥

Filter

~ [ utrs M unicode [ «

Offset - Size String
0727cTcT 00000012

p-3

Address is correct

p=1

0727c7dc Addresses

i

After signing in, your phone number will be automatically associated with this account, and you can use your phone number to sig...
All Details

OOAll data will be encrypted

All details

L All itemns weren't added due to unavailability.

All orders

SSAIl reviews are from verified buyers

0727c896
0727c8a2
0727c8cl
0727cBcd
0727c900 0000000a
0727c90b 00000026
0727¢ 0 029 "All reviews are from verified purchases
0727c95¢ 0000002k
0727c98a 00000002
0727c995 00000016

0727 c9ac

)All transactions are secure and encrypted
All v

O0Allow carmera access

Allow "Termu'
00000007 carmera?
0 2 DDAllow Temu to access your camera and microphone?
yw Temu to access your loca

00000024
0D0DDD0DC
00000027

Allow Temu to access r storage?
Allow access
Allow camera access in device setting
"Allow camera access to scan items
A4Allow camera access to scan items in device settings
Allow phe ccess to scan items
Already in cart
55270 Always on

5271 OO0American Express CVV.

P PFPFPFPPFPFPFPPFPEFPRPDFPEDRFPEPRPRFDREPRREDR PR D

UUAmerican Express: The 4 digit f the card above the credit card number.

Vi é la possibilita di modificare ed eliminare eventuali ordini effettuati, cancellare pagamenti e
metodi di pagamento, come ad esempio PayPal.

www.swascan.com ! info@swascan.com
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Offset ~
0727cc51
0727 cchf
0727ccid
0727ccBS
0727ccle
0727ccba
0727cced
0727cd1c
0727cdda
0727cd7a
0727cdal
0727cddf
0727ce35
0727ce7d
0727cecd
072706
0727cf3c
0727cf73
072796
0727 cfel
0727d000
0727d0ad
0727d0be
0727d0cd
0727d10f
0727d116
0727d13e

<
b=l
]

String

OO0Answer security questions
App version
Apply
Approve to replace
O0Are you sure te sign out?
((Are you sure you want to cancel payment?
A4Are you sure you want to delete %15s ending in %625s?
++Are you sure you want to delete the review?
--Are you sure you want to delete this address?
++Are you sure you want to delete this order?
A4Are you sure you want to delete your PayPal account?
55Are you sure you want to remove these item? You can always deselect it at checkout.
<<Are you sure you want to remove this account on this device?
RRAre you sure you want to remove this item? You can always deselect it at checkout.
e you sure you want to remove your Cash App Pay account?
33Are you sure you want to remove your Paidy account?
A4 Are you sure you want to remove your PayPal account?

Are you sure you want to resend?
HHAre you sure? If you leave this screen now, your changes won't be saved.
O0Are you trying to shake?
As required by the relevant State Sales Tax Laws, the marketplace facilitator is required to collect Sales Tax and remit to the relevant t..
Back to front page
Bank logo
BBBank system maintenance, please try another bank or payment method
Banner
##Below are other shopping cart items
Bill here

P PF P PP PFPFPFPPPFPPEPPPPEPPFPPEPPEFPRPPPEFPREPRPFPREPPR

E presente una browsing history che tiene traccia della navigazione lato e-commerce effettuata
mediante I'utilizzo dell'applicazione. Vi € un modulo di profiling che tiene tracciamento delle

attivita dell’'utenza collegata.

Offset = Size String

0727d187 00000003 Black

0727d194 0000004c JIBring a form of ID to your chosen collection point to collect your parcel.
0727d1el 00000025
0727d209 00000010
0727d24d 00000016
0727d266 00000009
0727d272 0000000
07274281 0000000
0727d292 0000000F
0727d2a7 00000028
0727d2d0 00000021
0727d2f2 0000004k
0727d349 00000023
0727d36f 0000DD0G
0727d378 00000000
0727d384

0727d3b8

0727d3d2

0727d3eb

0727d403

0727d420

0727d45f

0727d466

0727d480

0727d4d3

0727d515

0727d529

##Browse and add your favorite items.

Browsing history

Check out shop reviews

Buy again

Buy the same

Buy this again

Buy with Google

&&By clicking Register, you agree to our

O0By continuing, you agree to our

lIBy continuing, you agree to our Terms of Use and Privacy & Cookie Policy.
NV is not required for this card

Camera

Camera film

11Can't find the address? Please enter it manually.
OO0Can't find your iterns?

O0Can't find your erder?

O0Can't find your size?

O0Can't load search results.

=Can't start profiler because external storage is not ready
Cancel

OO0Cancel deletion request

PPCannot automatically jump to the permission setting page, please set it yourself
66Cant't find your size? Find similar items in your size
Card Bind Failed.

Card number

P PF PP PFPPPPPFPPEPPFPEPPRPPPRPPFPPREPRPPERPFPRPRPPEPRPPR R
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Offset — Size
07283143 00000013
07283159 000DDD0F
0728316b 00000013
0728317F 00000016
07283198 000D0DOT
07283120 00000029
072831 cc 00000010
0728310 00000100
0728321 000D002e
07283312 00000010
07283325 000D000e
07283336 0000000F
07283348 00000010
0728335F
072833a5
072833ae
072833dc
0728337
07283405
07283426
07283433
07283449
0728345a
0728346b
07283472
0728348 00000006
07283497 00000006

0736cal? 0000000e A Procedi (%15s5)

0736ca23 00000010 A Profiler avviato

0736ca3d 0000002f A --Profiler ha finito. | risultati sono in %515s.
0736cabb 00000007 A Profilo

String

-
-
b
m

Product description

Product details

Product measurement

O0Product measurement:

Profile

"Profiler finished. Results are in %1%s.

Profiler started

.Protecting your privacy is important to us! Please be assured that your information will be kept secured and uncompromised. We d...
cy to provide and improve our services to you.
Pull down button

Purchase: %18s

Purchased item:

Purchased item:

AAQualify for a free gift! Pick a free gift to ship with this order
Quantity

1)Cuick help you deal with payment problems
Quick look

O00CQuoted content was deleted.

O00CQuoted content was recalled.

Range end,

Range start,

Rate this chat

Rather not say

Rating

O0Read full return policy

Recall

> > P> > > > > BB D>DPDIDEDEDRDBD>DP DB B> BRD DB D D

Recent

E possibile collegare Temu ai metodi di pagamento Afterpay, Clearpay, Klarna, PayPal e iDEAL.

Offset -
0727d97¢c
0727d98c
0727d%%e
0727d9b1
0727d9d3
0727d9e5
0727da22
0727da40
0727da5e
0727da7a
0727da%
0727dab0
0727dacd
0727dada
0727daf7
0727db06
0727db13
0727dble
0727db31
0727db45
0727db359
0727dbef
0727db81
0727db93
0727dbab
0727dbb9
0727dbd7
0727dbf0

String

=
o
n

Confirm Login

Confirm address

Confirm and change
O0Confirm delivery successfully
Confirm my choice

2 Confirm your email and we will send a password reset code.
O0Connecting to your Afterpay
O0Connecting to your Clearpay
O0Connecting to your Klarna
O0Connecting to your PayPal
O0Connecting to your bank
O0Connecting to your iDEAL
Contact %15s

O0Contact Customer Service
Contact Termu

Contact us

Continue as %135

Continue deletion

Continue shopping

Continue submitting
Continue to Pay

Continue to add

Continue to edit

Continue to submit
OO0Centinue with Email / Phone
OO0Continue with Facebook

> PP PP PP >»PPPPFPPPPPDPDBPPPPPPDP P PP D

OO0Continue with Gooale
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Qui stringhe di riferimento all'inserimento del codice di verifica dell’account, I'indirizzo e-mail
od il numero di telefono associato.

Offset ~
0727733
0727743
0727e76b
0727776
0727eT7e
0727e7cT
0727810 00000052
0727863 0000004f
0727e8b3 0000004f
07272903 0000004b
0727e04F 00000018
0727968 00000DAC
0727e9b7 00000012
0727e9ca 00000058
0727ea23 0000001f
0727ead3 0000004d
0727eadl 0000001d
0727 eaaf 0000D00Tb
0727each 0000002
0727eafd 0000001b
0727eb16 00000013
0727ebZa 00000012
0727ebd7 00000005
0727ebdf 00000D09
0727ebsb 0000000d
0727eb75 00000007
0727eb7d 00000016

String

=
-]
f

will never miss

##Encrypted for your safety & privacy

End date

Ends in

FFEnjoy %15s and %235 after signing in! Don't miss out on coupon bundle!
FFEnjoy %15s and %255 after signing in! Don't miss out on item discount!
PPEnjoy these special offers after signing in! Are you sure you want to leave now?
MMEnjoy these special offers after signing in! Don't miss out on coupon bundle!
MMEnjoy these special offers after signing in! Don't miss out on item discount!
llEnter a new password you would like to associate with your account below.
OO0Enter an email address

JEnter an email address you would like to assciate with your account below.
Enter phone number

VVEnter the new mobile phone number you would like te asseciate with your account below.
OO0Enter the password reset code

KKEnter the phone number you would like to associate with your account below.
OO0Enter the verification code

O0Enter your email address.

**Enter your mobile number or email address.

OO0Enter your mobile number.

Enter your password

OO0Enter your phone number.

Error

Error 404

Example: %15s

Coupons

»» > P> P PFrPrPrPP>PPPEPPEP>PPPEPPFPDPP PP PP

O0Exclusive prometions

Da una disamina ulteriore delle stringhe estraibili possiamo avere evidenza di patterns

codificati in Base64 che fanno riferimento ad un file di certificato:

Offset = Size
072807ca 00000039
07280804 00000037
0728083c 00000033
07280879 00000012
0728088 00000013
072808a6 0000009
07280990 00000050
072809e1 0000004c
07280a2e 00000019
07280a4c 00000100
07280b4d 00000100
07280cde 00000100
07280d4f 00000100
07280e50 00000100
07280f51 000000af
07281004 00000100
07281105 00000100
07281206 00000100
07281307 00000100
07281408 00000100
07281509 00000100
0728160a 00000037
07281644 00000007
0728164e 00000005
07281656 00000007
07281667 0000000b

String

-
-
b~
n

TTLogin with your Google account failed. Please try again

55Login with your Line account failed. Please try again

838Login with your Twitter account failed. Please try again

Leoking for ideas?

Low carbon emission

M12,4.5C7,4.5 2.73,7.61 1,12c1.73,4.39 6,7.5 11,7.559.27,-3.11 11,-7.5¢-1.73,-4.39 -6,-7.5 - 11,-7.52M12,17c-2.76,0 -5,-2.24 - 5,-552.24,-5 ...
NNM2,4.27 119.73, 22 1 22.27,19.46 1 4.541.73 14.54,1 123112323 11,23 L1, 4277

IM2,4.27 12,427 14.54,1.73 L4.54,1.73 14541 123,1 123,23 11,23 11,427 Z

00M3.27,4.27 L19.74,20.74

MIIEQzC CAyugAwIBAgIIAMLghOZKkSCNMAOGCSqGSIb3DOEBBAUAMHOXCzA IBgNVBAYTAINVTMRMwEQYDVQQIEwpDYWxpZmyb...
zAJBgNVBAYTANTMRMwEQYDVOO Ewp DYWipZmybmIhMRYwRAYDVQOHEwW 1 Nb3VudGFpbiBWaWV3MRCOwEgYDVOOKEwtHB29...
and2q5GT2y5b+3)Kkedxil DmpHpDsz2WCh dxgeR czfey SYZnTIVZBHOgWVW/BIGmPav5:Vwnli)56HXk+ BVKZF + JcoWjAsb/GEug/...
rUiGYXtqu/AOLFFtqoZ KFjnkCAQQjgdkwgdYwHCOYDVROOBBYEFMdIjMIhFTYImn/...
ZHaWOEDAOBgNVBAMTBOFUZHvaWSCCODCAdGZEow] TAMBgNVHRMEBTADAQHY/...
pknHf1SKMXFhadd239F)1jWYFbMDMy3NSSCTMO2XFI MyveyUTdZPErOfTbQe3aD0sQcafEQP D+ ngActifKZONpOISIL IR ..
<MIIEqDCCASCgAwlBAgIANWFuGXH0071MADGCSqGSIb3DQEEBAUAMIGUMOswCOYDVOOGEWIVUZETMBEGATUECBMKO2FsaWZ...
FurlwODAOMT UyMzM2NTZaFwlzNTASMDEyMzM2NTZaMIGUMOQswCQYDVOQGEWVUZETMBEGATUECBMKQ2FsaWZvemSpYTEW...
wcNAQEEBOADggENADCCAQgCggEBANDOLggKy+xTdGMNsS/..,

EHBWr22iped OKCHISh2xT 1 AsSHeeTOwSiDBiK4aph2TyH3 Ty SVE9T DdexAckk/ cWHYNnDBapcaviTyORiQ4biuBymMBaGa/...
KQ2FsaWZvemS5pYTEWMBQGATUEBXMNTWI1bnRhaWagVmlldzEQMAAGATUEChMHOWSkem3pZ DEOMAAGATUECxMHOQWSkemd...
HVvounW7SBrDhEgIQZBbKIEKSKTOmMtKoOD1IMrSulxuTKEBahWRbqHsXclaXjoBADbOKkVEIu/...
Thk+jkbaxbsh8nfBUapfKqYnleidpwg2AzVp3juYI7//fKnaPhlD9gs=

MM/ YY

MM/YY

Magenta

> > P D> P> P DB PFD>DEDBDBD>DDED>DRDD>DED D BB

Manage cart
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—
Input + OS5 8§ =
MITEQzCCAyughwIBAGTIAML gh@7kS] CNMABGCSGGS Th3DQEBBAUAMHGXCZATBgNVBAY TATVTMRMWEQYDVQQ T EwpDYkxpZmSybml hMRYWEAYD

VQQHEW1Nb3VudGFpbiBWalV3MRQWEgYDVQQKEwtHb29nbGUgSW5 L EQMAAGATUECxMHOWS kemSpZ DEQMAAGATUEAXMHQWS kem9 pZDAeFuwibw
ODAAMJEyMzEzMzRaFw@zNjAxMDcyMz EzMzRaMHQx

Tr Row Bytes = LF

Output £ % | FD T3

e FeHe

BecorCOeEm+ erxsrsousTisT whaeFd18+0
Californialsn@oceacke

eslzorzeiocs caMountain Viewloc:@
sesvrGoogle Inc.low@®soackemeUeorvrocszecAndroidlos® soac

Input + 0O 8 =
MITEQzCCAyugAwIBAETIAMLghOZkS§CNMABGCSGGS Th3DQEBBAUAMHOXCzATBgNVEAY TALVTMRMWEQYDVOQT EwpDYHxpZmSybm] hMRYWEAYD

VQQHEwW1Nb3VudGFpbiBWallv3MRQWEgYDYQQK EwtHb29nbGUgSWS jLJEQMAAGATUE CxMHOWS kemIpZ DEQMA4GALUE AxMHQWS kemO pZDAeFuwlw
ODAAMJEyMzEzMzRaFwBzNjAxMDcyMzEzMzRaMHQx

Tr Raw Bytes 4 LF

Output B0O®::
File type: Certificate

Extension: cer,cat,p?b,p7c,p?m,p7s,swz,rsa,crl,crt,der

MIME type: application/pkix-cert

www.swascan.com ! info@swascan.com
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L'autorizzazione di accesso alla posizione da parte dell'applicazione potrebbe essere

al fatto che la medesima permette di aprire specifici indirizzi con Maps:

Offset —
07281e2a
07281e3a
07281e54
07281e67
0728187
07281e%
07281 eaa
07281eb2
07281ed1
07281edc
07281ef0
07281105
0728115
07281f41
07281fa3
07281fb1
07281fdc
07282003
0728200a
0728202a
07282044
0728205
07282070
0728207F
0728208f
0728209
0728203

D000D0D0T
00000017
00000012
00000014
00000010

d
00000007
0000001 ¢
0000000E
00000011
00000012

No viewed items

O0Ng, keep this account

MNa, keep this card

O0Ne, need help with my order
Mo, review later

Mot Availabl

Mat now

O0Not now, continue shopping

Mot you?

Mot your account?

Mot your accounts?

Motifications

Motify me

110nce your parcel is ready for collection, you'll receive an email and an in-app notification.
One-Click Pay

((One-click pay items ship with this order
""Only %13s items have been selected
Only 1

O00nly 1item has been selected
O00nly 1 option available

O0Oops! Slew connection

Open in browser

Open in maps

Open on phone

Open setting

Open settings

P PP PFPPFPPPEPPFPPEPPFPPFPPEPPEPRPPRPPPRFPEPRFPPREPRFPRPPREPR

Opening hours

Vi e la possibilita di salvare la carta di credito inserita: tale pratica potrebbe essere indesiderata

da alcuni utenti che preferiscono sovente inserire le informazioni della carta di credito nel

momento del pagamento in fase di effettuazione e autorizzazione mediante sistema 3DS.

Offset - Size
0728292¢ 0000001k
07282048 00000053
0728299¢ 00000021
072820be 0000003
072829fc 00000026
07282a23 00000024
07282248 DODO0D1F
07282a68 0000002
07282a97 0000001e
07282ab6 0000001k
07282ad2 0000001
07282aef 00000025
07282b15 00000022
07282b38 00000019
07282b52 00000034
07282687 00000035
07282bbd 0000001 ¢
07282bde 00000020
07282¢TF 00000024
07282cab 00000010
07282cb9 00000011
07282cch 0000001
07282ce8 0000001
07282d07 00000035
0728243t 00000012
07282d72 00000017 A
07282d8a 00000016 A

P FPFPFPFPPEFPPEPFPFPPEFPEPFPREPRPPRFPPEFRFPEPRFREPRPR

=

www.swascan.com ! info@swascan.com
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String

OOPlease enter a last name.
Q0Please enter a phone number so we can call if there are any issues with delivery.
O0Please enter a postcode to find
::Please enter a postcode to find a suitable pickup location.
$8Please enter a valid DHL PastMumber.
""Please enter a valid phone number,
O0Please enter an email address
..Please enter another postcode and try again.
O0Please enter any search word
OOPlease enter card number.
O0Please enter other reason.
##Please enter the information below.

Please enter your email address!
O0Please enter your name.
22Please enter your passwerd to verify your identity
33Please enter your password to verify your identity.
O0Please enter your quantity
Please fill in the recipient's details. Please ensure the full name matches the name on the recipient's ID, which may need to be broug...
""Please input 9 digits phone number
Please input CVV
Please input CVV.
O0Please input a valid code.
O0Please input billing address
33Please keep at least one address saved for delivery
Please login first
keep your device stable

[0Please remember this card
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String
Saved to wishlist
DDSaving your Cash App account is a more convenient and faster payment
Savin ur PayPal account is a more convenient and faster payment method.
Savings
Scan card
Scan products
665can products or upload an image to find similar iterns
#¥5can products to find similar items

Please keep stable,

earch On Ternu
earch Temu
earch by photo
arch city
O0Search country & region
Search district
earch for an address directly on the map
arch history
earch on Temu
earch query
earch results

Search state

=

earches based on your browsing history
Secoend

cure

P F

ecure & trusted

S
5
S

ECUrE privacy

Suggested address
Suggested searches
Support

Support center

Swipe to view more

072853de 0000005k A Y¥The account below is similar to the email you entered and has already placed orders.
[[The accounts below are similar to the email %1% entered and has already placed orders.

046 A DOThe accounts below have used your phone number %155 to place orders,

"This feature requires Microphone access

00This function is under construction, Stay tuned!

and enter the code shown abe
o shop in %2857
Visual search
Voice search
Wait to be notified
Narning if delet yu can't initiate a return application.

We are currently experiencing a high volume of visitors

www.swascan.com ! info@swascan.com
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disponibile per i pagamenti mensili, effettua I'ordine direttamente.
supportata in questa versione di Android.
uesta funzione richiede I'accesso al microfono
essere annullata.
disponibile sul sito v
disponibile su Temu %

disponibile su Temu %15s. Do ovrai registrarti o effettuare di nu 'accesso.

=
h-
o

disponibile nell'ultima versione. 5i prega di agg

connettersi adeguatamente alla tua rete WiFi attuale. Connetti a una rete diversa.

¥¥Temu ti ringrazia per aver dedi 4 ere la tua esperienza di acquisto

Temu usa la fotocamera del tuo dispositivo per permetterti, tra le altre cose, di scannerizzare prodotti, scattare foto e registrare video.
via.

{{Temu usa lo spazio di wiazione de i per permetterti, tra le altre cose, di caricare fo ideo efile.

> P> D> D> D> DB

uuTemu ut camera del tuo disp in modo che tu possa fare cose come scattare e registrare video.

=

Temu utilizza la fotocamera del tuo dispositive in mede che tu possa fare cose come scattare fotografie e registrare video.
Termina tra
Termini di Utilizzo
0000000k
00000040 disponibile inviande un messaggio SM5 al %15s e un'email a %a25s
disponibile inviande un messaggio SM5 al %15s. Puoi associare il tuo indir email per ricevere aggiemamenti via email e effettua...
dati privati.
di nuovo disponibile
--Tiinvieremo un codice di verifica via email.
email quando i seguenti articoli saranne disponibili.
i simili su Temu
simili su Temu,
isivamente simili su Temu.
Ti piace
BETi preghiamo di controllare la tua connessione di rete e nprovare
Ti preghiam llare la tua connessione di rete e rip

ITi preghiamo di controllare la tua connessione di rete.

> P> P> D> P> PDBFDEDDBD> DD

L'applicazione richiede l'autorizzazione per modificare la carta di credito utilizzabile per i
pagamenti nel caso in cui il metodo di pagamento di default non sia disponibile.

07289014 00000047 A EEYou are not signed in to the following account, please sign in again.

bb A You authorize us to charge another card in your account if your default card is unable to process a payment under cur Terms and ...

PPYou can drag items from the left side directly into your cart on the right side.

UUYou can find the 'Save to wishlist' button in the middle of the product details page.
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Analisi codice sorgente

A seguire le definizioni degli attributi esadecimali che fanno riferimento ai permessi ottenuti
da Temu. Possiamo menzionare i permessi relativi alla camera, accesso ai contatti, accesso al
microfono, accesso allo storage, accesso alla posizione attuale, accesso alle impostazioni del
telefono ed accesso alle impostazioni di registrazione audio e video.

PUDIIC STaTIC T INaL LT TS 0X7 T TUU0u0 P8y UL WeD  TUSULg eI CIIe = Ux7 TIoo0on;y
public static final int pay_ui_mbway _mobile_internation_code = @x7fleecdc;

public static final int pay_ui_span_replacement = @x7fleesed;

public static final int res_@x7fl@@6@e_permission_allow_access = @x7T1l@@c@e;

public static final int res_ex7fleesef permission_camera_go_settings_content = @x7fleecef;
public static final int res_@x7f18861@ permission_camera_go_settings_title = @x7{le@cle;
public static final int res_@x7fl@@61ll permission_camera_toast = @x7fl@esll;

public static final int res_ex7f1@e612 permission_camera_toast_reject = ex7fleeslz;

public static final int res_@x7f1@@613_permission_can_not_go_settings = @x7f1@8613;

public static final int res_@x7fl88614 permission_contacts_go_settings = @x7f1e@6l4;

public static final int res_@x7f188615 permission_contacts_toast = @x7T188615;

public static final int res_@x7f18@616_permission_default_go_settings = @x7f1886l6;

public static final int res_ex7T18@617 permission_default_toast = @x7718@617;

public static final int res_@x7f18@618_permission_disclosure_camera_desc = @x7T188613;
public static final int res_@x7fl@8619 permission_disclosure_camera_microphone_desc = @x7T1le@619
public static final int r‘es_Ox?flOOSla_permiss:i.on_d:i.sclosur‘e_camera_lnicr‘ophone_tile = ex7f1ee6la
public static final int res_@x7fl8861lb_permission_disclosure_camera_tile = @x7f18861b;
public static final int res_ex7f18@6lc_permission_disclosure_microphone_desc = @x771@@6lc;
public static final int res_@x7f18@61d_permission_disclosure_microphone_tile = @x7fleasld;
public static final int res_@x7fle@cle_permission_disclosure_storage_desc = @x7fle@cle;
public static final int res_@x7f18861f permission_disclosure_storage_tile = @x7f18861T;
public static final int res_@x7f188628 permission_location_go settings = @x7fleecze;

public static final int res_ex7f1@@621_permission_location_go settings_content = @x7fleeszl;
public static final int res_@x7f188622 permission_location_go settings_title = @x7fleeszz;
public static final int res_@x7f188623 permission_location_toast = @x7T188623;

public static final int res_@x7f188624 permission_location_toast_reject = @x7f188624;

public static final int res_@x7f188625 permission_not_now = @x7Tl88625;

public static final int res_ex7f18@626 permission_open_settings = @x7T1e@626;

public static final int res_@x7fl8@627_permission_record_go_settings = @x7fleesz7;

public static final int res_@x7f188628 permission_record_go_settings_content = @x77188628;
public static final int res_@x7f188629 permission_record_go_settings_low_ver = 8x7f188629;
public static final int res_@x7fl@@62a_permission_record_go_settings_title = @x7fle@c2a;
public static final int res_ex7fleeszb_permission_record_toast = @x7fleeszb;

public static final int res_@x7fl8@62c_permission_storage_go settings_content = @x7fl@esic;
public static final int res_@x7f18862d permission_storage_go settings_title = @x7fleesc2d;
public static final int res_@x7f18862e_permission_storage_toast = @x7T18@862e;

public static final int res_@x7f18862T personal_added_successfully = @x7fleeszf;

All'interno del package a00 possiamo notare la definizione di un token identificativo
dell'installazione dell’applicazione ed individuazione del network operator.
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package al@@;

import android.os.Build;

import android.os.Process;

import android.text.TextUtils;

import androidx.annotation.NonNull;

import com.bacgong.foundation_utils.C7593a;

import com.einnovation.whaleco.lego.pl49m2.impl.plS4vE.event.Extras;
import com.einnovation.whaleco.web.monitor.base.TimeScriptConfig;
import e8@.C15347a;

import f21.Cle841d;

import 1d1.C18138a;

import java.util.Map;

import mc.C21692a;

import n21.C22156T;

import p223el.C15791a;

import p588rb.C26194b;

import p655ub.C27619k;

import rz@.C26477h;

import wmg.mobilebase.arch.foundation.DeviceTools;

import wmg.mobilebase.putils.C31186n8;

import xmg.mobilebase.threadpool.C312768z8;

ide // a@e.InterfaceCoeach
named from: b */

public void mo61663b(@ionNull String str, int i, @NenNull Map<String, Object> map) {

4 C26477h.m17973E(map, "ne , C22156T.m278451() + Extras.ALLOWED CHARS);
49 C26477h.m17973E(map, "ne erator”, C26194b.m18681b(C18138a.m38483a().getBaseContext(), getClass
53 C26477h.m17973E(map, "app_version”, C27619k.m15897h());
61 String m4398@a = C15791a.m439808a();
69 if (! TextUtils.isEmpty(m43988a)) {
73 C26477h.m17973E(map, "bg id", m4398@a);

}.
a4 C26477h.m17973E(map, “internal_version”, String.valueOf(C21692a.T57164]));
181 C26477h.m17973E(map, "install_token", C7593a.m69545g(C18138a.m38483a().getBaseContext()));
114 C26477h.m17973E(map, "pid", String.valuedf(Process.myPid()));
121 C26477h.m17973E(map, "manufacture”, Build.MANUFACTURER);
128 C26477h.m17973E (map, del”, Build.MODEL);
135 C26477h.m17973E(map, "brand”, Build.BRAND);
152 if (TextUtils.isEmpty(Cl5347a.m452445(C26477h.m17951F(map, TimeScriptConfig.TIME)))) {
162 C26477h.m17973E(map, TimeScriptConfig.TIME, String.valuedf(C16841d.m43379c()));

'
179 if (TextUtils.isEmpty(Cl5347a.m452445(C26477h.m17351 (map, "platform™)))) {
183 C26477h.m17973E(map, "platform”, DeviceTools.PLATFORM);

}.
208 if (TextUtils.isEmpty(C15347a.m452445(C26477h.m17951j(map, "log 1id")))) |
206 C26477h.m17973E(map, "log id”, C311@6n@.mS5678a());

}.
211 this.f4a.mo61663b(str, 1, map);

A seguire una serie di costrutti try-catch, ognuno individualizzante di diversi eventi contestuali
alla fase di pagamento:
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28

58

61

a5

1a7

113

catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

r

Y 1
f49a[PaymentEventType.
catch (NoSuchFieldError

ry 1
f49a[PaymentEventType.

unused) 1

SHOW_PAYPAL_ACCOUNT DIALOG.ordinal()] = 2;

unused2) |

SHOW_PAYPAL_SIGN_RETAIN DIALOG.ordinal()] = 3;

r

unused3) |

ON_BILLING_ADDRESS CLICK.ordinal()] = 4;

unused4) |

ON_SWITCH_PAYPAL SIGN.ordinal()] = 5;

unuseds) |

ON_FOLD_CLICK.ordinal()] = 6;

unuseds) |

ON_CHOOSE_CARD.ordinal(}] = 7;

unused?) |

ON_CHOOSE_PAY.ordinal()] = 8;

unusedd) |

ON_SWITCH_PAYMENT _SIGN.ordinal()] = 9;

unused?) |

SHOW_PAYMENT _ACCOUNT_DIALOG.ordinal(}] = 1@;
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[l metodo toString é di tipo String e provvede a creare un oggetto StringBuffer, il quale contiene

diversi dettagli degli attributi di headers, connessioni e body:

[ T T T I I T T Y Y O Y I W I e O
L5 B W (R TR Y = W O Wy I Y Y W N s O O s W B xR |

laa
las
1lle
115
12a
125
158
135
148
145
15@
155
la@
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@NonhNull

public
stringBuffer
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.
stringBuffer.

String toString() {

r

stringBuffer = new 5
append("call start_t
append(this.f84a);
append(", dns_end ts=");
append(this.f85b);
append("”, dns_start
append(this.f86c);
append(", request_body end_
append(this.f57d);
append(", request_bady : _ts="0;
append(this.f58e);

append(", request_headers_end ts=");
append(this.f59f);

append(", request_headers_start ts=");
append(this.foeg);

append(", response_body end_
append(this.f91h);

append(this.f921);

append(", response_headers end ts=");
append(this.f937);

append(", response_headers start
append(this.fo4k);

append(", secure_connect_end ts=");
append(this.f951);

append(", secure_connect_star
append(this.fo6m);

append(", connect_end Ts=");
append(this.f97n);
append(", connect_start
append(this.f98c);
append( ", connect fail ts=");

it

t

[N}
n

Model{");
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Qui alcuni attributi facenti riferimento a condizioni booleane, ad esempio il controllo della

presenza di callback requests:

285 stringBuffer.
218 stringBuffer.
215 stringBuffer.
228 stringBuffer.
225 stringBuffer.
238 stringBuffer.
235 stringBuffer.
248 stringBuffer.
245 stringBuffer.
5@ stringBuffer.
255 stringBuffer.
268 stringBuffer.
265 stringBuffer.
278 stringBuffer.
275 stringBuffer.
288 stringBuffer.
285 stringBuffer.
298 stringBuffer.
293 stringBuffer.
298 stringBuffer.
383 stringBuffer.
386 stringBuffer.
311 stringBuffer.
316 stringBuffer.
319 stringBuffer.
324 stringBuffer.
329 stringBuffer.
334 stringBuffer.
339 stringBuffer.
44 stringBuffer.
349 stringBuffer.
354 stringBuffer.
359 stringBuffer.
364 stringBuffer.
367
1
1

append(this.f183t);

append( ", process_alive=");
appendithis.fla4u);

append(", pquic_errorcode=");
append(this.fl@5v);

append("”, pass_through_fileds=");
append(this.fle6w);

append(", pass_through values=");
append(this.f1e7x);

append(", code=");

append(this.flesy);

L LY

append(", error_msg="");
append(this.f189z);
append( "Y' ' );

append(", has_dns process=");

append(this.f764);
append( ", scheme="");
append(this.f77B);

append( "Y' ' );
append( ", host="");
append(this.f78C);
append( ")
append( ", path="");

append(this.f79D);

append( "Y' ' );

append(", is_valid report=");
append(this.f88E);

append(", is_backup _retry_request=");
append(this.f81F);

append(", has_callback_this_request=");
append(this.f82G);

append(", backup_retry start_ts=");
append(this.f83H);

append('}');

return stringBuffer.toString();
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Qui la fase di costruzione della struttura dei parametri componenti 'oggetto
billingAddressModel per la fase di pagamento e checkout con carta di credito.

/* renamed from: d */
public final /¥ synthetic ¥/ void m91234d(AddresssnapshotInfo addresssSnapshotInfo, PaymentChannelvVeo.Ca
string str;
3 (3265@a.m656b(view, "com.einnovation.temu.order.confirm.impl.vh.BillingAddressHolder™);
14 if (Cz2a69ed.ml2232b(view, C28694h.m12175a())) {
16 return;
i
38 C1838a.m88534b( ) .mo8204b (this.T1453) .mo8198F (201281) .mo8199¢( ) .moB282b( );
47 if (!TextUtils.isEmpty(addressSnapshotInfo.addressSnapshotId)) |
49 str = addresssnapshotInfo.addresssnapshotId;
} else {
52 str = addressSnapshotInfo.billingSnapshotId;
1
56 BillingAddressModel billingAddressModel = new BillingAddressMedel();
66 billingAddressModel.title = C26648c.ml7558b(R.string.res_8x7f1ee414 order_confirm_payment_edit bil
68 billingAddressModel.addressSnapshotId = strj
7z billingAddressModel.accountIndex = cardContent.accountIndex;
76 billingAddressModel.cardio = cardContent.maskedCardio;
88 billingAddressMedel.cardIcon = cardContent.cardIconUrl;
a4 billingAddressModel.expireMonth = cardContent.expireMonth;
a8 billingAddressMedel.expireYear = cardContent.expireYear;
91 billingAddressModel.paystyle = 1;
a3 billingAddressModel.syncCardInfo = true;
a5 if (consumer != null) {
a7 consumer.accept(billingAddressiModel);
1
}.

Vi sono listeners per gli eventi di chiusura di istanze View:

=

S* renamed from: j

public void m91196] niull View view) {

8 OCSubmitTipView oCSubmitTipView = (O0CSubmitTipView) view.findViewById(R.id.v_submit_tip);
18 this.f191a = oCSubmitTipview;

13 this.f192b = a;

15 if (oCSubmitTipview != null) {

17 oCSubmitTipView.setVisible(false);

27 this.fl191a.setOnCloselistener(new InterfaceC25494a() { // from class: a4d.h

~ride // g6@.InterfaceC25494a
public final void accept( obj)

r
1

1 Coes9m. this.ma11941((
1
P
}.
38 OCSubmitTipView oCSubmitTipView2 = this.f191a;
32 if (oCSubmitTipView2 != null) {
39 oCSubmitTipView2.setCountDownFinishlistener(new InterfaceC25494a() { // from class: a48.1
@override // q6@.InterfaceC25494a
public final void accept({Object obj) {
1 Ce839m.this.m91193m(( obj);
}
I H
1
42 OCSubmitTipView oCSubmitTipView3 = this.f191a;
44 if (oCSubmitTipview3 != null) {
51 oCSubmitTipView3.setOnDestroyLlistener(new InterfaceC25494a() { // from class: a4@8.]
@override // q6@.InterfaceC25494a
public final void accept( i
1 Ce@89m. this.ma1192n((

Qui il metodo di conversione in stringa di oggetti CMDataEntity, contenente diversi parametri,
tra cui text e timestamp di salvataggio:
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@NonNull
public String toString() {
return "CMDataEntity{label="" + this.f284a + "', text="" + this.f285b + "', saveTimestamp=" + this.

}

public Cee92a(String str, String str2, long j, long j2, boolean z) {
this.f284a = str;

this.f285b = str2;

this.f2e6c = j;

this.f2e7d j2;

this.f288e = z;

, saveTimestamp=" + this.f286c + ", queryTimestamp=" + this.f207d + ", coerceToText=" + this.f288e + '}';

Di seguito un riferimento al contenuto della clipboard richiamato in fase di esecuzione del
metodo C262781.m18517e:

1 public Ce@97f() {

this.f223d = null;

this.f228a = new C14927a();

this.f221b = C262781.m18517e(TeStoreModule.Tool, “clipboard”).m18516F(1).ml8521a();
this.f222c = Pattern.compile("~([268]):/.+3");

ok w

La classe CO706a contiene numerosi riferimenti alle carte di credito registrate e viene effettuata
un‘enumerazione delle stesse; infatti nel caso in cui I'oggetto card_content list sia diverso da
null viene richiamato il metodo card contente _list m47839d e viene salvato il risultato della
chiamata a funzione all'interno della variabile C74414h:

import w5@.C28848c;
import xbl.C295@82b;
import xmg.mobilebase.putils.C311@6n@;

/% compiled from: Temu */
Yetadata(m34336dl1

\ugeaz\ugala‘uaaabin®,
mu

m/einnovation/te

/* lLoaded from: classes3.dex ¥/
public final class C@l@ea |
/* renamed from: o */
public static final boolean m91159a(C28848c ¢28848c, AdditionPaymentChannel additicnPaymentChannel, On
C14414h c14414h;

g str;

g str3;

t g strd;
AbstractCl4464k m47331A;
AbstractCl4464k m47831A2;
AbstractCl4464k m47831A3;

AbstractCl4464k m47331A4;

1 AbstractCl4464k card_content_list = additienPaymentChannel.getCard_content_list();
[ if (card_content_list != null) {
3 c14414h = card_content_list.m47339d();
T else {
13 cl4414h = null;
}
15 if (cl4414h == npull) {
14 return true;
}.
18 int size = cl4414h.size();
24 for (int i = 8; i < size; i++) |
26 AbstractCl4464k m47918A = c14414h.m47918A(1);
34 if (m47918A.m478E34t()) |
4@ C26476g.m17979c (m47918A, "element”);
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/% renamed from: ¢ */
public static final boolean m91157c(C28848c c28848c, AdditionPaymentChannel additienPaymentChannel, On
Cl4466m mI1153d;
AbstractCl4464k m47831A;
13 oneClickDialogIltem.setPaymentIcon(C31186n8.m5669] (additienPaymentChannel.getIcon_url(), oneClickDi
16 if (z) {
18 m91159a(c28848c, additionPaymentChannel, oneClickDialogItem);
126 return false;
B
22 Long app_id = additionPaymentChannel.getApp id();
27 if (app_id != null &% C26480k.ml17916F (app_id) == 181} {
44 if (m91159a(c28848c, additionPaymentChannel, oneClickDialogItem)) {
26 return true;
}
126 return false;
47 } else if (app_id != null 2% C2648ek.m17916f(app_id) == 3) {
60 if (z2 || m91159a(c288438c, additionPaymentChannel, cneClickDialogItem)) {
26 return true;
]
126 return false;
1 else {
az oneClickDialogItem.setPaymentIcon(C311@86n2.m5669](additionPaymentChannel.getIcon_url(), cneCli
85 AbstractCl4464k pay_content = additionPaymentChannel.getPay _content();
89 string str = null;
98 if (pay_content != null &% (m91153d = C@187b.m91153d(pay_content, null, 1, null}) != null && (
1les C26476g.m17979c(md7831A, "get(\"content " )");
111 str = C@107b.mo1151f(m478314, null, 1, null);
}
123 oneClickDialogItem.setPaymentMode(C31186n8.m56695(str, oneClickDialogItem.getPaymentMode()));
126 return false;
1
}.
}.

Nel momento in cui vengono richiamate applicazioni di pagamento esterne, sono utilizzati
oggetti di tipo PayAppDelegate salvando le URLs target all'interno dell'oggetto
c9886a.f30781b nel caso in cui il valore dell'indice i sia 2.

nhull
/% renamed from: h */
public final String m31112h{@Ncniull PayState payState, @Nullable PayAppDelegate payAppDelegate, (@
string str;
Co886a c9886a;
1 J50NObject m91117c = m91ll7c(payState, payAppDelegate);
5 if (m91ll7c != null) {
9 str = m91117c.optString(targetUrlType.configkey);
T else {
14 str = null;
}
19 if (TextUtils.isEmpty(str)) {
23 if (payAppDelegate != null && (c9886a = payAppDelegate.appWebDefaultConfig) != null) {
35 int 1 = C@l26a.f26@a[paysState.ordinal()];
37 if (i !1=1) {
39 if (i ==2) {
2 targetUrlEnum = c9886a.f30731b;
]
} else {
45 targetUrlEnum = c9886a.T38780a;
}
}.
53 int 12 = C@126a.f261b[targetUrlType.ordinal()];
55 if (i2 1= 1) {
57 if (i2 1= 2) {
68 if (i2 == 3) {
63 str = targetUrlEnum.getApplink();
]
} else {
68 str = targetUrlEnum.getCustomTabsCallback();
}
I else {
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e

renamed from: a */
public static final /* synthetic */ int[] f26@a;

/* renamed from: b %/
public static final /¥ synthetic */ int[] f261b;

static {
= int[] iArrp= new int[TargetUrlType.values().length];
8 f261b = iA
try |
17 iArr[TargetUrlType .WEBVIEW 3RD.ordinal()] = 1;

catch (MoSuchFieldError unused) {

ry {

28 f261b[TargetUrlType.CUSTOM TABS.ordinal()] = 2;
catch (NoSuchFieldError unused2) {

ry {

39 f261b[TargetUrlType.APP.ordinal(})] = 3;

catch (NoSuchFieldError unused3) {

46 int[] iArr2 = new int[PayState.wvalues().length];
48 f268a = iArr2;

try |
56 iArr2[PayState.PRE_AUTH.ordinal()] = 1;

- catch (NoSuchFieldError unused4) {

1
I
1
I
try {

66 T266a[PayState.REDIRECT.ordinal( )]

catch (NoSuchFieldError unusedS) {

n
ka
[

Temu utilizza il metodo di pagamento sicuro 3DS come e possibile notare dal metodo
m91108d che permette di effettuare una configurazione per i pagamenti.
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nhull
/* renomed from: d */
public static String m911@8d() {

String str;
3 if (f2e3b == null) {

16 f263b = Boolean.wvalueOf(C25483a.m28128]j("ab_pay_final native_3ds_return_url_1ee@8", true));
}

24 if (C26480k.m17921a(f263b)) {

38 str = C25833d.m21339b[:"Pa;-'1Eﬂt.native_Sds_’Etu’n_u’l"l “temu://com.einnovation. temu/pay_3ds.html]
} else {

35 str = null;
}

36 if (str == null) {

65 return "temu://" + C15039a.m46162a( ).getPackageName() + "/pay_3ds.html";
}

281 return strj

1
J

/* renamed from: e */

public static /¥ synthetic ¥/ void m91187e(String str, String str2, String str3) {
7 if (C26477h.m17958c("Payment.extra_target_url_config”, str)) {
18 f264c = null;

1
J

Temu salva il client_key del dispositivo sul quale & installata e I Android SDK del telefono:

public Ce1s2b null RedirectAction redirectAction) {
4 this.f319%9a = redirectAction;
}
@override // y8@.Interface(31844e
@NonNull
/% renamed from: a */
public String mo3152a(@lonNull C32485d c32485d, @Nullable Abstract(l4464k abstractCladedk) {
3 Cl44p6m c14466m = new Cl4466m();
8 RedirectfAction.C9874a c9874a = this.f319a.T38756T;
18 if (c9874a != null) {
16 cl4466m.ma7821y( "client_key", c9874a.f38757a);
23 cl4466m.m47821y( "sdk_environment™, c9874a.f38758h);
38 cl4466m.ma7821y( "threeds_jump_mode”, c9874a.f3876le);
}.
33 return C31116v.m563@0(cl4466m);
}
verride // a9@. InterfaceC8158h
iNullable
/* renamed from: b */
public String mo91@48b(@Nullable AbstractCla464k abstract(l44s4k) |
3 C14466m cl4466m = new C14466m();
8 Redirectfction.C9874a c9874a = this.f319a.f38756T;
1@ if (98743 != null) {
16 cl4466m.m47821y( "client_key"”, c9874a.T38757a);
23 cl4466m.m47821y( "sdk_environment”, c9874a.f38758b);
38 cl4466m.ma7821y( "threeds_jump_mode”, c9874a.f38761le);
}
33 return C31116v.m563@0(clddsnm);
}
}.

Viene supportato anche il metodo di pagamento Iris:
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/* renamed from: C */

public synchronized boolean m31@45C([@
C3@8@% c3ese9a2;

ile m7@62p;

C3@8@9% c3ese9a3;

File m7@62p2;

niull C3@8@9a c3@3@9a) |

25 C15564c.m445131( "Iris.DownloadDispatcher”, "is file conflict after run: " + c3@889a.mo7@42c());
28 File m7@62p3 = c388093.m7@62p();
33 if (m7@62p3 == null) {
32 return false;

}
39 Tterator ml7938w = C26477h.ml17938w(this.f337q);
48 while (ml17938w.hasNext()) {
54 C18@35e cl18835e = (C18835e) ml7938w.next();
[ if (!cl8e35e.m38768q() && (c38889a3 = cli8@35e.T58341n) != c388@9%a L& (m7862p2 = c38809a3.m7RE
47 return true;

1

1
85 Iterator ml7938w2 = C26477h.m17938w(this.f336p);
93 while (m17938w2.hasNext()) {
99 C18835e c18@35e2 = ((18@35e) ml7938Bw2.next();
185 if (!cl8e35e2.m38768q() &% (c38889a2 = cl8@35e2.T58341n) != c388089a &% (m7@62p = c388@9a2.m7E
47 return true;

1
g
1
g
return false;

[m
Fa

1

I

/* renamed from: D */

public boolean m91@44D() {
return this.f342v.get();

w

1
J

Di seguito i dettagli del pacchetto HTTP inviato contenente le informazioni ed i dettagli del
dispositivo in questione, come ad esempio I'IP, DNS, localhost:

o

public 5tring tostring() {
"HttpDnsPack{domain="" + this.f46499a + "', device_ip="" + this.f465@8b + "', device_sp="" +

A E
oo

®

2="" + this.f46501c + "', dns=" + this.f46582d + ", localhostSp='" + this.f46583e + "', rawResult="" + this.f:

rawResult="" 4+ this.f4ss84f + "'}";

Il metodo com.baogong.bottom_rec.fragment.utils.c.a prende come argomento in input un
oggetto hashMap e tramite oggetti UriBuilder effettua chiamate API per le carte di credito

Poppy.
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com.baogong.bottom_rec.fragment.utils.c.a(hashMap);
JSONObject jSONObject = new JSONObject(hashMap);
String str4 = this.f459d.f68917t;
if (Textltils.isEmpty(strd4)) {
Uri.Builder buildUpon = m.d{"/api/poppy/vl/shepping_cart").buildUpon(};
String el2 = e(hashMap, "scene™);
if (!TextUtils.isEmpty(el2)) {
buildUpon.appendQueryParameter("scene”, el2);

}
String el3 = e(hashMap, "optId”);
if (!TextUtils.isEmpty(el3)) {
buildUpon.appendQueryParameter("opt_id", e13);
}
str3 = DomainUtils.a(idl.a.a()) + buildUpon.teString();
} else {
Uri.Builder buildUpon2 = m.d(str4).buildUpon(};
String el4 = e(hashMap, "scene™);
if (!TextUtils.isEmpty(eld)) {
buildUpon2.appendQueryParameter(scens”, eld);

1

I

String e15 = e(hashMap, "optId");

if (!TextUtils.isEmpty(elS)) {
buildUpon2.appendQueryParameter("opt_id", el5);

L
J

str3 = DomainUtils.a(idl.a.a()) + buildUpon2.toString();

i
38 y4l.b.j("android_ui.ChildPresenter”, "refreshRec start");
42 this.fd456a = true;
46 HashMap hashMap = new HashMap();
52 h.D(hashMap, "list_id", str2);
67 if (this.T459d.T689@4g.containskey( "suppert_page_size_prelead”) &% iy.c.f()) {
ag str3 = Extras.ALLOWED_CHARS + g();
} else {
95 str3 = "28";
1
99 h.D(hashMap, "pageSize”, str3);
186 h.D(hashMap, "offset™, "@");
119 if (this.f459d.f689@4g.containskey( "req_under_line")) {
123 h.D(hashMap, "page_size", str3);
1
126 if (map != null) {
128 hashMap.putAll(map);
}
131 com.baogong.bottom_rec.fragment.utils.c.a(hashMap);
136 JSONObject jSONObject = new JSONObject(hashMap);
143 if (!TextUtils.isEmpty(str)) {
145 strd = str;
} else {
149 str4 = this.f459d.f68917¢;
1
161 if (TewtUtils.isEmpty(str4)) {
169 Uri.Builder buildUpon = m.d("/api/poppy/vl/shopping_cart™).buildUpon();
173 String el3 = e(hashMap, "scene");
181 if (!TextUtils.isEmpty(el3)) {
183 buildUpon.appendQueryParameter("scene”, el3);
}
186 el2 = e(hashMap, "optId");
194 if (!TextUtils.isEmpty(el2)) {
196 buildUpon.appendQueryParameter(“opt_id", el2);
}
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A seguire possiamo notare la detonation dell'applicazione in questione ove possiamo notare
richieste HTTP comprendenti attributi individualizzanti, quali ad esempio I'ID, I'app ID, il
domain package name.

Network Communication ©

HTTP Requests

— [ http://20.15.0.56/d3?appid=100018dn=us.temu.com&version=0&extVersion=_&type=ADDRS&os=1&clientVersion=2.9.1&scene=5&front=0
HTTP Method ~ GET

H http:/20.15.0.56/d3?appid=10001&dn=us thtk temu.com&version=0&extVersion=_&type=ADDRS&os=1&clientVersion=2.9.1&scene=5&front=0
H http://20.15.0.9/d?id=25196&ttI=18dn=0bdeb2bd9cealcfbbe356fecchb7ac4276e438ef24d2641c4

A http:1/20.15.0.9/d?id=25196&1tI=16dn=8e2f6ddf7613b32d163430ec0e221d33

H http://20.15.0.9/d?id=25196&ttI=18dn=cfe8402c624af2b351ce7alf6dbd72e1

@ httplconnectivitycheck.gstatic.com/generate_204

+ +[+ + + 4+

[H https:Happ.adjust.com/session

Qui diversi domini di Temu contattati in fase di esecuzione:

Activity Summary

+ [ graph.facebook.com

+ growth-pa.googleapis.com

| — H gw-c-ustemu.com |

20.121.111.193
20.121.97.20
20.124.48.109
20.237.10.133
20.237.30.240
20.83.139.214

instantmessaging-pa.googleapis.com

locale-temu-com rafficmanager.net

locale.temu.com

star.c10r.facebook.com

thtk-ustemu.com

us.temu.com

+ 4|+ |+ H
H H H| EH |BE H &

us.thtk.temu.com

20.121.159.81
20.185.14.249
20.231.235.230
20.81.39.84
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Tra i servizi eseguiti possiamo notare connettivita e storage. Essa fa uso dei moduli
androidxx.JizhanHelper e androidxx.MdfyHelper. Tra i metodi richiamati vi e evidenza
dell'ottenimento della tipologia di connessioni in vigore a bordo del dispositivo mediante la
funzione booleana android.net.NetworkCapabilities.hasTransport:

Activity Summary

Process and service actions @

Services Opened

[H batterymanager

[H com.einnovationtemu/xmg.mobilebase.basiccomponent titan.service.ServiceNative

[ connectivity

[H notification

Modules loaded ©

Runtime Modules

[H androidxx.JizhanHelper

=

androidxx.MdfyHelper

[H com.google.android.gms.common.GooglePlayServicesUtil
[ titan
H

xmgreport

Invoked Methods

[ android.app.ActivityThread.currentProcessName
android.app.SharedPreferencesimpl.getString

android.content.res.Resources.setimpl

android.net.NetworkCapabilities.hasTransport

android.os.Debug.isDebuggerConnected

android.os.SystemProperties.get

i3 [ 5| e ) |

android.os.Trace.asyncTraceBegin

Graph Summary ©

10+ bundled files

10+ contacted domairs

1dropped files

7 contacted urls
10+ contacted ips
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Temu ottiene i dettagli delle network security policies, il device ID del dispositivo, imposta gli
attributi degli oggetti sockets utilizzati in fase di esecuzione e vi sono events handlers della
libreria whaleco.

android.os.Trace.traceCounter

android.security.NetworkSecurityPolicy.getinstance
android.security.NetworkSecurityPolicy.isCleartextTrafficPermitted

android.telephony.TelephonyManager.getDeviceld

android.telephony.TelephonyManager.getSubscriberld

com.adjust.sdk.ActivityState.readObject
com.adjust.sdk.ActivityState.readObjectNoData
com.adjust.sdk. ActivityState.readResolve
com.adjust.sdk.ActivityState writeObject
com.adjust.sdk.ActivityState.writeReplace

com.android.installreferrer.api.InstallReferrerClient.newBuilder

com.android.installreferrer.api.lnstallReferrerClientimpl.endConnection
com.android.installreferrer.api.InstallReferrerClientimpl.startConnection
com.android.org.conscrypt.ConscryptFileDescriptorSocket.getAlpnSelectedProtocol
com.android.org.conscrypt.ConscryptFileDescriptorSocket.setAlpnProtocols

com.android.org.conscrypt.ConscryptFileDescriptorSocket.setHostname

com.android.org.conscrypt.ConscryptFileDescriptorSocket.setUseSessionTickets

com.baogong.app_baogong_shopping_cart_service_impl.ShoppingCartService.onReceive
com.baogong.app_baogong_shopping_cart_service_impl.event_card.k.onReceive
com.baogong.app_settings.service.i.onReceive

com.baogong.event.impl.delegate.b.onReceive

com.einnovation.whaleco.web.helper.RegisterApplicationGloballistener.onReceive |

com.google.android.gms.measurement.internal.zzha.values

fa0.a.0nReceive

Eﬂﬂﬂﬂﬂ%ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂEﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬁﬂﬂﬂﬂﬂ

fe.f.onReceive

h0O.f.setimpl
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Viene ottenuto il MAC Address dell'interfaccia di rete utilizzata mediante il metodo
Jjava.net.NetworklInterface.getHardwareAddress:

java.lang.String.readObjectNoData
java.lang.String.readResolve
java.lang.String.writeObject
java.lang.String.writeReplace

java.lang.System.getProperty

java.net.NetworkInterface.getHardwareAddress

java.net.NetworkInterface.getName

java.util. AbstractMap.readResolve
java.util. AbstractMap.writeReplace
java.util. ArrayList.readObject

java.util. ArrayList.readObjectNoData
java.util. ArrayList.writeObject
java.util. HashMap.readObject
java.util.HashMap.readObjectNoData
java.util. HashMap.readResolve
java.util. HashMap.writeObject
java.util. HashMap.writeReplace
java.util.LinkedHashMap.readObject
java.util.LinkedHashMap.readObjectNoData
java.util.LinkedHashMap.readResolve
java.util.LinkedHashMap.writeObject
java.util.LinkedHashMap.writeReplace

kd.z.onReceive

la.a.onReceive

ni0.b.onReceive

HEED SDEEEEEEEDEE D EE EEEDEEEE D EBE

sun.misc.Unsafe.allocatelnstance

Il package t27 contiene il metodo di tipo String f, il quale ritorna diversi attributi di
configurazione del DNS e vengono gestite le richieste HTTP verso gli indirizzi IP 20.15.0[.]56
e 20.15.0[.19:
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package t21;

import android.app.XmgActivityThread;

import android.text.TextUtils;

import android.util.Pair;

import androidx.annotation.NonNull;

import androidx.annotation.Nullable;

import com.einnovation.whaleco.lego.m2.impl.v8.event.Extras;
import java.util.Arr
import java.util.List;
import n21.f;

import xmg.mobilebase.basiccomponent.titan.Titan;

import xmg.mobilebase.basiccomponent.titan.jni.Datastructure.StHostResolveResult;
import xmg.mobilebase.basiccomponent.titan.nova.NovaWrapper;

import xmg.mobilebase.nova.dns.HttpDns;

import xmg.mobilebase.nova.dns.g;

/¥ compiled from: Temu

/* loaded from: classes5.dex */

public class a implements g {

poverride // xmg.mobilebase.nova.dns.g
public String a() {

¥ 4

r

1 String al2 = el.a.a();

5 if (al2 == null) {

a8 return Extras.ALLOWED _CHARS;
}

28 return al2;

(DO ide // xmg.mobilebase.nova.dns.g
public boolean b(@NenNull String str) {
5 return hal.a.v().b(str);

[l metodo h ritorna un oggetto di tipo ArrayList di stringhe contenente l'indirizzo IP 20.15.0[.]9:

public void e{@NonNull String str, boolean z
5 xal.a.d().h(str, z12);

1
s

[
R

@override // xmg.mobilebase.nova.dns.g
public String () {

1
1 return " preReadyDnsConfigTtems),

ocale.temu. comy": {\n ‘\vaildTimeFromProcAlive)

erride // xm

Elublic int g(5tri

mobilebase.nova.dns.g

g str, String str2)

r
1

3 if (TextUtils.isEmpty(str) || TextUtils.isEmpty(str2) || !str.endsWith(".matk.temu.com") || !Textl
= return &;

}
31 return 2;

@override // xmg.mobilebase.nova.dns.g
public long getProcessAliveDuration() {

1 return mc.c.a();
}
ide // »mg.mobilebase.nova.dns.g
<string» h() {
3 Arraylist arraylist = new Arraylist();
3 arraylist.add("2@.15.8.9");
26 return arraylist;
1
I
mobilebase.nova.dns. g
public boolean i() {
5 return f.o(XmgActivityThread. currentApplication());

1
I}
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Anche l'indirizzo IP 20.15.0[.]8 viene inserito all'interno dei parametri ips dell'ArrayList:

1 pcale.temu.co n \'vaildTimeFromP

wanor
A

65tr2) || !str.endsWith(".matk.temu.com™) ||
5

ITextUtils.equals(strz, "/ut

Il metodo statico pubblico d e di tipo StNovaSetupConfig. Esso permette di impostare gli
attributi di configurazione in merito all'indirizzo IP 20.15.0[.]56 all'interno di un array di tipo
String mentre la URI & “/d3” e gli headers vengono inseriti in un oggetto di tipo HashMap.

- - -3
} catch { 1
64 yal.b.g{"Titan.NovaConfigProvider”, "getNovaCacheDir:%s", h.o(th2));
67 return Extras.ALLOWED_CHARS;
}
1
public static SthovaSetupConfig d() {
7 new Arraylist();
12 tGelblonfig stGslblonfi = paw StGelblonfioly
19 String bl2 = v4l.a.b("titan.gslb_config_80881", Extras.ALLOWED_CHARS);
Try |
29 yal.b.1({"Titan.NovaConfigProvider”, "gslbConfigstr:®s", bl2);
36 if (!TextUtils.isEmpty(bl2)) {
48 stGslbConfig = (StGslbConfig) v.e(bl2, StGslbConfig.class, "smg.mobilebase.basiccomponent.
1
} catch (Throwahle $hoy [
61 ya4l.b.g({"Titan.NovaConfigProvider”, "gslbConfigstr:®s", h.o(th2));
J.
64 if (stGslbConfig == null) {
(1] stGslbConfig = new StGslbConfig();
73 st@slbConfig.scheme = "http";
81 staslbConfig.hosts = new 5 ng[1{"28.15.8.56" };
88 stGslbConfig.headers = new HashMap<>();
92 staslbConfig.uri = "/d3";
183 st@slbConfig.ttlInfo = new StNovaTTLInfo(68, 688, 688);
185 stGslbConfig.hostBanType = @;
119 stGslbConfig.ipBannerConfig = new StBannerConfig(368, M2FunctionNumber.Op_CANVASSHADOWSTYLES_S
131 stGslbConfig.portBannerConfig = new StBannerCenfig(36ee, 7288, 6, 18);
148 stGslbConfig.hostBannerConfig = new StBannerConfig(cee, %ee, 1@, @);
1
142 érﬁ 1lbConfig stGslbConfig? = stGslbConfig;
137 StNovaSetupConfig stNovaSetuplenfig = new StNovaSetupConfig(stGslbConfig2, false, c(), ProcessName
286 y41.b.1("Titan.NovaConfigProvider”, "getNovaConfig:%s", stNovaSetupConfig);
288 return stlovaSetupConfig;
1
}.
142
197 | ¢(), ProcessNameUtil.currentProcessName(), 18881, Extras.ALLOWED CHARS, 1, mc.a.f52723d, el.a.a(), g4l.a.j
286
288
142
197 | q4l.a.j("ab_anycast_ip_use_new_shuffer_baogong”, false), q4l.a.j("ab_use gzlb_back_up_hest_bacgong”, false
286
288
142
197 | false), null, stGslbConfig2.ipBannerConfig, stGslbConfig2.portBannerConfig, stGslbConfig2.hostBannerConfi
286
288
142
197 pBannerConfig, stGslbConfig2.portBannerConfig, stGslbConfig2.hostBannerConfig, stGslbConfig2.hostBanType);
286
288
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Con un’analisi DTI dei domini us[.]thtk[.]temu[.]com e us[.]Jtemu[.]com, utilizzati mediante
le richieste HTTP attraverso l'indirizzo IP 20.15.0[.]56, e possibile evidenziare i seguenti
dettagli relativi alle porte aperte 80 e 443. | dettagli includono gli attributi api_uid,
indispensabili per le richieste HTTP e HTTPS:

DATE: 20.10.2023 - 09:50 UTC

Country United States 80, 443

Organization Microsoft Corporation

ISP Microsoft Corporation
Hostname us.thtk.temu.com
ASN AS8075

Port 80

Protocol tcp

App

Version

Data HTTP/1.1 200 OK

Date: Fri, 13 Oct 2023 18:03:59 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Tue, 14 Mar 2023 06:39:29 GMT

ETag: "641016a1-0"

Set-Cookie: [api_uid=CmwS9GUpho+5tDskgyBbAg==; |
expires=Thu, 31-Dec-37 23:55:55 GMT; domain=.temu.com;
path=/

Accept-Ranges: bytes

Port 443
Protocol tep
App
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DATE: 20.10.2023 - 09:50 UTC

Version

Data HTTP/1.1 200 OK
Date: Mon, 25 Sep 2023 09:52:08 GMT
Content-Type: text/html
GContent-Length: 0
Connection: keep-alive
Last-Modified: Tue, 12 Sep 2023 06:48:46 GMT
ETag: "650009ce-0"
Set-Cookie: api_uid=Cmwm+mURWEhmljYPhloTAg==;
expires=Thu, 31-Dec-37 23:55:55 GMT; domain=.temu.com;
path=/
Accept-Ranges: bytes

[l dominio us[.]Jtemu[.]Jcom possiede un’infrastruttura web server nginx:

DATE: 20.10.2023 - 10:00 UTC

Country United States 80, 443

Organization Microsoft Corporation

ISP Microsoft Corporation
Hostname us.temu.com
ASN AS8075
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Port 80

Protocol tcp

App nginx

Version

Data HTTP/1.1 403 Forbidden

Date: Fri, 20 Oct 2023 09:10:38 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

Vary: Accept-Encoding

cip: 224.117.170.253

Port 443

Protocol tcp

App nginx

Version

Data HTTP/1.1 403 Forbidden
_

Date: Fri, 20 Oct 2023 09:02:39 GMT
Content-Type: application/json

DATE: 20.10.2023 - 10:00 UTC

Transfer-Encoding: chunked
Connection: keep-alive
Vary: Accept-Encoding
cip: 224.117.170.253
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Qui di sequito diversi attributi statici, array di integers relativi ad oggetti del layout e della

gestione delle frame positions:

pussic siuias
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

B L R P

KeyFramesAcceleration = new int[8];

KeyFramesVelocity = new int[@];

KeyPosition = {R.attr.curveFit, R.attr.drawPath, R.attr.framePositicon, R.attr.keyP
KeyTimeCycle = {16843551, 16843554, 16843555, 16843556, 16843557, 16843558, 168435
KeyTrigger = {R.attr.framePosition, R.attr.motionTarget, R.attr.motion_postlaycutC
Layout = {16342945, 16842996, 16842997, 16842999, 16343000, 16343001, 16843082, 16
LinearLayoutCompat = {16842927, 16342943, 16843846, 16843047, 16843843, R.attr.diwv
LinearLayoutCompat_Layout = {16842931, 16842996, 16842997, 16843137};
LinearProgressIndicater = {R.attr.indeterminateAnimationType, R.attr.indicaterDire
ListPopupWindow = {16843436, 16843437]};

LeadingImageView = {R.attr.circleCrop, R.attr.imageAspectRatic, R.attr.imageAspect
MapAttrs = [R.attr.ambientEnabled, R.attr.backgroundCeler, R.attr.cameraBearing, R
MaterialAlertDialog = {R.attr.backgroundInsetBottom, R.attr.backgroundInsetEnd, R.i
MaterialAlertDialogTheme = {R.attr.materialAlertDialogBodyTextStyle, R.attr.materdi:
MaterialAutoCompleteTextView = {16843296};

MaterialButton = {16542964, 16843191, 16843192, 16843193, 16843194, 16843237, R.at
MaterialButtonToggleGroup = {R.attr.checkedButton, R.attr.selectionRequired, R.att
MaterialCalendar = {16843277, R.attr.dayInvalidStyle, R.attr.daySelectedStyle, R.a
MaterialCalendarItem = {16843191, 16843192, 16843193, 16843194, R.attr.itemFillCols
MaterialCardView = {16843237, R.attr.cardForegroundColor, R.attr.checkedIcon, R.at
MaterialCheckBox = {R.attr.buttonTint, R.attr.useMaterialThemeCoclors};
MaterialRadicButton = {R.attr.buttonTint, R.attr.useMaterialThemeColors]};
MaterialShape = {R.attr.shapefppearance, R.attr.shapeAppearancelverlay};
MaterialTextAppearance = {16843958, 16844159, R.attr.lineHeight};

MaterialTextView = {16342884, 16844159, R.attr.lineHeight};

MaterialTimePicker = {R.attr.clockIcen, R.attr.keyboardIcon};

MaterialToolbar = {R.attr.navigaticnIconTint, R.attr.subtitleCentered, R.attr.titl
MaxHeightConstraintlayout = {R.attr.maxHeight};|

MaxHeightFrameLayout = {16843048];

MaxHeightScrollvView = {R.attr.maxHeight};

MenuGroup = {16842766, 16842968, 16843156, 16843238, 16843231, 16843232};

MenuItem = {16842754, 16842766, 16542968, 16843814, 16843156, 16843238, 16843231,
MenuView = {16842926, 16843852, 16543853, 16843854, 16343855, 16843856, 16843857,
MockView = {R.attr.mock_diagenalsColor, R.attr.meock_label, R.attr.mock_labelBackgr
MonthitheelView = {R.attr.wv_selectedMonth]};

Motion = {R.attr.animate_relativeTo, R.attr.drawPath, R.attr.motionPathRotate, R.a

www.swascan.com ! info@swascan.com




Swascan

TINEXTA GROUP

Vengono ottenuti in modo serializzato alcuni attributi individualizzanti del telefono sul quale
viene installata Temu, quali ad esempio tel_location_id ed email_id:

p—
import androidx.annotation.MonNull;
import androidx.annotation.MNullable;
import androidx.core.app.MNotificationCompat;
import com.einnovation.whaleco.lego.m2.impl.v8.event.Extras;
import com.google.gson.annotations.SerializedName;
A% compiled from: Temu */
¥ looded from: closses2.dex */
public class f {
DNonNull
/* renamed from: g reason: collision with reot package nome */
public String f388a;
p5erializedName("last_sent _yzm_time")
A% renamed from: b reason: collision with root package name */
private long T381b;
INullable
pSerializedName("tel location_ id™)
/* renamed from: ¢ reason: collision with root package nome */
private String f382c;
mNullable
fSerializedName("mobile™)
f* renamed from: d reason: collision with root pockage nome */
private String f383d;
iNullable
f5erializediame{NotificationCompat.CATEGORY _EMAIL)
/* renamed from: e reason: collision with reot package nome */
private String f384e;
iNullable
gserializediame( "email id™)
S* renamed from: £ reason: collision with root pockage name */
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All'interno della classe z7 possiamo notare il metodo di tipo Object a (che andra poi ad
implementare il medesimo all’interno della classe c7), il quale ottiene il serial number associato
all'utente con il getter this.f60958a.getSerialNumberForUser(this.f60959b).

package pm@;

import android.os.UserHandle;
import android.os.UserManager;

FE. i

compiled from: Temu ¥/
Loaded from: classes3.dex %/
ublic final /¥ synthetic */ class z1 implements cl

¥

FE.

FE.

renamed from: a reason: collision with root package name
public final /% synthetic */ UserManager TE@958a;

A* renamed from: b reason: collision with root package name ¥
public final /% synthetic */ UserHandle f68959b;

public /% synthetic ¥/ zl({UserManager userManager, UserHandle userHandle) {
4 this.f68958a = userManager;
(5 this.fe@959b = userHandle;

1
i)

@override // pm@.cl
public final Object a() {
Long valueOf;
5 valueOf = Long.valueOf(this.feB958a.getSerialNumberForlUser(this.f68955h));
19 return valueQf;
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All'interno dell'oggetto hashtable2 vengono aggiunti diversi attributi individualizzanti, quali
ad esempio gli indirizzi di consegna, serial number, numero di telefono.

982 hashtable2.put("dc", G5);

987 hashtable2.put("description™, GB);

q992 hashtable2.put("destinaticonindicater™, G7);

997 hashtable2.put("distinguishedname”, G8);

18a2 hashtable2.put("dnqualifisr", G9);

Lea7 hashtable2.put("enhancedsearchguide”, Gl@);
1812 hashtable2.put({"facsimiletelephonenumber™, @l1);
1e17 hashtable2.put({"generationqualifier”, @12);
1822 hashtable2.put("givenname", G13);

1a27 hashtable2.put("houseidentifier”, Gl4);

134 hashtable2.put({"initials", Gl5);

1ed1 hashtable2.put({"internationalisdnnumber™, G16);
=% §:3 hashtable2.put("1", G17);

1@55 hashtable2.put("member”, G18);

1862 hashtable2.put(FieldKey.NAME, G19);

1869 hashtable2.put({"o", G28);

1876 hashtable2.put("ou™, G21);

L@83 hashtable2.put("owner", G22);

1a3a hashtable2.put("physicaldeliveryofficename”, G23);
1837 hashtable2.put("postaladdress™, G24);

1164 hashtable2.put("postalcode”, G25);

1111 hashtable2.put("postofficebox™, G268);

1118 hashtable2.put("preferreddeliverymethod™, G27);
1125 hashtable2.put("registeredaddress"™, G28);

1132 hashtable2.put({"rolecccupant™, G29);

1139 hashtable2.put("searchguide”, G3@);

1146 hashtable2.put({"seealsc”, G31);

1153 hashtable2.put("serialnumber", G32);

116@ hashtable2.put("sn", G33);

L1167 hashtable2.put("st", G34);

1174 hashtable2.put("strest”, G35);

1181 hashtable2.put("telephonenumber”, G36);

1188 hashtable2.put("teletexterminalidentifier™, G37);
1195 hashtable2.put("telexnumber”, G38);

1282 hashtable2.put("title", G39);

1209 hashtable2.put(DataType.UID, G482);

1216 hashtable2.put({"uniquemember"”, G41);
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All'interno del package cu0 e la classe ¢ possiamo notare I'utilizzo di APl di Line[.]Jme,
un’applicazione di messaggistica istantanea:

1 package cu@;

2

3 import com.einnovation.whaleco.app_comment_camera.utils.Constants;
4 import com.einnovation.whaleco.lego.m2.impl.v8.event.Extras;

5 dimport kotlin.Metadata;
& import org.jetbrains.annotations.MothNull;

e

=

=y

emu

compiled fror y
etadata(dl = {"\ueeea\ueale\n\
12 /% loaded from: classesd.dex */
1 public abstract class ¢ {

tNull

£

0

renamed from: reason: collision with root package name
public final String f39988a = "hitps://api.line.me/";

thNull

/¥ renamed from:
public final sStri

ull

reason: collision with root package name */
30981b = "https c

openid-configuration™;

=

/% renamed from: reason: collision with root package name
c

public final String f399@2c = "https vz, 1/1legin";

@Nothull
public String a() {

return this.f39988a;

1
J

thull
public String b() {
return this.f39981b;

public

Temu ha il permesso di accesso ai contatti del telefono con lo scopo di condividere
I'applicazione stessa:

PUULIL 3LELIL 1LNEL L0L |3 WA/ LUUUDO_pay ULl WEU_LUSULIE_LHEHNCL_R1@l 18_LILLT - WAL | LUSUD,
public static final int res_8x7f1886089_pay_ui web_loading_channel paypal_content = @x7f18@689;
public static final int res_é@x7fl@ecea_pay_ui web_loading_channel_paypal_title = @x7fleecda;
public static final int res_@x7fle@eseb_pay_ui web_loading_main_title = @x7fleecdb;

public static final int pay_ui_mbway_mobile_internation_code = @x7fleecac;

public static final int pay_ui span_replacement = @x7fl@@ced;

public static final int res_éx7fl@@6@e_permission_allow_access = @x7Tl@acae;

public static final int res_@x7f18@68f_permission_camera_go settings_content = @x7fleescaf;
public static final int res_@x7f188618_permission_camera_go_settings_title = @x7f1eecle;
public static final int res_@x7f1@8611_permission_camera_toast = @x7Tl28611;

public static final int res_éx7flee6lz_permission_camera_toast_reject = e@x7fleecslz;

public static final int res_@x7f188613_permission_can_not_go settings = @x7T18@613;

public static final int res_8x7f188614 permission_contacts_go settings = @x77180614;

public static final int res_@x7f1@8615_permission_contacts_toast = @x7fle@sls;

public static final int res_@x7fleesle_permission_default_go settings = e@x7fleecls;

public static final int res_@x7f188617_permission_default_toast = @x7Tleesl7;

public static final int res_@8x7f180618_permission_disclosure_camera_desc = @x7T180618;

public static final int res_@x7f18@619_permission_disclosure_camera_microphone_desc = @x7fl@@c6l9
public static final int res_@x7fl@esla_permission_disclosure_camera_microphone_tile = @x7fleecla
public static final int res_@x7f18@61lb_permission_disclosure_camera_tile = @x7f1e@clb;

public static final int res_@x7f18861c_permission_disclosure_microphone_desc = 8x7f1@@61c;
public static final int res_éx7fleesld_permission_disclosure_microphone_tile = @x7fleesld;
public static final int res @x7f1@@6le permission disclosure storage desc = ex7Tleecle;
public static final int res_8x7f18861f_ permission_disclosure_storage_tile = 8x7T1@@861T;
public static final int res_@x7f1@862@_permission_location_go settings = @x7fleec2e;

public static final int res_@x7fl@es2l_permission_location_go_settings_content = @x7fleeszl;
public static final int res_@x7f188622_permission_location_go settings_title = @x7f1e@622;
public static final int res_8x7f188623_permission_location_toast = @x7flees23;

public static final int res_@x7f1@@624_permission_location_toast_reject = @x7fleacz4;

public static final int res_@x7f188625_permission_not_now = @x7fl@8625;

public static final int res_@x7f188626_permission_open_settings = @x7T1e@626;

public static final int res_@x7f188627_permission_record_go_settings - @x7f18@627;

public static final int res_@x7f188628_permission_record_go_settings_content = @x7T18@625;
public static final int res_@x7f180629_permission_record_go settings_low_ver = @x7T188629;
public static final int res_8x7f18862a_permission_record_go_settings_title = @x7T186862a;
public static final int res_@x7f1@862b_permission_record_toast = @x7fl2862b;

public static final int res_éx7flees2c_permission_storage_go settings_content = @x7fleeszc;
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1
I
77 ¥ compiled from: Temu */
78 /* loaded from: classes.dex ¥/
79 public static class a {
80 fserializedName("content_type™)
52 /* renamed from: a reason: collision with root package name */
83 public int f5865a;
85 @ ediame (NoticeBlockItemInfo.TEXT_TYPE)
87 S* renamed from: b reason: collision with root packoge name */
88 public string f5866b;
89 @Nullable
98 zedName (CdnBusinessType.BUSINESS_TYPE_IMAGE)

collision with root package name ¥/

a4
a5 fserializedame ([FOREacEst)

96

a7 /* renamed from: d reason: collision with root package name */
98 public String[] f5868d;

99 1

—

128

1a2 /* renamed from: e reason: collision with root package name */
1@3 public String f5869e;

lag fNullable

185 fserializediame("quote™)

186

1a7 /* renamed from: f reason: collision with root package name */
1@8 public string fs87ef;

1lag @Nullable

18 fserializedName("hashtag")
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Nel caso in cui l'attributo booleano del permesso di lettura dei contatti del telefono sia
equivalente a TRUE viene riempito un array di String contenente i contatti enumerati a bordo
del telefono:

o LIL>. 12/ 2000 = WEDLUNLENLS

1
)

public static ContactsDialegHost create(WebContents webContents, long j12) |
return new ContactsDialogHost(webContents, j12);

[

1
i

public veid destro
this.f57299z =

[

1
i

public final void showDialog(boolean z12, boolean zl3, boolean zl4, boolean z15, boolean z16, boolean 717,

4 WindowAndreid nl2 = this.f573@8b.n();
1@ if (!¥57298c && nl2 == null) {
28 throw new A=s= rror();
}.
29 if (n12.a().get() == null) {
33 J.N.MOMSBELZ(this.f57299a);
43 } else if (nl2.hasPermission(/"android.permission.READ_CONTACTS")) {
47 J.N.MOMSBEIZ(this.f57299a);
55 T else if (!nl2.canRequestPermission(android.permissicn.READ_CONTACTS")) {
59 J.N.MOMSBEIZ(this.f57299a);
T else {
86 nl2.a(new String[]{"android.permissicn.READ CONTACTS" |, this, z12, =z13, zl14, z15, z16, z17,
}.
3
1 public void a(boolean z12, boolean z13, boolean zl4, boolean zl5, boolean zl6, boolean z17, String str, S1
2 if (strArr.length == 1 &% iArr.length == 1 && TextUtils.equals(strArr[@], "android.permission.READ CO!
4 J.N.MOMS@EIZ (this.f5729%a);
I else |
5 J.N.MOMS@EIZ (this.f5729%a);

1
J
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Conclusioni

Temu possiede numerose caratteristiche che, nonostante siano fisiologiche e coerenti con la
categoria dell'applicazione stessa (e-shopping), presentano alcune criticita in relazione alla
conformita alla privacy dei dati personali degli utenti. Questo e il motivo principale per cui
Temu potrebbe essere considerata come un'applicazione potenzialmente indesiderata dagli
utenti e, di conseguenza, tacciata come “sospetta” dai vari application stores.

Cio che colpisce di Temu e il livello di profondita a cui accede nei dispositivi sui quali e
installata anche per le proprie peculiarita di ottenimento di attributi identificativi, come ad
esempio il device ID contestualmente all'invio di richieste HTTP individualizzanti. Secondo i
termini e le condizioni di Temu, inoltre, nel caso in cui il metodo di pagamento di default
salvato all'interno del proprio account non fosse disponibile, I'applicazione procedera a
selezionare una seconda carta di credito (se impostata in precedenza all'interno dei metodi di
pagamento).

Alla luce delle superiori evidenze, Temu potrebbe in definitiva essere indicato come
"GreyWare" in quanto non propriamente identificabile come malware ma comunque in grado
di influenzare la user experience, mostrando comportamenti non sempre trasparent e non
discutibili sul piano della conformita regolamentare della privacy.

www.swascan.com ! info@swascan.com



	Introduzione
	APK assessment
	Analisi codice sorgente
	Conclusioni

